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Hands-on introduction to BLE security without any special hardware
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Step-by-step hands-on introduction to BLE technology

Practical challenges with increasing complexity level

Devices simulated on standard laptop’s Bluetooth 

adapter, visible via radio just like real ones

Android phone as surprisingly effective “hacking tool”

New skills easily applicable to real devices.

Learn by having fun!
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Install HackMe from Microsoft Store

https://www.microsoft.com/store/apps/9N7PNVS9J1B7

https://www.microsoft.com/store/apps/9N7PNVS9J1B7
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Note 

MS Store current discussion for compliance: 

“encouraging illegal activity”…

If you cannot find it in the store, please check:

https://www.smartlockpicking.com/ble_hackme

http://www.pngall.com/?p=32983

https://www.smartlockpicking.com/ble_hackme
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https://github.com/smartlockpicking/BLE_HackMe

Building:

Visual Studio (free Community edition)

UWP development

Source code (MIT license)

https://github.com/smartlockpicking/BLE_HackMe
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Visual Studio: build&debug
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VS will ask for developer mode
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Visual studio: build&debug demo

https://youtu.be/F9GejjagKOY

https://youtu.be/F9GejjagKOY
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Initial compatibility check
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Compatibility check fail…

FAQ: https://github.com/smartlockpicking/BLE_HackMe/wiki/FAQ

https://github.com/smartlockpicking/BLE_HackMe/wiki/FAQ
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Sorry, it will not work…

• On some older (> 5 years old) laptops (Bluetooth 4 required)

• With most external Bluetooth dongles (CSR8510)

• Confirmed working with Realtek 8761B-based ones

• List will be updated in FAQ

• In VM – unless direct USB pass-through possible to internal

Bluetooth adapter (e.g. Lenovo Thinkpad X1 Carbon 7)

• or compatible dongle (see above)
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Disclaimer

My first ever C# code.

Expect bugs, crashes, 

exceptions…

Some basic functionality (like 

saving progress state) missing in 

the initial release. https://pixabay.com/photos/cat-baby-kitten-sleep-hand-cat-2204590/
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Our “hacking tool”: nRF Connect

Android (recommended)

https://play.google.com/store/apps/details?id=no.nordicsemi.android.mcp

iOS – limited low-level BLE features, 

you won’t be able to solve majority of tasks

https://apps.apple.com/pl/app/nrf-connect/id1054362403

https://play.google.com/store/apps/details?id=no.nordicsemi.android.mcp
https://apps.apple.com/pl/app/nrf-connect/id1054362403
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nRF Connect: permissions

Android  requires location permission from apps

scanning Bluetooth
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Theory

introduction

Task

description
List of tasks
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Submit solution

Spoilers ;)
Other tasks
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Delay between

packets

Connectable

device

Signal strength

(lower value=closer)

Optional device

name

Icon for device type

Will stop after a 

while, may need to 

start again

nRF Connect: Scan
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Too many devices? Filter!

Filter by signal strength

(lower = closer)
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Current

status

submit



Information Classification: General

#BHEU @BLACKHATEVENTS SLAWOMIR.JASEK@SMARTLOCKPICKING.COM   @SLAWEKJA

BLE advertisements

Observers

Broadcaster

Public packets*

No pairing required

* except “targeted advertisements” (uncommon)
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BLE advertisements

Tap device name

(not „connect”)

More details
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Raw hex data
Raw hex bytes

transmitted by device



Information Classification: General

#BHEU @BLACKHATEVENTS SLAWOMIR.JASEK@SMARTLOCKPICKING.COM   @SLAWEKJA



Information Classification: General

#BHEU @BLACKHATEVENTS SLAWOMIR.JASEK@SMARTLOCKPICKING.COM   @SLAWEKJA

https://www.bluetooth.com/specifications
/assigned-numbers/generic-access-profile/

https://www.bluetooth.com/specifications/assigned-numbers/generic-access-profile/
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Your windows advertises

its own packets
Changes into iBeacon 

only for a moment
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Turn off Windows BLE advertisements

Settings -> Shared experiences

Disable both “Nearby sharing” 

and “Share across devices”.

Now your Windows will not 

advertise own BLE packets,     

you will see just the HackMe.
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iBeacon

Transmits

UUID

Two numbers:

• Major

• Minor

Signal strength
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iBeacon raw hex
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Two-way communication

(e.g. app controls smart lock)

One-way public

broadcast
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BLE GATT

Generic ATTribute Profile.

Attributes are: Services, Characteristics, Descriptors.

Identified by UUID – short (registered), long – proprietary.

A Service is grouping sub-objects (Characteristics).

A Characteristic holds a single Value.

For example: Battery Level Service has Battery Level 

Characteristic with Battery Level Value.

You will feel it much better in practice!
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Characteristics

in the service

List of services
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Properties

Read

Notify

Write

Can be combined
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Properties

Read

Notify

Write

Can be combined
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Subscribe to notifications

Tap to subscribe

for value change

Value updates

automatically

Notifications

enabled
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Read

Notify

Write

Can be combined

Write
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Talking BLE smart light bulb
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Start recording

Stop recording

optional delay

between

requests

Now send something to 

device like previously
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Data format?

Intercept

Reverse 

firmware

Reverse 

mobile app
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Mobile app reversing?

Grab the “apk” binary

Decompile:

• JADX

https://github.com/skylot/jadx

• BytecodeViewer

https://github.com/Konloch/bytecode-viewer

• Many others…

https://github.com/skylot/jadx
https://github.com/Konloch/bytecode-viewer
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Macros can be exported and edited
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Sample macro (XML) file

<macro name="Blink" icon="LED_ON">   

<assert-service description="Ensure 6834636b-6d33-4c31-3668-

744275314221 service" uuid=“(…)”> <property name="WRITE" 

requirement="MANDATORY"/></assert-characteristic> </assert-service>   

<write description="Write 0x01" characteristic-uuid="6834636b-6d33-

4c31-3668-744275314201" service-uuid="6834636b-6d33-4c31-3668-

744275314221" value="01" type="WRITE_REQUEST"/>   

<sleep description="Sleep 200 ms" timeout="200"/>   

</macro> 

Ensure matching 

characteristics available 

(optional)

Write a value to specific 

characteristic
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Brute password

Takes about 100 sec to try all 1000 

combinations (10/s)
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https://www.thequicklock.com/product-padlock.php

https://www.thequicklock.com/product-padlock.php
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https://media.defcon.org/DEF%20CON%2024/DEF%20CON%2024%20presentati
ons/DEF%20CON%2024%20-%20Rose-Ramsey-Picking-Bluetooth-Low-Energy-
Locks-UPDATED.pdf

https://media.defcon.org/DEF%20CON%2024/DEF%20CON%2024%20presentations/DEF%20CON%2024%20-%20Rose-Ramsey-Picking-Bluetooth-Low-Energy-Locks-UPDATED.pdf
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BLE sniffers
Ubertooth Open hardware/firmware.

First open Bluetooth sniffer.

https://www.greatscottgadgets.com/ubertoothone/

Open hardware

120$

nRF Sniffer Closed (but free) firmware.

Nice integration with Wireshark (toolbar).

https://www.nordicsemi.com/Software-and-tools/Development-

Tools/nRF-Sniffer-for-Bluetooth-LE

Nordic Semiconductor nRF51/52 

$5-$50

BtleJack Open firmware.

Can also jam and hijack connections.

https://github.com/virtualabs/btlejack

nRF51 (including BBC: microbit)

$5-$25

SniffLE Open firmware.

BLE 5; improved reliability.

https://github.com/nccgroup/Sniffle

Texas Instruments CC1352/CC26x2

$40

https://www.greatscottgadgets.com/ubertoothone/
https://www.nordicsemi.com/Software-and-tools/Development-Tools/nRF-Sniffer-for-Bluetooth-LE
https://github.com/virtualabs/btlejack
https://github.com/nccgroup/Sniffle
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File for “Smart lock replay” 

task analysis was sniffed with 

nRF51822 (nRF sniffer) 

https://youtu.be/H4B_-WjGOIc
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Smart lock replay
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Other locks

user gets 

CANCER!!!

https://smartlockpicking.com/tutorial/how-to-pick-a-ble-smart-lock-and-cause-cancer/

https://smartlockpicking.com/tutorial/how-to-pick-a-ble-smart-lock-and-cause-cancer/
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Tapplock: pass=MD5(MAC)

https://www.forbes.com/sites/thomasbrewster/2018/06/13/tapplock-
smart-lock-hacked-in-2-seconds

https://www.pentestpartners.com/security-
blog/totally-pwning-the-tapplock-smart-lock/

https://www.forbes.com/sites/thomasbrewster/2018/06/13/tapplock-smart-lock-hacked-in-2-seconds
https://www.pentestpartners.com/security-blog/totally-pwning-the-tapplock-smart-lock/
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Tapplock (early fw, static password)

https://twitter.com/LucaBongiorni/status/1012671111845294081 

https://twitter.com/slawekja/status/1012687779887763456

https:///
https://twitter.com/slawekja/status/1012687779887763456
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What else?

BLE CTF running on ESP32  by Ryan Holeman @hackgnar

https://github.com/hackgnar/ble_ctf

My old “hackmelock” (linux/rpi + android mobile app)

https://smartlockpicking.com/hackmelock/

Check www.smartlockpicking.com

new tutorials, trainings, hacking smart locks…

https://github.com/hackgnar/ble_ctf
https://smartlockpicking.com/hackmelock/
http://www.smartlockpicking.com/
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Questions?

Slawomir.Jasek@smartlockpicking.com @slawekja

https://smartlockpicking.com/ble_hackme

#BHEU @BLACKHATEVENTS 


