- .
kd ® s

Q @ e H

. . ® .
blackhat - . PR TR
EUROPE 2020 |

DeECcemMmBeER S-10
A RS E N A L

Bluetooth Low Ener
hardware -less HackMe

Hands-on introduction to BLE security without any special hardware
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engadget

dl'S TECHNICA

Reviews Gear Gaming Entertainment Products Tomorrow Audio Video Deal

OPEN SESAME —

Top-selling handgun safe can _

remotely opened in seconds- Researcher finds huge security flaws in
needed Bluetooth locks

You might want to rethink adding technology to your front door.
There's no online update mechanism for defective electronic safe.
-]

Smart Home

Home | US Election | Coronavirus | Video | World | UK | Busine

75 Percent of Bluetooth Smart Locks Can Be
Hacked

Smart lock can be hacked 'in
seconds’

#BHEU @BLACKHATEVENTS
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Step-by-step Introduction to BLE technology
challenges with increasing complexity level

Devices simulated on 0 Bluetooth
adapter, visible via radio just ones

Android as surprisingly ewemsective
New skills easily

I

Learn by having |

#BHEU @BLACKHATEVENTS
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https://www.microsoft.com/store/apps/9N7PNVS9J1B7

BLE HackMe Free

smartlockpicking.com = Education = Instructional tools Get

Bluetooth Low Energy HackMe - educational application A See System Requirements
which simulates various BLE devices to interact with.
In a series of tasks to solve you will get familiar with BLE

Maore

E EVERYONE

ESRB

#BHEU  @BLACKHATEVENTS
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acti vity

If you cannot find it in the store, please check:
https://www.smartlockpicking.com/ble hackme

#BHEU @BLACKHATEVENTS
Information Classification: Genera
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https://github.com/smartlockpicking/BLE HackMe

Building:
Visual Studio (free Community edition)

0 Visual Studio Community 2019

Downloading and verifying: 2.77 GB of 3.43 GB (24 MB/sec)
79%

Installing: package 118 of 370
13%  —

UWP development

g B Universal Windows Platform development
Wl Create applications for the Universal Windows Platform :
with C#, VB, or optionally C++.

#BHEU @BLACKHATEVENTS
Information Classification: General
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m File  Edit View Project Build Debug Test Analyze Tools Extensions Searc... P BLE...ckme — 0 e
Window  Help

@@ Open a project or solution 10 0| B n B9 O] Db - AU - b Lol Macine - | 5| %

-

Open a local Visual Studio project or .sln file

Solution Explorer
Qe o-= ¢ a@

Search Solution Explorer (Ctrl+;)

Output faJ Solution 'BLE_Hackme' (1 of 1 project)

i BLE Hackme
v BLE Hackme.sIn

Information Classification: General

Show output from: Deployment

4 BLE Hackme (Universal Windows)

xoqoo] Jaiojdx] JaAIag

VisualStudioPackage = False
ConfigurationParser/Constructor/EnumeratePackages: END (Success,
ConfigurationParser/Constructor/EnumerateEmulators: START

NumberofDevicesFound = @
ConfigurationParser/Constructor/EnumerateEmulators: END (Success,
ConfigurationParser/Constructor: END (Success, ©:00:01.124)
IsEmulatorsupported: START

Is64BitoperatingSystem = True
Detectslat: START

isHyperVRunning = False

isHardwarevirtualizationSupported = True
isHardwarevVirtualizationEnabledInBIOS = True
Detectslat: END (Success, ©:00:01.091)

Slatstate = slatAndHWVEnabled

IsEmulatorSupported = True
IsEmulatorSupported: END (Success, 9:00:01.1)

SigelgiS@ Output

&P Connected Services
> M Properties
"B References

Assets

BLEServices

Scenarios

Styles

UserControls

App.xaml

BLE.cs

Constants.cs

b
b
4
b
b
b
b
b
b
b

MainPage.xaml
Package.appxmanifest
ScenariosConfiguration.cs

A Add to Source Control « A

#BHEU  @BLACKHATEVENTS
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File Edit View Project Build Debug Test Analyze Tools Extensions Search| & Settings _
Window  Help
v R IR - T ~ &' ~| Debug ~ AnyCPU *  Local Machine ~
) ebug ny ocal Machine
‘ @ Home For developers
g
E Find a setting L0 These settings are intended for development use ¢
% Learn more
. Update & Security
g
e
g Developer Mode

<> Windows Update
Install apps from any source, including loose files.

M Delivery Optimization

Output > X @ Off
Show output from: Build - = | e . .
DEP@10@: Please ensure that target device has developer mode enabled. Could not a W Windows Security
Deploy: @ succeeded, 1 failed, @ skipped DEVice Portal
1 Backup
Turn on remote diagnostics over local area networ
connections

Troubleshoot
Recovery

Device discovery

Make your device visible to USB connections and y
network.

@D of

Note: This requires version 1803 of the Windows 1C

&
2
@ Activation
A Find my device

Iﬁ For developers

Sigela il Output

 Add to Source Control ~ &4

#BHEU @BLACKHATEVENTS
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Visual Studio 2019

Open recent Get started
As you use Visual Studio, any projects, folders, or files that you open will show up here for quick access. =
é Clone a repository

Get code from an online repository like GitHub

You can pin anything that you open frequently so that it's always at the top of the list.
or Azure DevOps

&@ Open a project or solution

Open a local Visual Studio project or .sIn file

- Open a local folder

Navigate and edit code within any folder

Ejk-

Ly

Create a new project

Choose a project template with code scaffolding
to get started

Continue without code =

https://youtu.be/F9GejjagKkOY

#BHEU @BLACKHATEVENTS
Information Classification: General
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Completion progress:

%

1) Start

Hello!

Hello and welcome to Bluetooth Low Energy hardware-less hackme!

The project aims to introduce the BLE protocol and its security basics. Your computer with Bluetooth interface will

simulate various BLE devices - on the radio layer working exactly as real ones. In a series of tasks you will get familiar with

BLE advertisements, beacons, connections, take control over talking BLE smart bulb, reverse-engineer the communication,

brute force passwords, and even hack real smart lock!

For solving the tasks you will need Android phone (iOS has limited low level BLE features). It is also possible to use other

BLE tools, for example running on Linux, however details are not covered here and you are on your own.

In a rare case when your Windows system is "N" edition (for example Windows Professional N), it comes without a media

5) Manufacturer Specific Advertisements pack, required for a few tasks. Please install "Microsoft Media Feature Pack". If your system has Windows Media Player
available (standard), you are good to go.

2) First steps
3) BLE Advertisements

4) Beacons

b) Connections, services, characteristics

7) Characteristic read Hooray, looks like your device is supported!

8) Notifications Proceed to the first task

#BHEU  @BLACKHATEVENTS
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blgc’:k hat

EURORPE 2020

Sorry, there is no Bluetooth adapter, or the default Bluetooth adapter cannot act as a
Bluetooth server. You can try to:

- turn your Bluetooth interface off and on again

- restart this application

- restart your system

- use a different computer

For more troubleshooting see also

FAQ: https://github.com/smartlockpicking/BLE HackMe/wiki/FAQ

#BHEU @BLACKHATEVENTS
Information Classification: General
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A On some older (> 5 years old) laptops (Bluetooth 4 required)

A With most external Bluetooth dongles (CSR8510)

A Confirmed working with Realtek 8761B-based ones
A List will be updated in FAQ

AIn VM i unless direct USB pass-through possible to internal
Bluetooth adapter (e.g. Lenovo Thinkpad X1 Carbon 7)

A or compatible dongle (see above)

#BHEU  @BLACKHATEVENTS
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My first ever C# code.

Expect bugs, crashes,
exceptionse

Some basic functionality (like

saving progress state) missing In
the Initial release.

https://pixabay.com/photos/catbabykitten-sleephand-cat-2204590/

#BHEU  @BLACKHATEVENTS
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NnRF Connect for Mobile

Nordic Semiconductor ASA Tools

€ Everyone

Android (recommended) .E

https://play.gooqgle.com/store/apps/details?id=no.nordicsemi.android.mcp

nRF Connect
The #1 Bluetooth LE utility
Nordic Semiconductor ASA

4 Download on the
' App Store

https://apps.apple.com/pl/app/nrf-connect/id1054362403

-
-
(v

#BHEU  @BLACKHATEVENTS
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G) nRF Connect for Mobile Install
Nordic Semiconductor ASA

4.3% 500K+ :
1K reviews Downloads PEGI3 ®

Android requires location permission from apps
scanning Bluetooth

0 Allow nRF Connect to

' i J Scan and discover your Bluetooth Low Energy devices with nRF

access this device's

location?
You might also like =

DENY ALLOW |
nRF Toolbox for BLE Mobile Data LightBlue® — Se
3.9% Collection - Scan-l...  Bluetooth Low Ene... Te
4.6 % 4.0 % 4.

#BHEU @BLACKHATEVENTS
Information Classification: General
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Information Classification: General

—  Completion progress:
%
1) Start
2) First steps
3) BLE Advertisements
4) Beacons
5) Manufacturer Specific Advertisements
6) Connections, services, characteristics
7) Characteristic read
8) Notifications
9) Descriptors
10) Characteristic write
11) Various writes
12) Write automation
13) Protocol reverse-engineering
14) Password brute force
15) Smart lock replay

16) Smart lock information leak

© smartlockpicking.com, build 0.0.9.0

More information | FAQ | Source code | Issues

First steps

@ Theory introduction

You are undoubtely familiar with Bluetooth, and most likely use it every day - for example in wireless mouse,
headset or car audio. Despite sharing common name, Bluetooth Low Energy is however a different technology.
As the name implies - it aims to preserve energy, hence typical applications include rather occasional exchange
of small data packets. Most common usage scenarios include:
- a Broadcaster that transmits some one-way data ("Advertisement") to all nearby Observers (for example a
"beacon” device broadcasting indoor location to nearby phones)
- BLE Client ("Central", for example mobile application) to Server ("Peripheral”, for example smart lock)
communication
We will start with the BLE broadcast advertisements.

@ Task

If everything went correctly, the HackMe application should now be broadcasting BLE packets. Let's see if it

works! Probably the easiest way is to use your smartphone, and there are several free applications to do the job.

The recommended one is , available for both and . however i05 version lacks sever,
important features required to solve some of the upcoming tasks.

For Bluetooth access, Android location permission from the application, so you will have to grant it
during installation. Once started, the application will show nearby BLE devices. Beside optional device name,
you will notice the device's adapter address, bonding (pairing) information, as well as signal strength (swiping
to right will show its change in time) and frequency of the broadcasted packets (delay in ms). For connectable
devices, there is also optional "CONNECT" button:

= Devices STOP SCANNING  }

SCANNER BONDED ADVERTISER

No filter

O 09:1E:BC(

‘ INOT BONDED 4 -85dBm €101 ms

CONNECT 3

A-57dBm €201 ms

o DESKTOP-L823ACP

#BHEU

@BLACKHATEVENTS
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:Q;% Simulated device

-.- — L
Submit

Enter the name of your HackMe device:
Enter the value here Submit
(® Hints

| can't... give me next hint!

#BHEU @BLACKHATEVENTS
Information Classification: General
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Will stop after a
while, may need to
start again

Devices STOP SCANNING

SCANNER BONDED ADVERTISER

No filter

NOT BONDED A-85dBm €101 ms

Connectable
SKTOP-L823ACP device

56:3E:CD:6D:9D:1B

Icon for device type S Delay between
N/A
e 09:1E:BC:09:72:49 packets
Optional device
name NOT BONDED A4-57dBm © 201 ms
\

Information Classification: General (I ower Val ue=C_c I ose r) HEU @BLACKHATEVENTS

Signal strength
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Too many devices? Filter !

Devices STOP SCANNING ¢ Devices STOP SCANNING ¢

SCANNER BONDED ADVERTISER

SCANNER BONDED ADVERTISER
No filter -60 dBm - X
e ONg/'?E'BC'0972'49 Q Filter by
NOT BONDED A4-835dBm © 101 ms Fllter by Slgnal Strength

N OxFilter (lower = closer)
DESKTOP-L823ACP
56:3E:CD:6D:9D:1B : (/) Exclude: none
NOT BONDED A-57dBm ©201ms

WV Rss: @) -60 dBm

X

SLAWOMIR.JASEK * Only favorites

Information Classification: General
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— Completion progress: —  Completion progress:

3 4
) S Summary

A-57dBm  ©201ms 1 task of 15 solved
3) BLE Advertisements
Depending on your environment, you may see lots of BLE packets, and it might be difficult to locate your First steps
_ HackMe device. One of the ways to limit the discovered devices is to use filtering (select down arrow by the "No 4) Beacons [] BLE Advertisements
3) BLE Advertisements filter"), for example based on the signal strength (RSSI). It is measured in decibels (dBm), and the lower value

means stronger signal. To match only the nearest devices, slide the RSSI value to about "-60": ) (st e S Al et [] Beacons

1) Start

2) First steps

4) Beacons [] Manufacturer Specific Advertisements

6) Connections, services, characteristics [] Connections, services, characteristics
[] Characteristic read
6) Connections, services, characteristics » 7) Characteristic read [] Notifications

Devices STOP SCANNING

5) Manufacturer Specific Advertisements

D Descriptors
D Characteristic write
8) Notifications N ox P % 9) Descriptors (] Various writes

D Write automation

10) Characteristic write [] Protocol reverse-engineering

10) Characteristic write SSI: -60 dBm . . [] Password brute force
11} Various writes

7) Characteristic read | . 8) Notifications

9) Descriptors /) Exclude: none

[] Smart lock replay
11) Various writes Only favorites 0 I l
12) Write automation [] Smart lock information leak

Note that scanning will automatically stop after a while ("STOP SCANNING" -> "SCAN"), and it may be needed

12) Write automation to start again.

13) Protocol reverse-engineering
13) Protocol reverse-engineering Submit

Enter the name of your HackMe dgvice: 14) Password brute force

14) Password brute force

7
DESKTOP-L823ACP Submit 15) Smart lock replay

15) Smart lock replay

Status: 16) Smart lock information lea

I g N o T W I (R Y N £ P P

© smartlockpicking.com, build 0.0.9.0

More information | FAQ | Source code | Issues

Congratulations! Proceed to the next task 17) Summary

#BHEU  @BLACKHATEVENTS
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n— D Public packets*
No pairing required

*except NAtargeted advert

/T T L L LA AN AR AR A AN
A - - -----““‘\
A S I AL WL WL W
A A I I . . . ...
SEm——
r A
S

#BHEU  @BLACKHATEVENTS
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Devices STOP SCANNING
SCANNER BONDED ADVERTISER
No filter v
N/A -
e 09:1E:BC:09:72: Tap dEVICe name

( n connehto )

NOT BONDE

DESKTOP-L823ACP

56:3E:CD:6D:9D:1B

NOT BONDED A-57dBm © 201 ms

Information Classification: General

DESKTOP-L823ACP
/7:D7:EC:A3:E1:CO
NOT BONDED A -49 dBm

CONNECT ¢

Device type: LE only

Advertising type: Legacy

Flags: GeneralDiscoverable, LeAndBrErdCapable
(Controller), LeAndBrErdCapable (Host)

Complete list of\l6-bit Service UUIDs: 0x180A, 0x180F

Complete Local Name: DESKTOP-L823ACP
CLONE RAW MORE

More detalls

#BHEU  @BLACKHATEVENTS
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Raw hex bytes

transmitted by device

7D7E, gggz;;zggcp 0x02011A05030A180F1810094445534B544F
NOT BONDED 449 dBm k 002D4C383233414350
Device type: LE only Details:
Advertising type: Legacy LEN. TYPE VVALUE

Flags: GeneralDiscoverable, LeAndBrErdCapable
(Controller), LeAndBrErdCapable (Host) 2 0x01 [Ox1A

Complete list of 16-bit Service UUIDs: 0x180A, 0x180F o 0x03 |0x0AT80F18
Complete Local Name: DESKTOP-L823ACP 16 0x09 [0x4445534B544F502D4C383233414350

CLONE RAW  MORE https://www.bluetooth.org/en-us

/ /specification/assigned-numbers/generic-access-profile

OK

#BHEU @BLACKHATEVENTS
Information Classification: General
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Raw data:
0x0201 @05 030A180F1810094445534B544F] |l—:|

I50204C§%\3233414350|

Details: \

LEN. [TYPE VALUE

2| |ox01 px1A ]

5| |0x03 |0x0A180F18]

16/ 009 |0x4445534B544F502D4C383233414350

https:.//www.bluetooth.org/en-us
/specification/assigned-numbers/generic-access-profile

#BHEU  @BLACKHATEVENTS
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Data Type Name -

0)40] «Flags»
«Incorplete List of 16-bit
0x02 _
Service Class UUIDs»
«Complete List of 1e<pit"Service
0Ox03

Class UUIDs»

Ox09

DESKTOP-L823ACP
77:D7:EC:A3:E1:C9
NOT BONDED

CONNECT :

A -49 dBm

Device type: LE only

Advertising type: Legacy

Flags: GeneralDiscoverable, LeAndBrErdCapable
(Controller), LeAndBrErdCapable (Host)

Complete list of 16-bit Service UUIDs: Ox180A, 0x180F
Complete Local Name: DESKTOP-L823ACP

CLONE RAW MORE

Raw data:

0x0207TA05030A180F1810094445534B544F
502D4C383233414350

O

Details:

LEN-_[TYPE VALUE

2 Ox01 |OxTA

S 0x03 |0x0A180F18

«Complete Local Name»
https://www.bluetooth.com/specifications

/assighednumbers/generieaccesrofile/

Information Classification: General

16 [0x09 |0x4445534B544F502D4C383233414350

https://www.bluetooth.org/en-us

/specification/assigned-numbers/generic-access-profile

#BHEU

@BLACKHATEVENTS
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Information Classification: General

—  Completion progress:
3
1) Start
2) First steps
3) BLE Advertisements
4) Beacons
5) Manufacturer Specific Advertisements
6) Connections, services, characteristics
7) Characteristic read
8) Notifications
9) Descriptors
10) Characteristic write
11) Various writes
12) Write automation
13) Protocol reverse-engineering
14) Password brute force
15) Smart lock replay

16) Smart lock information leak

© smartlockpicking.com
More information | FAQ | Source code | Issues

BLE iBeacons

@ Theory introduction

BLE advertisements are often used to broadcast some unique device identifiers, which can be used for example
to identify specific device or pinpoint very precise indoor location of the receiving smartphone. One of the
most commonly used formats is BLE iBeacon. The broadcasted packet contains:

- UUID, for example "00112233-4455-6677-8899-aabbccddeeff" - usually specific for vendor or installation

- Two numbers (0-65535): Major (usually common for group of devices) and Minor (for individual device).

- transmission signal strength, used to calculate the actual distance from device.
The beacon numbers are broadcasted as "manufacturer specific" (OxFF) data type in BLE advertisement packets.

@j Task

Your HackMe device advertisement has just changed. It does not broadcast its name any more (nRF Connect
shows N/A), has different flags (no "CONNECT" button), and the Bluetooth address should also have changed.
Your Windows still "glitches" with its own advertisement, the advertisement will switch just for a moment into
"iBeacon”, so it might be tricky to catch it:

0 TAB4:D9.BEEE:7A

NOT BOMDED A -69dBm €100 ms

UNKNOWN
Legacy

om Apple, Inc. =0x004C=>
Type: Beacon <0
Length of data: 21 byt

UUID: 6b63 -3334-63306e553144

5SSl at 1m: -56 dBm

CLONE RAW MORE

Take a look at the "RAW" iBeacon packet (Note: if your raw packet starts with "0x1EFF0600" it means you
caught this Microsoft packet, not iBeacon). You will quickly notice that there is no mystery - the data is simply
embedded as raw hex into "0xFF" (Manufacturer Specific") field:

.
1A:84:D9:BB:EE:7A

NOT BONDED 4-69dBm  ©100ms

_Raw data:

0x1AFF4AC00021 56B633468336D4269333463 UNKNOWN

#BHEU

@BLACKHATEVENTS
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Your windows advertises

Its own packets

N/A
5C:65:88:63:D5:91

NOT BONDED A-48dBm ©105ms

Device type: UNKNOWN

Advertising type: Legacy

Microsoft Advertising Beacon:

Scenario Type: Advertising Beacon <0x01>
Version: 0

Device Type: Windows 10 Desktop

Flags: 0x00 (version: 1)

Reserved: 0x02

Salt: 0x8AAF250E

Device Hash:
OxE82C1B012EF86FB6D1F7E8B39C10938F29BED9

CLONE RAW MORE

Information Classification: General

Changes into iBeacon

only for a moment

N/A (iBeacon)
TA:84:D9:BB:EE:7A

NOT BONDED A4-69dBm ©100ms

Device type: UNKNOWN

Advertising type: Legacy

Beacon:

Company: Apple, Inc. <0x004C>

Type: Beacon <0x02>

Length of data: 21 bytes

UUID: 6b633468-336d-4269-3334-63306€553144
Major: 58334

Minor: 48274

RSSl at Tm:-56 dBm

CLONE RAW MORE

#BHEU  @BLACKHATEVENTS



0

black hat

EURORPE 2020

Settings -> Shared experiences

| F.  Shared experiences

2 Nearby sharing

DI S a b I € b 0 t h carl Share content with a nearby device by using Bluetooth and Wi-Fi
and nShare across o

Share across devices

Let apps on other devices (including linked phones and tablets) open

NOW your WlndOWS Wl” nOt and message apps on this device, and vice versa
advertise own BLE packets, @ of
you will see just the HackMe.

#BHEU @BLACKHATEVENTS
Information Classification: General
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Transmits
UUID

Two numbers:
A Major
A Minor

Signal strength

Information Classification: Genera

N/A (iBeacon)
TA:84:D9:BB:EE:7A
NOT BONDED A-69dBm ©100ms

Device type: UNKNOWN

Advertising type: Legacy

Beacon:

Company: Apple, Inc. <0x004C>

Type: Beacon <0x02>

Length of data: 21 bytes

UUID: 6b633468-336d-4269-3334-63306e553144
Major: 58334

Minor: 48274

RSSlat Tm:-56 dBm

CLONE RAW MORE

#BHEU  @BLACKHATEVENTS
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OxFF «Manufacturer Specific Data» @ N/A (iBeacon)
1A:84:D9:BB:EE:7A
Raw data: NOT BONDED A-69dBm ©100ms
0x1AFF4C0002156B633468336D4269333463 m Device type: UNKNOWN
306E553144E3DEBC92C8 D Advertising type: Legacy
. / Beacon:
Details: Company: Apple, Inc. <0x004C>

Type: Beacon <0x02>
LEN. [TYPE [VALUE Length of data: 21 bytes

26 OxFF OXH CUUDZH 5EB633468336D4269333463 ll\:JfIU I’D:|'6b633468—336d—4269-3334-63306e553144
ANAEEER1AA ajor: 58334

306E553144E3DEBCY2C8 o7 77
RSSl at Tm:-56 dBm

https://www.bluetooth.org/en-us
/specification/assigned-numbers/generic-access-profile CLONE RAW MORE

#BHEU @BLACKHATEVENTS
Information Classification: Genera
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Information Classification: General

—  Completion progress:
3
1) Start
2) First steps
3) BLE Advertisements
4) Beacons
5) Manufacturer Specific Advertisements
6) Connections, services, characteristics
7) Characteristic read
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BLE connections, services, characteristics

@ Theory introduction

So far you have passively observed advertisements transmitted by your HackMe device. It was basically one
way communication from Broadcaster to nearby Observers (your smartphone). The data was publicly available
and no pairing was required.
Now, you will finally connect and explore another use scenario: where a GATT Client ("Central”, your
smartphone) connects to GATT Server ("Peripheral”, your BLE HackMe device).
The GATT (Generic Attribute Profile} is another Bluetooth specification, which organizes data exchange
between connected devices. The main concept introduced here includes so-called Attributes, especially
Services and Characteristics:

- Service is grouping sub-objects (Characteristics) by specific functionality.

- Characteristic is an object holding some information (Value), which can be read or written to.

The access rights (read/notify/write) are defined in Characteristic's Properties.

Each Service and Characteristic has an UUID associated. The commonly used UUIDs (for example "battery
level", "heart rate", ...) are defined by Bluetooth specification, and have a short (16-bit) form. For example:
Device Name Characteristic: 0x2A00, Battery Level Characteristic: 0x2A19.

For proprietary use, for example switching on/off specific vendor's BLE smart light bulb, manufacturers use
their own, full length UUIDs. They can be randomly generated and don't need to be registered and assigned by

Bluetooth organization. Just the associated mobile application (or other connecting device) needs to know it.
@ Task

Your HackMe device should be visible again as your computer hostname. Use the "Connect” button to initiate
connection. You will see the list of BLE "services" available on the device. Some services (including Generic
Access and Generic Attribute) are mandatory, and you should see them in every BLE device.

Tap on a service name in order to expand characteristics inside this service. Note the characteristic UUIDs and
Properties displayed in the application.

Your task is to list all the characteristic's UUIDs of the "Generic Access” service.

Submit

Enter comma separated list of characteristic UUIDs included in the Generic Access service

Enter the value here

@ Hints

Submit
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eneric ribute Profile.

Attributes are: Services, Characteristics, Descriptors.

ldentified by I short (registered), long I proprietary.
A IS grouping sub-objects (Characteristics).
A holds a single

For example: Battery Level Service has Battery Level
Characteristic with Battery Level Value.

You will feel it much better in practice!
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Devices STOP SCANNING ¢

SCANNER BONDED ADVERTISER

-60 dBm v X

DESKTOP-L823ACP

77:D7:EC:A3:E1:C9
NOT BONDED A4-58dBm © 109 ms

Device type: LE only

Advertising type: Legacy

Flags: GeneralDiscoverable, LeAndBrErdCapable
(Controller), LeAndBrErdCapable (Host)

Complete list of 16-bit Service UUIDs: Ox180A, 0x180F
Complete Local Name: DESKTOP-L823ACP

CLONE RAW MORE
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Devices

BONDED

CONNECTED
NOT BONDED

DISCONNECT — Devices DISCONNECT
DESKTOP-L823ACP .
ADVERTISER o cecpsong0 BONDED ADVERTISER oo oy X
CLIENT  SERVER @ CONNECTED .
NOT BONDED CLIENT  SERVER  §

Generic Access

PRIMARY SERVICE

UUID: 0x1800 /

Generic Attribute

UUID: 0x1801

PRIMARY SERVICE

Device Information

UUID: Ox180A

PRIMARY SERVICE

Battery Service
UUID: Ox180F

PRIMARY SERVICE

Heart Rate
UJUID: 0x180D

PRIMARY SERVICE

Unknown Service
UUID: 6834636b-6d33-4c31-3668-744275314221 UUID: 0x1801
PRIMARY SERVICE

Information Classification: General

Characteristics

Generic Access
UJUID: 0x1800

List of services REE:

Device Name 3
UUID: 0x2A00
Properties: READ

Appearance 3
UUID: 0x2A01
Properties: READ

INn the service

Peripheral Preferred Connection Parameters 3
UUID: Ox2A04
Properties: READ

Central Address Resolution L4
UUID: Ox2AA6
Properties: READ

Generic Attribute

PRIMARY SERVICE

SLAWOMIR.JASEK@SMARTLOCKPICKING.COM @SLAWEKJA
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BLE characteristic read

@ Theory introduction

Each Characteristic has a Value, which can be read or written to, depending on associated permissions -
Properties. The properties can be single (only read or only write), or combined - for example read + write.
Access to characteristic can be additionally restricted by requiring prior pairing with device (characteristic
protection level). Majority of devices however do not implement this feature, or implement it only for a few
selected characteristics. Therefore accessing characteristics in most of BLE devices does not require Bluetooth
pairing, and is available for everyone in range. Note that there still can be "application layer" security in place,
for example some sort of authentication (password), or data transmitted to/from characteristic can be
encrypted by application (not on Bluetooth layer). We will get back to this later.

@ Task

The nRF Connect application shows properties (permissions) as text value, and additionallly icons for available
actions:

- down arrow to read
‘B up arrow to write
- multiple down - to subscribe.

We will cover writing and subscriptions in upcoming tasks, for now let's start with reading. Find Battery Level

characteristic inside Battery Service, and use the down arrow to read its value.

Try also reading characteristics of other nearby BLE devices. If you are able to get the list of services and
characteristics, but can not read the value, access to the characteristic may require prior pairing.

By the way, swiping right (or selecting top right menu -> show log) will show you the low level connection log.
Submit
Enter the current battery level value:

Enter the value here Submit

@ Hints

| can't... give me next hint!

#BHEU

@BLACKHATEVENTS




blgc’zk hat

EURORPE 2020

Devices DISCONNECT ¢

DESKTOP-L823ACP
BONDED ADVERTISER cor 19'E0:A7:07 X

CONNECTED .
NOT BONDED CLIENT SERVER -

Read i UUID: 0x2A04

Notify W

f PRIMARY SERVICE

erte . Device Information
UUID: Ox180A
PRIMARY SERVICE

Central Address Resolution A4
UUID: Ox2AA6
Properties: READ

Generic Attribute
UUID: 0x1801

Battery Service
UUID: 0x180F

Ca.n be Combined PRIMARY SERVICE

Battery Level 3
UUID: 0x2A19

Properties: READ

Value: 82%
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Devices DISCONNECT ¢

DESKTOP-L823ACP
BONDED ADVERTISER cor 19'E0:A7:07 X

CONNECTED .
NOT BONDED CLIENT SERVER -

Read i UUID: 0x2A04

Properties: READ

Central Address Resolution A4

UUID: Ox2AA6
N Otlfy \w Properties: READ
H .
Generic Attribute
UWRUD: 0x1801

f PRIMARY SERVICE

erte . Device Information
UUID: Ox180A
PRIMARY SERVICE

Battery Service
UUID: 0x180F

Ca.n be Combined PRIMARY SERVICE

Battery Level 3
UUID: 0x2A19

Properties: READ

Value: 82%
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11) Various writes

12) Write automation
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BLE Notifications

@ Theory introduction

Besides reading characteristic value, it is also possible to subscribe for it. The device will automatically send a
notification whenever the value update is available, eliminating the need for manual read. There are two types
of notifications:

- Notification ("NOTIFY" property) - without receive confirmation

- Indication ("INDICATE" property) - the receiver confirms packet reception to sending device.
Characteristic can have both Notify and Indicate or just one of them. The difference is just in low level
Bluetooth packets, the transmitted data is the same, and for application it makes no difference.

@ Task
Connect to your device, find Heart Rate service and its characteristic. Try reading current Heart Rate

Measurement value using single down arrow E -You can try it multiple times to see if the value changes in
time.

Next, subscribe to the Heart Rate Measurement characteristic notification using the subscribe button: E The
button will change its status and characteristic value will be updated every second.

Your task is to submit current beats per minute value.
If needed, you can unsubscribe from notifications by tapping again on the same button.

Submit

Enter the current heart rate (decimal bpm) indicated (+/- 5):

Enter the value here Submit

@ Hints

| can't... give me next hint!
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Value updates

Tap to subscribe Heart Rate automatically
UUID: 0x180D
Heart Rate for value change PRIMARY SERVICE
UUID: 0x180D PR
PRIMARY SERVICE / Heart Rate Measurement —_ A
UUID: 0x2A37

Heart Rate Measurement 3w Properties: NOTIFY, READ

UUID: Ox2A37 Value: Heart Rate Measurement: 123 bpm,

Properties: NOTIFY, READ Contact is Detected

Descriptors: Descriptors:

Characteristic User Description 3 4 Characteristic User Description ¥ 4

UUID: 0x2901 T UUID: 0x2301

Value: Beats per minute 8690 Client Characteristic Configuration i

Client Characteristic Configuration Y 8 UUID: 0x2902

UUID: 0x2902 . Value: Notifications enabled NOtiﬁcatiOnS

T~ enabled

#BHEU  @BLACKHATEVENTS
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1) Start

Characteristic Write

@ Theory introduction

2) First steps So far you have learned how to receive data from device by reading and subcribing for characteristic value.
Characteristic may also have "write” property, which allows for submitting a value to device.

3) BLE Advertisements @ Task

Using your new skills in regards to services, characteristics and descriptors, connect to your HackMe device,
find proprietary service responsible for light bulb control, and a characteristic inside it that allows to switch the
light on and off. Read the current state of the switch, and try to turn it on.

4) Beacons

5) Manufacturer Specific Advertisements
In nRF Connect use the up arrow by the characteristic to write a value to it. Once succeeded, you can turn

the light off again if you like.
32% Simulated device

6) Connections, services, characteristics
7) Characteristic read

8) Notifications

9) Descriptors

10} Characteristic write

11) Various writes

12) Write automation

13) Protocol reverse-engineering @ Hints

14) Password brute force | can't... give me next hint!
15) Smart lock replay

16) Smart lock information leak

©® smartlockpicking.com
More information | FAQ | Source code | Issues
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Devices DISCONNECT ¢
DESKTOP-L823ACP : NEW LOAD
BONDED ADVERTISER ~ =o0707 049 X Write value
' . 0x New value BYTE. ~
Read CONNECTED CLIENT  SERVER ¢ A
I NOT BONDED
MrMN\IVIAINNT OLN\VIuvL ADD VALUE
Unknown Service
N t w UUID: 6834636b-6d33-4c31-3668-744275314221 Save as
O Ify PRIMARY SERVICE
]
. s i T
Unknown Characteristic = 1
UUID: 6834636b-6d33-4C31-3668-744275314201 Advanced v
. f Froperties: READ, WRITE

erte — Value: (0Ox) 00
Descriptors: SAVE CANCEL SEND
Characteristic User Description 4 4
UUID: 0x2901

Can be com b | N ed Unknown Characteristic 4

UUID: 6834636b-6d33-4¢c31-3668-744275314202
Properties: WRITE, WRITE NO RESPONSE

Descriptors:

Characteristic User Description ) T X
UUID: 0x2901

#BHEU @BLACKHATEVENTS
Information Classification: General



0

black hat

EURORPE 2020

#BHEU @BLACKHATEVENTS
Information Classification: General



