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Enjoy appsec (dev, break, build...) sin
2003.

Pentesting, consultancy, trainingveb,
mobile, embedded...

Significant part of time for research.
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Special guest: Damien Cauquil

Head of R&D, Econocom Digital Security

Senior security researcher digital security

econocom

HW/SW reversengineer

Author of BtleJuice tool
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How about you?

Kall Linux?
Wireshark?
Android mobile app decompilation/analysis?

Bluetooth?



SMARTLOCKPICKING.COM

BLE 101 introduction

/ smart locks, various afttacks & assessment techniques

A Passive sniffing, active interception, attacking services...
A2SQff adleée | fAGOUES f2y3ISNI F2N
Aazaldgftée ol LILXAOFGAZ2YE I @SN @gdz

A Hackmelock possible to practice at home
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BLUETOOTH SMART
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Bluetooth Smart?

And now

AKA Bluetooth 4, Bluetooth Low Energy for something
completely different...

One of most exploding recently loT
technologies.

Completely different than previous
Bluetooth 2, 3 (BR/EDR). _
Designed from the groud up for low energyf'_,” 2
usage, simplicity (rather than throughput 7%z#a
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HidrateMe Smart Water Bottle

4

2

HidrateMe, a connected water

bottle that tracks your water

intake and glows to make sure
. that you never forget to drink

8,015 backers pledged $627,644 to help bring
this pro) ect to life
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AUTOMATIC

IT KNOWS WHAT'S INSIDE

It’s not magic, but close to it. The Vessyl knows and
aggregates the makeup of everything you drink. No more
guessing or journaling. It keeps track of what’s important to
you... all automatically.

¥ slawekja

RECOGNIZED

STARBUCKS

Bottled Mocha Frappuccino

Coffee Drink

myvessyl.com
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VWhen you have the power to
change the way you Teel, it

changes everything.
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Figure 1. The breakout board with (b) tri-axial
accelerometer and (a)(c) sensor embedded denture.

http://nslab.ee.ntu.edu.tw/publication/conf/TeethProbelSWC. pdf
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Smarttress Official Video

SMAL, >, RESS

The “Lover Detection System” will not only tell you if your partner is being unfaithful, but the speed,
duration, and position of the infidelity
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Sex toys...
Ty e +44 20 3095 _
About Services Ev

PenTestParTers

Alex Lomas
29 Sep 2017

BLOG: SHOW ON HOMEPAGE

Screwdriving. Locating and
exploiting smart adult toys

he Internet.
| Projec

Hacking Sex Toys For Security And Privacy
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https://internetofdon.gd

https://www.pentestpartners.com/securityplog/screwdriving
locatingand-exploitingsmartadult-toys/
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Startups

1. Come out with a bright idea where to

put a chip in. 4 POINT PLAN:
1. Start Up

2. Buy BLE devkit, some soldering, 2 Cashiin

Integrate mobile app Y 7. ¥ 3. Sell Out
. o & 4 BroD

3. Convincing website wideo (bootstrap) dedciudl

4. Crowdfunding!

5 . P I’Oflt' http://southpark.cc.com/fultepisodes/s18e0o-fund-yourself
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WM IGIE[E].CO.UK SECURITY WEARABLES BANKS TECHNOLOGY

Halifax uses heartbeat
sensor to secure online
banking

SECURITY / 13 MARCH 15 v JAMES TEMPERTON
000000 i
0 comments

ECG signals could replace online banking

passwords following a successful trial by Halifax.

A proof of concept experiment used an ECG band
to record a person's cardiac rhythm, which could
then be used to login to an online banking
service. An electrocardiogram or ECG is the
unique rhythm of a heartbeat and, unlike a text
password or fingerprint, it is incredibly difficult
to fake.




Medical & Health

Cool & Clever

Cars
Hands-free Calling
Drive Smart, Drive Safe

Consumer Electronics
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Millions of devices and counting

There are already more than 40 million Bluetooth® enabled home and professional
healthcare devices on the market from leading manufacturers like 3M, A&D, Nonin anc
Omran. With Bluetooth Smart and Bluetooth Smart Ready devices exploding on the
market, soon there will be millions more.

http://www.bluetooth.com/Pages/Medical.aspx
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Bluetooth Smart t+ bright future of 10T?

Easy to deploy, available, convenient, {puced.

More and more devices "wearables", medical, smart home...
Beacons boom, indoor positioning

Physical web

Bluetooth Mesh

Web bluetooth¢ devices available from the browser (API)
IPv6 over Bluetooth Smart
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€3 Bluetooth

2X 4x 8X T

wireless

speed range data coexistence
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WHATNS OUT TH
ADVERTISEMENTS
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BLE broadcast-> recelve

advertisement

e ctimore

_

Public, by design available for allfn

range
(with exception of targeted advertisements, not
widely used in practice)
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Mobile apps

2 O ¥ i 1403 Carrier & 11:45 AM -

Devices STOP SCANNING ~ § < Beacon Info

And rOId : SCANNER BONDED ADVERTISER IOS:
NRF Connect for No filte NRF Connect for
Mobile Mobile

https://itunes.apple.com/us/app/I
ocate-beacon/id738709014

N/A

https://play.google.com/store/ap E3:EC:B1:48:6D:C2 CONNECT
ps/details?id=no.nordicsemi.andr """

oid.mcp 0 N/A (Eddystone™)

D7:A2:EF:CO:DF:FC

NOT BONDED
Proximity UUID
Type: UNKNOWN 2F234454-CF6D-4A0F-ADF2-F4911BASFFAG
Flags: GeneralDiscoverable, BrEdrNotSupported L 1 htB I Major Minor
Complete list of 16-bit Service UUIDs: 0xFEAA Ig u e 0 0
Eddystone URL: TE
Frame type: URL <0x10> https://itunes.apple.com/us/app/I ———
Tx power at 0m:-18 dBm . Stop Advertising
URL: http://www.nordicsemi.com/ |q htbl Ue'bl uetOO'[h-|OW-

OPEN CLONE RAW  MORE enerqy/id557428110

Q.
D4:E4:60:0D:19:52

NOT BONDED A-83dBm <102ms
DE:86:B8:EC:A7:36
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BlueZ, commandine tools, scripting languages...
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Hardware: BLE USB dongle

CSR851Q most common, good enough, ~ 5 EUR

Other chips (often built in laptops)

A Intel, Broadcom, Marvell...
A May be a bit unstable (e.g. with MAC address chg

Power:

A Class It 2.5mW, 10m rang€ most common
A Class ¢ 100mW, 100 m range more expensive, actually not necessary
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Turn off sharing Bluetooth devices with host

Virtual Machine Settings

Hardware Options

Summary Connections
@ Memory 2 GB USB Compatibility: |USB 2.0
ik Processors 4 =
|1 Hard Disk (SCS1) 40 GB '
(2) CD/DVD (IDE)  Auto detect Share Bluetooth devices with the virtual machine

&l Metwork Adapter Bridged (Automatic)
B} Sound Card Auto detect

M USB Controller  Present

] Display Auto detect
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Check device support for BLE

root@kali:~# hciconfig

hciO:  Type: BR/EDR Bus: USB
BD Address: 54:4A:16:5D:6F:41 ACL MTU: 310:10 SCO MTU: 64:8
UP RUNNING

RX bytes:568 acl.0 sco:0 events:29 errors:0
TX bytes:357 acl:0 sco:0 commands:30 errors:1

root@kali~#:  hciconfig hciO up
root@kali :(~# hciconfig hciO version
hciO:  Type: BR/EDR Bus: USB
BD Address: 54:4A:16:5D:6F:41 ACL MTU: 310:10 SCO MTU: 64:8
HCI Version : 4.0 (0Ox6) Revision: 0x22bb
LMP Version: 4.0 (0x6) Subversion: 0x22bb
Manufacturer. Cambridge Silicon Radio (10)
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Kall Linux: BlueZt scanning for advertisements

# hcitool  Z hciO lescan
F4.B8:5E.C0:6E:A5 Padlock!
F4:B8:5E:C0:6E:A5 Padlock!
F4:B8:5E:CO0O:6E:A5 (unknown)
FO:D0:41:05:F7:EF EST
DC:C2:99:2C:3E:17 (unknown)
DC:C2:99:2C:3E:17 EST
FO0:D0:41:05:F7:EF (unknown)
FO:D0:41.05:F7:EF EST
EC.FE:7E:13:9F:95 (unknown)
EC.FE:7E:13:9F.95 LockECFE7E139F95
DC:.C2:99:2C:3E:17 (unknown)
DC:C2:99:2C:3E:17 EST
EC.FE:7E:13:9F:95 (unknown)
EC.FE:7E:13:9F:95 LockECFE7E139F95
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Dump raw packets

# hcidump -1hci0 -X -R

:~# hcidump -i hci® -X -R
HCI sniffer - Bluetooth packet analyzer ver 5.45
device: hci® snap len: 1580 filter: Oxffffffffffffffff
> POOO: 04 3e 25 02 01 00 OO 95 9T 13 7e fe ec 19 02
@0l1le: 06 15 ff c8 01 01 82 bl 2d 61 85 ba T8 65
0020: 6c 14 3T cl 4¢c b3 e7 b3
0e00: 04 3e le 02 01 04 OO 95 3 7e Te ec 12
0010: 4c 63 6b 45 43 46 45 45 31 46
0020: b4
0epd: 04
00l0: 06
0e20: 38
0epo: 04
0elo: 06

h
iy

2b 02 01 00 00 le ) 12 1f
gz fo ff 16 68 44 39 43
45 21 00 00 00 60 (2]2) be
13 82 01 00 @e 8b e 16 7T a7
02 e® ff ba

[ 1]

2 W3 L
L M = W
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Host Controller Interface

BLUETOOTH HOST
Other High Layer Driver

Linux (BlueZ), Android...

HCI Driver

Physical Bus (USB, I
PC Card, Other) Driver # h Cl d um p

Physical Bus (USB,

PC Card, Other) Firmware
HARDWARE

Link Manager
Firmware

Baseband Controller
BLUETOOTH CONTROLLER

Bl Software B Hardware
Firmware
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Dumps commands and data exchanged between host OS
and adapter firmware.

You will see only public advertisements and data exchanged
with your host.

Does not dump raw RF packets.
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Dump to pcap (readable in Wireshark)

Start packet dump to file:
# hcidump -1hci0 -w dump.pcap
Open the pcap in Wireshark:

# wireshark dump.pcap
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Example advertising data in Wireshark hcidump

Start scan

Mo, Time Source Destination Protocol Lengtt Info /
1 0... host controller HCI_CMD 6 Sent LESet Scan Enable
2 0.. controller host HCI_EWT 7 Rcvd Command Complete (LE Set Command Sent to
3 0.. host controller HCI_CMD 11 Sent LE Set Scan Parameters
4 0,. controller host HCI_EWT 7 Rcvd Command Complete (LE Set ada ter
5 0.. host controller HCI_CMD 6 Sent LE Set Scan Enable p
6 0.. controller host HCI_EWT 7 Rcvd Command Complete (LE Set Scan Enable

- oller host HCI_EWT 45 Rcvd LE Meta (LE Advertising Report)

Data eXChange oller host HCI_EWT 15 Rcwd LE Meta (LE Advertising Report)
oller host HCI_EVWT 46 Rcwd LE Meta (LE Advertising Report)
oller host HCI_EWT 46 Rcvd LE Meta (LE Advertising R

between hOSt (OS oller host HCI_EVT 40 Rcvd LE Meta (%g

oller host HCI_EWT 33 Rcwd LE Meta (LE AdvertisTho

and controller (BLE i 22 R e et Advertising data

adapter) : veta (oxse) received from BLE

e #tal Length: 35
Sub Event: LE Advertising Report (Gx82) adapter
Hum Reports: 1
Event Type: Scan Response (0x04)
Peer Address Type: Public Device Address (0x00)
BD_ADDR: TexasIns_16:2e:8bh (fo:c7:77:16:2e:8h)
Data Length: 23

+ Advertising Data

Device Mame: Smartlock Wes5
F Unknown

BEBE B4 3e 23 02 01 04 00 8b 2e 16 7f c7 fo 17
GLalCSS 60 61 72 74 6c 6T 63 6h 20 20 20 OSpkEELREGT
AO26 3c 80 02 03 00 cd
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Advertisement data

o)

SOAOS
AT

ONRI ROIFIad RIFEGF F2NXIFGGSR I OO
LJS O | S N

GA2yS F2NJ SEIF YLX S 6aK

Q)¢

0x09 Z/ 2YLX SGS n 20Kt bl YS

0x16 ¢ { SNBBAOS 51 4l Beacon values, manufacture

proprietary...

OXFF Z al ydzZF I O dzZNBNJ { L

https://www.bluetooth.org/en-us/specification/assignedumbers/generieaccesrofile
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GAP specification

& Secure

Bluetooth Core Specification

Adopted Specifications

Qualification Test Requirements

Submit Idea For a Specification

Specification Errata™
Test Specification Errata™

Check Status Of In Progress
Specifications®

Profiles Overview

Generic Attribute Profile (GATT)

Specification

GATT XML

Assigned Numbers
16 Bit UUIDs For Members
16 Bit UUIDs for SDOs

Amp Manager Protocol

Acronyms and Specification

N e

https://www.bluetooth.com/specificatic

SMARTLOCKPICKING.COM

¥ slawekja

https:// www.bluetooth.com/specifications/assignatumbers/generieaccesrofile

Generic Access Profile

Assigned numbers are used in GAP for inquiry response, EIR data type values,

manufacturer-specific data, advertising data, low energy UUIDs and

appearance characteristics, and class of device.

EIR Data Type, Advertising Data Type (AD Type) and OOB Data Type Definitions

Data

Type

C=Cr

o=02

O=C35

0=04

O=C8

C=06

O=O7

C=C8

O=09

Data Type Name

zFlags»

elncomplete List of 16-bit Service Class UUIDs»
tComplete List of 16-bit Service Class UUIDs»
zlncormplete List of 32-bit Service Class
UUIDs»

tComplete List of 32-bit Service Class UUIDs»
tlncomplete List of 128-bit Service Class
UUIDs»

¢Complete List of 128-bit Service Class UUIDs»

uShortened Local Names

«Complete Local Names

Reference for Definition

Bluetooth Core Specification:Vol.

section 1.3

Bluetooth Core Specification:Vol.

section 1.4

Bluetooth Core Specification:Vol.

section 1.4

Bluetooth Core Specification:Vol.

section 14

Bluetooth Core Specification:Vol.

section 14

Bluetooth Core Specification:Vol.

section 11

Bluetooth Core Specification:Vol.

section 11

Bluetooth Core Specification:Vol.

section 1.2

Bluetooth Core Specification:Vol.

section 1.2

3, Part C, section 8.1.3 (v21+ EDR, 3.0+ H¢

3, Part C, section 8.11 (v21 + EDR, 3.0+ HS

3, Fart C, section 8.11 (v21 + EDR, 3.0 + HS

3, Fart C, section 8.11 (v21 + EDR, 3.0 + HS

3, Fart C, section 8.11 (v21 + EDR, 3.0+ HS

3, Fart C, section 8.11 (v21 + EDR, 3.0+ HS

3, Part C, section 8.11 (v21 + EDR, 3.0+ HS

3, Part C, section 8.1.2 (v21 + EDR, 3.0 + HE

3, Part C, section 8.1.2 (v21 + EDR, 3.0 + HS
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Example advertised data as seen in nRF Connect

3 W4 m1301 Haw dal'ﬂ:

0x0201060303AAFET116AAFE20000B2A1980000 In
039CFO00045950E09736D6172746C6F636B7069 U
636B020AF40A16 DDEEEQN?!‘HBE‘I 46

Raw data:

0x0201060303AAFET116AAFE20000B2A1980000 .
030CFO00045050E00736D6172746C6F63687069 L) Details:
636B020AF40A160DD055397574333146

Details:

LEN. TYPE VALUE

2 0x01 0x06

3 0x03 OxAAFE

17 0x16 OxAAFE20000B2A1980000039CF00004595

14 0x09 0x736D6172746C6F636B7069636B
2 0xDA OxF4
10  0x16 0xDDD055397574333146

hitps:/f'www bluetooth.org/en-us
/specification/assigned-numbers/generic-access-profile

oK

0x09 Complete Ox736D61...
LocalName aa VYl NI f 2C
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Advertisement details in Wireshark: local name 0x09

File Edit View Go Capture Analyze 5tatistics Telephony Wireless Tools Help
AN I®B[RE Q«*» s 5aaalff
R | Apply a display filter ... <Ctrl-/>

No. Time Source Destination Protocol Length Info
9 1.128695 controller host HCI_EVT 22 Revd LE Meta (LE Advertisin
16 1.124758 controller host HCI_EVT 38 Rcvd LE Meta (LE Advertisin
11 1.136761 controller host HCI_EVT 46 Rcvd LE Meta (LE Advertisin
12 1.134763 controller host HCI_EVT 46 Rcvd LE Meta (LE Advertisin
13 1.521838 controller host HCI_EVT 40 Rcvd LE Meta (LE Advertisin

525618 controller

15 1.622034 controller host HCI EVT 22 Rcvd LE Meta (LE Advertisin

BD_ADDR: Blueradi_13:9f:95 (ec:fe:7e:13:9f:95)
Data Length: 18
- Advertising Data
+ Device Name: LockECFE7E139F95
Length: 17
Device Mame: LockECFE7VE139F95
RSSI (dB): -77

BEEE 04 3e 1e 82 81 04 @0 95 9f 13 7e fe ec 12 11 HE . AT 5= e oo o
pEl1e  A4c 6 63 6b 45 43 46 45 37 45 31 33 39 46 39 35 LockECFE 7E139F95
ARZ2E h3
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' ' n.

dP 9b 9b. .
qXb . dX BLEAH v1.0.0 Xb . dXp t
9Xb . dXb s s dXb. dXP . Xb
. _dXXXXb dXXXXbo. »0dXXXXb dXXXXb. L dXXP
OXXXXXAXXAXXAXAXAAXXVEXXAXX XX DO, ODX XXX XXXV XX XX XA XXAXXKXXXAXXP

OO0 XXX " ~ SIS 0000000000000 000000 00

TOXXXXXXXXXXXP' T O9XX' + “98vEP" + TXXP' O OXXXXXXXXXXXP'
9x. .db |db. . XP
Jb. .dbo.dP' v' 9b.odb. .dX({

» AXXXXXXAXXXX XD dXXXXXXXXXXXDb.
dXXXXXXXXXXXP . TOXAXAXXXXXXXXD

dXXXXXXXXXXXXb  d]b  dXXXXXXXXXXXXb
9XXb' " XXXXXb.dX | Xb.dXXXXX" “dXXP
) IXXXAXX ( ) XXXXXXP )
XXXX X."v'. X XXXX
XP~X'"b  d' X*XX
X. 9 ° P )X
‘b od!

https://github.com/evilsocket/blealh
https://www.evilsocket.net/2017/09/23/Thigs-not-a-post-about-BLEntroducingBLEAH
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@ Scanning for 5s [-128 dBm of sensitivity]

ec:fe:7e:13:9f:95 (-75 dBm)

Vendor BlueRadios

Allows Connections

Flags LE General Discoverable, BR/EDR

Complete Local Name LockECFE7E139F95

Manufacturer u'c8010182b12d6185cc6af865556c143fcldcbh3e7!’

fO:c7:7f:16:2e:8b (-74 dBm)

Vendor
Allows Connections
Flags

Incomplete 16b Services
Complete Local Name

Texas

LE General Discoverable, BR/EDR
u'edff!

Smartlock

d0:39:72:c3:a8:1e (-52 dBm)

Vendor

Allows Connections
Flags

Incomplete 16b Services
Short Local Name
Complete Local Name

Tx Power

0x12

Texas

LE General Discoverable, BR/EDR
u'foff!

DO3972C3A81E!

DO3972C3A81E!

u'oe’

u'2800800c'
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Introducing GAT Tackert gattack.io

Open source

£ GATTacker
o websit OUTSHART THE THINES

And a cool logo!



SMARTLOCKPICKING.COM

Install in Kali t step 1: install npm (already in VM)

root@Kkali:~# apt - get install npm nodejs nodejs - legacy
Reading package lists... Done

Building dependency tree

Reading state information... Done

The following additional packages will be installed

(...)

O upgraded, 55 newly installed, O to remove and 0 not upgraded.
Need to get 4,603 kB of archives.

After this operation, 18.1 MB of additional disk space will be used.
Do you want to continue? [Y/n]
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Install in Kali t step 2 (already in VM)

root@kali :~# npm install gattacker

(...)

gattacker@0.1.3 node_modules/gattacker

¢ ww A D pasér@0.0.6

cow AT Ofzdt st s

C ww I-gefoft@0.2.3

cwow AT 1T 00zt st

cww AAAOCzHt ft dz 51 Ozdzt Wit 5%

Ccww xOztst st s 51T PDOETT Oz dzt dzt z+ O OOT 1T ztst dzt &

Ccww CIT AzW!t w3 -mbsalu@OEL, inherits@2.0.3, fs.realpath@1.0.0, inflight@1.0.6, once@1.4.0,
minimatch@3.0.3)

cww AOUT Azgt st s51 1T AAOEzMmt szt M
Vww Al OANoIl- $0ék&@0.4.4 (nan@2.4.0)
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Advertisement
JSON

ws-slave.|s
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Running the ws-slave (client)

$ cd node_modules/gattacker
$ ~/ node_modules/gattacker $ sudo node ws - slave.js

GATTacker ws- slave
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Advertisement . |
JSON .

ws-slave.|s
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Scan for advertisements

root@kali :~/ node_modules/ gattacker # node scan.js
Ws slave address: 127.0.0.1

on open

poweredOn

Start scanning
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scan.|s

# node scan.|s
A listens for all advertisements,

A saves them automatically to JSON files (devices/ subdir).
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Example lock advertisement

peripheral discovered (f4b85ec06ea5 with address
<f4:b8:5e:c0:6e:a5, public>, connectable true, RSSI -72:

Name: Padlock!
EIR: 0201050302d6ff09095061646¢c6f636b21 ( Padlock!)

Scan response: 13ff000000000000000000000000000000002¢31 (
1)

advertisement saved: devices/f4b85ec06ea5 Padlock -.adv.json
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Json files (devices/ subfolder) - advertisement

Raw hex data (according t

{
id": "t4b85ec066a5" BLE spec), used later

"eir": "0201050302d6ff09095061646c6f636b21",

"scanResponse": null,

"decodedNonEditable": { _—
"localName": "Padlock!",
"manufacturerDataHex": null, Decoded jUSt fOI’
"manufacturerDataAscii": null, . - .
"serviceUuids": [ S— dlsplay (edltmg I

ide" will not have any
] effect)
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CENTRAIPERIPHERAL
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BLE central <> peripheral

central peripheral
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Introducing BLE Hackmelock

HACKMELOCK

smartlockpicking.com/hackmelock
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Open-source

Installation, more Info:

https://smartlockpicking.com/hackmelock

Source code (device emulator + Android app):

https://github.com/smartiockpicking/hackmeloettevice/

https:// github.com/smartlockpicking/hackmelo&ndroid/



https://smartlockpicking.com/hackmelock
https://github.com/smartlockpicking/hackmelock-device/
https://github.com/smartlockpicking/hackmelock-device/
https://github.com/smartlockpicking/hackmelock-device/
https://github.com/smartlockpicking/hackmelock-android/
https://github.com/smartlockpicking/hackmelock-android/
https://github.com/smartlockpicking/hackmelock-android/
https://github.com/smartlockpicking/hackmelock-android/
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Install emulator device

Emulated device (already in your VM/Raspberry):

$ npm install hackmelock



SMARTLOCKPICKING.COM W slawekja

Run emulator device

$ cd node_modules/hackmelock
$ sudo node peripheral

advertising...

LT &2dz R2Yy Q

adapter may be down
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3 Ol 2322

Devices STOP SCANNING ¢

Major/Minor=1

SCANNER BONDED ADVERTISER

No filter v

@ . oo
D0:39:72:B7:AD:88 .

NOT BONDED A-37dBm <22ms

Type: UNKNOWN
Flags: GeneralDiscoverable, BrEdrNotSupported

Beacon data:

Company: Apple, Inc. <0x004C>

Type: Beacon <0x02>

Length of data: 21 bytes

UUID: 6834636b-6d33-4c30-634b-38454163304e
Major: 1

Minor: 1

RSSI at Tm: -59 dBm

CLONE RAW MORE
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Check your device BT MAC

pi@raspberrypi :~ $ hciconfig
hciO: Type: BR/IEDR Bus: UART

BD Address: B8:27:EB:08:88:0E ACL MTU: 1021:8
SCO MTU: 64:1

UP RUNNING
RX bytes:1001 acl:0 sco:0 events:74 errors:0
TX bytes:2818 acl:0 sco:0 commands:74 errors:0
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Connect to It from Kali - gatttool

root@kali:~# systemctl start bIM

root@kali ~# gatttool -1 -b B8:27:EB:08:88.0E
[B8:27:EB:08:88:0E][LE]> connect
Attempting to connect to B8:27:EB:08:88:0E

Connection successful I/ Blue color=connected

[B8:27:EB:08:88:0E] |[LE]>
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Services, characteristics, ...

Serviceg groups several characteristics (e g Eattery

Characteristie contains a single value
Descriptorc additional data
Propertiesc read/write/notify...

Valuec actual value

W slawekja

SERVICEeg. 0x180F - battery

Descriptor: string

Descriptor:
subscription status

Properties: read, write, notify
(authenticated or not)

SERVICE
(..)
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Services, characteristics, descriptors have 2 forms of ID:

A Typicalservices (e.g. battery level, device information)
use short UUID values defined in the Bluetooth
specification

A 16-byte UUID format for proprietary, vendoispecific
ones
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Typical IDs

Common typical short service IDs:

Ox180F¢ Battery service
0x180A¢ Device information (manufacturer name, model number...)

Typical Descriptor IDs:

0x2901¢ text description
0x2902¢ subscription status
https:.// www.bluetooth.com/specifications/gatt/services



https://www.bluetooth.com/specifications/gatt/services
https://www.bluetooth.com/specifications/gatt/services
https://www.bluetooth.com/specifications/gatt/services

SMARTLOCKPICKING.COM

List all hackmelock services

[B8:27:EB:60:2B:46][LE]> primary

Typical service (short
UeéLhAolt |

- =T

[BB:27:EB:60:2B:46] [LE]> primary

attr handle: @x0001, end grp handle: 0x0085 uuid: |000018000000-1000-8000-00805T9b34Th
attr handle: 0x0006, end grp handle: 0x0009 uuid: QO0A1801A0000-1000-8000-00805f9b341h
attr handle: 0x000a, end grp handle: 9x0015 uuid:[6834636b-6d33-4c30-634b-357276314333
[B8:27:EB:60:2B:46] [LE]> |}
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SERVICEeg. 0x180F - battery

2% Q66 2% 0617
Devices STOP SCANNING 2 — Devices DISCONNECT %
BONDED ADVERTISER /A
SCAMNER BONDED ADVERTISER : 5 Ba:5]
CONNECTED . -
No filter - NOT BONDED CLIENT SERVER :

. Generic Access
N/A (iBeacon) .
B8:27:EB:60:2B:46 LIUID: 0x1800

NOT BONDED A76dBm <20 ms PRIMARY SERVICE

Type: UNKNOWN Generic Attribute

Flags: GeneralDiscoverable, BrEdrNotSupported LuID: 01801

Eeacon data: PRIMARY SERVICE

Company: Apple, Inc. <0x004C>

Type: Beacon <0x02> Unknown Service

bﬁ?gffgg;gzgﬂgﬁc 10.4634b.384541 633040 LUID: 6834636b-6033-4c30-634b-357276314333
L = PRIMARY SERVICE

Major: 1

Minor: 1

RSSI at 1m: -59 dBm
CLONE RAW MORE

DO3972C3AB1E!
D039 72.C3A8E

MNOT BONDED A-53dBm <1013 ms

LockECFE7E139F95
EC:FE:7E:13:9F:95

NOT BONDED A-61dBm ¢*1518ms

- IIISIIII n Wireless by Mordic

&

SERVICE
(..)
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Characteristics

[B8:27:EB:60:2B:46][LE]> characteristics

J:EB:60:2B:46] [LE]> characteristics
Ox08002, char properties: 8x02, char value handle: 8x0803, : POOE2ab0-0000-1000-8000-00805T9b34Tb
0x0004, char properties: 8x02, char value handle: 0x0085, : QOOB2a0l1-0000-1000-8000-00805T9b341Tb
@x0007, char properties: 0x20, char value handle: 0x8008, : PPEEZad5-0000-1000-8000-00805T9b341Tb

@x800b, char properties: 8x08, char value handle: @xe8ec, : 6834636b-6d33-4c30-634b-436852436d44
0x000e, char properties: 8x30, char e handle: @x000f, : 6834636b-6d33-4c30-634b-436852443454
@x8012, char properties: 8x32, char e handle: @x8013, : 6834636b-6d33-4c30-634b-436852537434
3:60:2B:46]1 [LE]> ]
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SERVICEeg. 0x180F - battery

2 ¥ 0626 2% 0625
Devices DISCONNECT 3 =  Devices DISCONNECT  :
N/A N/A
BONDED ADVERTISER g/ o oae X BONDED ADVERTISER /3. opae X
CONNECTED _ - CONNECTED , -
NOT BOMDED CLIENT SERVER : NOT BONDED CLIENT SERVER 4

Generic Access

ULID- 0x1800 Unknown Service

LUID: 6834636b-6d33-4c30-634b-357276314333

PRIMARY SERVICE PRIMARY SERVICE Properties : read, write, notify
ﬁmc:x;‘::}? * Unknown Characteristic t (authenticated or not)
B LILID: 6834636b-6d33-4c30-634b-436852430d44
Properties; READ Properties: WRITE
Appearance ¥ Descriptors:
LLID: 0x2A01 o Characteristic User Description + ot
Froperties: READ LLUID: 0x2901
Unknown Characteristic '
Generic Attribute UUID: ¥ u
UuID: 0x1801 6834636b-6d33-4c30-634b-436852443454
PRIMARY SERVICE Froperties: INDICATE, NOTIFY
Descriptors:

Unknown Service Client Characteristic Configuration IS
ULID: 6834636b-6d33-4c30-634b-357276314333 UUID: 02902 —

PRIMARY SERVICE

Characteristic User Description + t
Unknown Characteristic + LD 0x2901
LIUID: 6834636b-6d33-4c30-634b-436852436d44 Unknown Characteristic ¥ W
Properties: WRITE UUID: 6834636b-6d33-4c30-634b-436852 0 SERVICE
Descriptors: 537434 ( . )
Characteristic User Dascription Properties: INDICATE, MOTIFY, READ
LILID: 0x2901 Descriptors:
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Reading, writing, notifications

Each characteristic has properties: read/write/notify
Can be combined (e.gead+notify, read+write)

Read/write¢ transmit single value
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Notifications

A Getting more data or receiving periodic updates from a
device

A Thecentral device subscribes for a specific characteristic,
and the peripheral device sends dasynchronously

A Indication = notification with confirm
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3 W ®ea3
u
Descrli ptO I'S = oeves ISCONNEEE S
MN/A
BONDED ADVERTISER BR:27:EB:60:28:46 x
CONMECTED §
NOT BONDED CLIENT SERVER

Unknown Service

OX2 9 O 1C O pti O n aI text d eS C ri pti O n Of LUID: 6834636b-6d33-4c30-634b-357276314333

PRIMARY SERVICE

— — l,I s AV 4 .’. = r 2
K I. NJ. O S N\R A O S q) 3 Unknown Characteristic
O U a. U O ULID: 6834636b-6d33-4c30-634b-4368524 e ad
~ )4 Z = 4 r Descriptors: /
a t I. a_ a ﬂ 2 N \R 8 z q) q) q) U Characteristic User Description ' T
ULID: 0%2901 T
Value: Hackmelock command

Unknown Characteristic w3t

0x2902¢ current status of SUDSCrIPLION 10 i amsscocus s

Froperties: INDICATE, NOTIFY

= . riptors:
n Ot I fl Catl O n S Client Characteristic Configuratio }
LUID: Dx2902 _
Characteristic User Description + +
UUID: 0x2901 -

Value: Hackmelock data transfer

Unknown Characteristic +
LUID: 6834636b-6d33-4c30-634b-436852 e

537434
Froperties; INDICATE, NOTIFY, READ
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All the characteristics, descriptors, services SERVICEeg. Ox180F - batery

Descriptor: string
(e.g. oOBattery

[B8:27:EB:60:2B:46][LE]> char - desc

:27 :EB: [LE]> char-desc Descriptor:
handle: 0x0001, uuid: 00PPE2800-000O-1000-8000-00805f9b34fb subscription status
handle: 0x0002, uuid: 00PP2803-0000-1000-8000-00805Ff9b34fb
handle: Ox0003, uuld: 00002a00-00 Properties : read, write, notify

handle: Ox0004, uulid: 00002803-00 LOW Ievel: everythlng (authenticated or g

handle: Ox0005, uuid: 00002a01-00

handle: 0x0006, uuid: 0PPE2800-00 . - -
handle: ox0007. uuid: oooosses-oo  (SEIVICE, Characteristic,
handle: Ox0008, uuid: 00002a05-00 2 2

handle: 0x0009, uuid: 00002902-00 deSCrlptor, ) IS
handle: 0x000a, uuid: 00002800-00

handle: 0x000b, uuid: 00002803-00 Ol - 0 U0 NMNOCdzU S ¢

handle: Ox000c, uuid: 6834636b-6d

handle: 0x000d, uuid: ©00002901-00 numbel’ed from 1
handle: 0x000e, uuid: 00PE2803-00

handle: 0x000f, uuid: 6834636b-6d33-4c30-634b-436852443454

handle: 0x0010, uuid: 00002902-0000-1000-8000-00805Tf9b34fb

handle: 0x0011, uuid: 0PPO2901-0000-1000-8000-00805T9b34Th

handle: 0x0012, uuid: 0PPE2803-000P0-1000-8000-00805T9b34fb SERVICE
handle: 0x0013, uuid: 6834636b-6d33-4c30-634b-436852537434 (...)
handle: 0x0014, uuid: 00002902-0000-1000-8000-00805T9b34fb

handle: 0x0015, uuid: 0PPE2901-0000-1000-8000-00805T9b34fh

2B:46] [LE]> I
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Reading characteristics

Read value from characteristic, using handle

[B8:27:EB:60:2B:46][LEdharread-hnd 0x03

[BB:27:EB:60:2B |[LE]>= char-read-hnd 8x83
Characteristic Uﬂl”ﬁfiﬁ criptor: 72 61 73 70 62 65 72 72 79 70 69

[B8:27:EB:60:2B:46] [LE]> |}

ascll hex
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Burp: Decoder->Decode as->ASCllhex

Burp Suite Free Edition v1.7.03 - Temporary Project @ ® O

Burp Intruder Repeater Window Help

[Target T Proy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T U=zer options T.ﬂ.lerts ]

72617370 62 657272 79 70 69 @ Text O Hex (7]

[DE[III."E as ...

Plain

raspherrvpi

L% r

| Hash ... |F]

l Smart decode J




ENOUGH FOR INTRO,
_LETNS GET B
HACKING
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central peripheral
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Bluetooth 4 security (specification)

o 9 B|llet00th Developer Portal
Pairing
. Tools & Resources GATT Specifications Developer Showcase
Key Generation Hame > Technolagy Overview > LE Security
Encryptlon Security, Bluetooth Smart (Low Energy)

Encryption in Bluetooth LE uses AEESM cryptography. Like BR/EDR, the LE Controller
will perform the encryption function. This function generates -Ii?#8encryptedData

from a 128bit key and 12&it plaintextData using the AEIR8-bit block cypher as
defined in FIP&971.

Signed Data
https:// developer.bluetooth.org/TechnologyOverview/Pages&é&curity.aspx



https://developer.bluetooth.org/TechnologyOverview/Pages/LE-Security.aspx
https://developer.bluetooth.org/TechnologyOverview/Pages/LE-Security.aspx
https://developer.bluetooth.org/TechnologyOverview/Pages/LE-Security.aspx
https://developer.bluetooth.org/TechnologyOverview/Pages/LE-Security.aspx
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Bluetooth 4 security (specification)

ol hegoal of the low energy security mechanism Is to protect
communication between devices different levels of the
stacke

A Man-in-the-Middle (MITM)
A PassivdEavesdropping
A Privacy/ldentity Tracking
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Bluetooth 4.0 - pairing

Pairing (once, In a secure environment)

AJuﬁc,tWorks(R)c most common, devices without display cannot implement

other

A6-digit PINg if the device has a display

AOut of bandc not yet spotted in the wild
Establish Long Term Key, and store it to secure future communication
("bonding")
"JustWorks and Passkey Entry do not provide any passive
eavesdroppingrotection’
4.2 ¢ elliptic curves

Mike Ryanhttps://www.lacklustre.net/bluetoothy



https://www.lacklustre.net/bluetooth/
https://www.lacklustre.net/bluetooth/
https://www.lacklustre.net/bluetooth/
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BLE security - practice

A8 of 10 tested devices daot implement BLHayer encryption
AThe pairing is in OS level, mobile application does not have full control over it

Alt is troublesome to manage with requirements for:
A Multiple users/application instances per device

A Access sharing
A Cloud backup

AUsage scenario does not allow for secure bonding (e.g. public cash register, "fleet"
beacons, car rental)

A Other hardware/software/UX problems with pairing
A"Forget" to do it, or do not consider cletext transmission a problem
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For our workshop...

None of the 7 smart locks uses BLE-layler encryption ;)
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BLE security - practice Host (05)

Security in "application" layer (GA
Various authentication schemes
A Static password/key

A Challengeesponse (most common)
Aat YLE

Requests/responses encryption
No single standard, library, protocol
Own crypto, based usually on AES

Host Card Interface I

Link layer

Physical layer

Controller (firmware)
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How Secure is ? Highly secure Low Energy

uses a combination of hardware and technology to ensure the device is Bluetooth (LEB) SYNCS the
secure. lock to your smartphone.

Bluetooth: uses AES 128-bit encryption, the same encryption used by
the military to protect documents with confidential and secret security levels.
By using industry leading Eluetooth 4.0 that utilizes 128-bit encryption, and our
very own PKI technology with cryptographic key exchange protocols, IS
safe from criminals, hackers, and thieves.

To protect your transactions from unautnorised access Dy third parues,

operates in accordance with the highest card payment industry security ste — o , - .
After 67 years of home security innovations, millions of families rely on

> PCI-DSS (Payment Card Industry Data Security Standard) is the highest c for peace of mind. 's long-time leadership and advancements

security standard used in the credit card industry concerning data transfe in residential door lock security have now been enhanced with secure

data storage authentication technology. Resulting in engineered for both maximum

: , security and performance.
> SSL (Secure Sockets Layer) and TLS (Transport Layer Security) are ‘encry

protocols’ that protect data that is transmitted over the internet. We are using a
256-bit encryption, the highest possible level at present
> PGP (Pretty Good Privacy) is an international standard for secure personal data

storage
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No more questions...

— pluetooth smart = bluetooth smar security

PR~

Jul 2012 Jan 2013 Jul 2013 Jan 2014 Jul 2014 Jan 2015 Jul 20145

____.-'--

Go gle Wiew full report in Google Trends
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BLE RF SNIFFING
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Sniffing t+ BLE RF essentials

Advertisement channels
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http://www.connectblue.com/press/articles/shapinthe-wirelessfuture-with-low-energyapplicationsand-systems/



BLE channel hopping

37 channels for data,

3 for advertisements

SMARTLOCKPICKING.COM

Hopping

~ Hop along 37 data channels
~ One data packet per channel
= Next channel = channel + hop increment (mod 37)

= Time between hops: hop interval

32510517 -2524-5315158-515-> ...

hop increment =7

Mike Ryan Bluetooth Smart / Bluetooth LE USENIX WOOT, August 2013

http:// lacklustre.net/bluetooth/bluetooth with low energy comes low securit
y-mikeryanrusenix woot 2013Zlides.pdf
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http://lacklustre.net/bluetooth/bluetooth_with_low_energy_comes_low_security-mikeryan-usenix_woot_2013-slides.pdf
http://lacklustre.net/bluetooth/bluetooth_with_low_energy_comes_low_security-mikeryan-usenix_woot_2013-slides.pdf
http://lacklustre.net/bluetooth/bluetooth_with_low_energy_comes_low_security-mikeryan-usenix_woot_2013-slides.pdf
http://lacklustre.net/bluetooth/bluetooth_with_low_energy_comes_low_security-mikeryan-usenix_woot_2013-slides.pdf
http://lacklustre.net/bluetooth/bluetooth_with_low_energy_comes_low_security-mikeryan-usenix_woot_2013-slides.pdf
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EllisysBluetooth Explorer 400 /| 2Yt N2O0S .t!t cn
Alkin-hy'S . £ dzSG220Kt tN2UZ202BE  f dz280 220 K+
Analysis System Protocol Analyzer

http://www.ellisys.com/products/bex400/ http://www.fte.com/products/BPAG00.aspx
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Passive sniffing t Ubertooth (120%)

Opensource(software, hardwarg
External antenna.

RFlevel sniffing, possible to inspect In
Wireshark.

Need 3 of them to sniff all 3 adv channels, the
follow hopping.

http://greatscottgadgets.com/ubertoothoné
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Adafruit nRF51822

$24.95
Wireshark integration

Not quite reliable, but
works good enough

https:// www.adafruit.com/product/2269

https:// learn.adafruit.com/introducinehe-
adafruitbluefruit-le-sniffer
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File Edit View Go Capture Analyze Statistics Tdephonx Tools Internals Help

oo dm BEXXL AevsnT L QAQAF @D W % 8

Filter: ' btle EI Expression... Clear Apply Save

No. Time Source Destination Protocol Length Info A
1338 245.312104 slave Master LE LL 60 ADV_IND =
1339 245.315097 slave Master LE LL 60 ADV_IND -

< m
@ Frame 1338: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0
@ Nordic BLE sn1ffer meta
- [Bluetooth Low Energy Link Layer
Access Addres 0x8e89bedd
@ Packet Header: 0x2240 (PDU Type: ADV_IND, TxAdd=false, RxAdd=false)

Advertising Address: e4:¢6:¢7:31:95:11 (e4:¢6:¢7:31:95:11)

Since nRF-Sniffer is a passive solution that is simply scanning packets over the air, there is
the possibility of missing packets using this tool {or any other passive sniffing solution). In
order to capture as many packets as possible, be sure to run the sniffer on a USB bus that

isn't busy and aveoid running it in a virtual machine since this can introduce significant latency
over USB.

.1.. = BR/EDR Not Supported true (Ox01)
we.. ..1. = LE General Discoverable Mode: true (0x01)
....... 0 = LE Limited Discoverable Mode: false (0x00)

= TX Power Level
Length: 2
Type: Tx Power Level (0x0a)
Power Level (dem): O
= 128-bit service Class UUIDs
Length: 17
Type: 128-bit Service Class uUuIDs (0x07)
Custom UUID: 9ecadc240ee5a9e093f333b50100406e

0000 11 06 35 01 7b 75 06 0a 01 25 2b 00 00 Se 53 08
0010 00 dé be 89 ¢ 2
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Our sniffing device - nRF51822 Eval Kit

Same module, but a bit cheaper than
Adafruit.

More possibllities for further hacking
(e.g. BLE prototyping).

Need to be flashed with sniffer
firmware ¢ using e.g. SWD debugger,
or Raspberry Pi (instructions soon on
www.smartlockpicking.com

http:// www.waveshare.com/nrf51822vakkit.htm



http://www.smartlockpicking.com/
http://www.waveshare.com/nrf51822-eval-kit.htm
http://www.waveshare.com/nrf51822-eval-kit.htm
http://www.waveshare.com/nrf51822-eval-kit.htm
http://www.waveshare.com/nrf51822-eval-kit.htm
http://www.waveshare.com/nrf51822-eval-kit.htm
http://www.waveshare.com/nrf51822-eval-kit.htm
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¢cKAd OKAL)I OFYy R2 YdzOK Y2NB O

http:// files.brucon.org/2017/012 Damien_Cauquil_Weapon
izing_the BBC_Micro_Bit.pdf

https.// www.youtube.com/watch?v=Z eipXeC4Q4



http://files.brucon.org/2017/012_Damien_Cauquil_Weaponizing_the_BBC_Micro_Bit.pdf
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http://files.brucon.org/2017/012_Damien_Cauquil_Weaponizing_the_BBC_Micro_Bit.pdf
https://www.youtube.com/watch?v=Z_eipXeC4Q4
https://www.youtube.com/watch?v=Z_eipXeC4Q4
https://www.youtube.com/watch?v=Z_eipXeC4Q4
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Lock #1

https://www.flickr.com/photos/morbius19/9411298364/
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The

DOORLOCK

BLUETOOTH + RFID

The

PADLOCK

BLUETOOTH + RFID

»
.'17_;_::\\
o v._l

SECURIT YonenyouVEED

https:// www.thequicklock.com
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Setting up the sniffer t connect to USB

root@kali ~# d
(.n)
25958.451531]
uhci_hcd

25958.707592]
IdProduct=ea60
25958.707596]
SerialNumber=3
25958.707598]
25958.707600]
25958.707601]
25958.713131]
25958.717133]

mesg
usb 2 -2.2: new full - speed USB device number 10 using
usb 2 -2.2: New USB device found, idVendor=10c4,

usb 2 -2.2: New USB device strings: Mfr=1, Product=2,

usb 2 -2.2: Product: CP2102 USB to UART Bridge Controller
usb 2 -2.2: Manufacturer: Silicon Labs

usb 2 -2.2: SerialNumber: 0001

cp210x 2 -2.2:1.0: cp210x converter detected

usb 2 -2.2: c¢p210x converter now attached to ttyUSBO
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The python helper script (already in your VM)

root@kali:~# git clone
https://  github.com/adafruit/Adafruit. BLESniffer Python
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The python helper script

root@kali:~# cd Adafruit BLESniffer Python

root@kali:~/Adafruit_ BLESniffer Python# python sniffer.py
/dev/ttyUSBO

Capturing data to logs/capture.pcap

Connecting to sniffer on /dev/ttyUSBO

Scanning for BLE devices (5s) ...
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oPadl ock! O devi ce

:~/Adafruit BLESniffer Python# python sniffer.py /dev/ttyUSBO
Capturing data to logs/capture.pcap
Connecting to sniffer on /dev/ttyUSBO
Scanning for BLE devices (5s)
Found 5 BLE devices:

"R O(EBIC7TFI16:2E:8B; ‘RSSI
“% (EC:FE:7E:13:9F:95, R551
" (C3:B3:30:40:70:E5, RSSI = -70)
" (F6:AD:07:C5:56:66, RSSI = -89)
"Padlock!" (F4:B8:5E:CO:6E:A5, RSSI = -77)

-87)
-88)

Select a device to sniff, or '0' to scan again
>
Attempting to follow device F4:B8:5E:CO:6E:A5
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Dump pcap file

Adafruit. BLESniffer Python/logs/capture.pcap

Previously recorded in provided files:

devices/quicklock/pcap nrf/capture.pcap
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Wireshark support

Official nRF sniffer docs: only Windows, patch DLL, ...

Fortunately: native support in Wireshark > 2.3

About Wireshark (%}

Wireshark | Authors = Folders = Plugins = Keyboard Shortcuts = License

.
WIRESHARK

Network Protocol Analyzer

Version 2.4.1 (Git Rev Unknown from unknown)

Current version in Kali Linux,

supports nRF capture
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Wireshark t by default does not decode It

capture.pcap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AN i@ BDREG QA «» e = aqalfF
N |Apply a display filter ... <Ctrl-/> C
No. Time Source Destination Protocol Length Info

10. 000000 57

2 0.00BO36 o7

3 0.008897 of

4 0.010106 62

o 0.011542 62

& 0. 016262 62

7 0.017399 o6

1

» Frame 1: 57 bytes on wire (456 bits), 57 bytes captured (456 bits)
» User encapsulation not handled: DLT=1%57, check your Freferences-=Frotocols-=DLT_USER
» Data (57 bytes)

DOoE Db @6 32 01 26 00 06 a 01 25 35 00 00 2e 2c 01 208 WD,
DEle 0 dé be 89 Be QO 1f 95 9f 13 7e fe ec 02 01 @6 ........ T
oozo 15 ff c8 01 01 82 7e 3a 9d 4c Y5 49 V9 83 c2 1le ... .. ~. JLuly. ..

Oosn fg fa 69 3c 11 a5 af 76 fb L
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Edit>Preferences>Protocols>DLT USEREdIt>create new entry (+)
| K224S a5[¢TmpTé YR SYUSNI ay2NRAOUYO f

capture.pcap - O x

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AE G ODIRB Q « » )es=[EFaaqa aff

Wireshark - Preferences X ——
A |Apply a dig =3 -| Expression.. +
No. Ti DICOM © DLT User - =
DIS — e
20 DISTCC Encapsulations Table Edit...
ﬁ g DJIUAV p I | —
: 0 DLM3 User DLTs Table €
& 0 DLSw
7o DLT_USER Payload protocol Header size Header protocol Trailer size Trailer protocol
d ! DMP User 10 (DLT=157) nordic_ble
» Frame la DMX Channel:
» User en
DNP 3.0
» Data (57 DNS
) DOCSIS
iglalalo] Elb 0 DDF
QP10 00 g DRDA
0020 15 f{
0030 f8 DSl

DTCP-IP
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Continuously get packets in Wireshark from capture file

# wireshark -k -1 <(tall -c +0 - F capture.pcap)
Ready script:
root@kali:~/Adafruit_ BLESniffer Python# ./ wireshark.sh

LT &2dz R2y Qi KIS aAayATFTFSNE 2L

devices/quicklock/pcap nrf/capture.pcap
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capture.pcap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AR @ BNRE R+ » e aaak
[I Apply a display filter ... <Ctrl-/>

]

No. Time Source Destination Protocol Length Info
1 0.000000 Blueradi_13:9f:95 Broadcast LE LL 57 ADV_IND TOnS Of
2 0.008036 Blueradi_13:97:95 Broadcast LE LL 57 ADV_IND .
3 0.008897 Blueradi_13:97:95 Broadcast LE LL 57 ADV_IND
4 0.010106 c3:h3:30:40:70:e5 Broadcast LE LL g2 ADV_IND Ei(j\/EBFtIESEBr71€3r1t55
o 0.011542 c3:h3:30:40:70:e5 Broadcast LE LL g2 ADV_IND
6 0.016262 C3:h3:30:40:70:e5 Broadcast LE LL 62 ADYV_IND

17388 f6:ad:07:c5:56:66 Broadcast

56 ADV_IN

1

+ Bluetooth Low Energy Link Layer
Access Address: OxBeB89bed6
P Packet Header: 0Oxle4d40 (PDU Type: ADV_IND, TxAdd: Random)
Advertising Address: f6:ad:07:c5:56.:66 (f6:ad:07.:c5.56:66)
* Advertlising Data
» Flags
» 16-bit Service Class UUIDs
v Service Data - 16 bit UUID
Length: 16
Type: Service Data - 16 bit UUID (0Ox1&)
UUID 16: Google (Oxfeaa)
Service Data: 10b60DZ26761747461636bh2e696T

CRC: 0x91633b

L L

DEnE Ob 06 31 01 2d 00 06 0a 01 25 55 00 00 be 9f QO S .
OElo @0 dé be B9 Be 40 1e 66 56 cS5 07 ad f6 02 01 06 ... .. @ f v, .. ..
0020 03 03 aa fe 10 16 aa fe [ONGECERCTENTEFERFEN ] ...gatta

DE30 dc
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Wireshark - filter only relevant packets

btle.data_header.length > 0 || btle.advertising_header.pdu_type == 0x05

Nonempty data Connection request

Source https://qgithub.com/greatscottgadgets/ubertooth/wiki/Capturin®@ LEin-Wireshark

Other simple filter (only data)btatt


https://github.com/greatscottgadgets/ubertooth/wiki/Capturing-BLE-in-Wireshark
https://github.com/greatscottgadgets/ubertooth/wiki/Capturing-BLE-in-Wireshark
https://github.com/greatscottgadgets/ubertooth/wiki/Capturing-BLE-in-Wireshark
https://github.com/greatscottgadgets/ubertooth/wiki/Capturing-BLE-in-Wireshark
https://github.com/greatscottgadgets/ubertooth/wiki/Capturing-BLE-in-Wireshark
https://github.com/greatscottgadgets/ubertooth/wiki/Capturing-BLE-in-Wireshark
https://github.com/greatscottgadgets/ubertooth/wiki/Capturing-BLE-in-Wireshark

Wireshark filter (file: quicklock/pcap nrf/capture)

SMARTLOCKPICKING.COM

1

» Frame 895: 60 bytes on wire (488 bits), 60 bytes captured (480

DLT: 157, Payload: nordic_ble (Nordic BLE Sniffer)
» Nordic BLE Sniffer
+ Bluetooth Low Energy Link Layer

Access Address:
b Packet Header: ©0x2245 (PDU Type:

Advertising Address: TexasIns_c0:

Initator Address:

Ox8e89%bedb

CONNECT_REQ, TxAdd: Random,

54:f7:49:54:9b:96 (54:f7:49:54:9b:96)

Ge:ab (f4:b8:5e:cB:6e:ab)

bits)

RxAdd: Public)

File Edit View Go Capture Analyze 5Statistics Telephony Wireless Tools Help

AN @ 0IRE QA «» ses 5 aaqaf

|l |btle.data_header.length =0 || btle.advertising_header.pdu_type == 0x05 X

No. Time Source Destination Protocol Length Info
895 100.1008821 54:77:49:54:9b: 96 TexasIns_c0:6e:ab 60 CONNECT_REQ
896 102.627139 Master_0x548744e9 Slave_0x548744e9 ATT 37 Sent Read By Type Request, GATT Include D
899 102.675754 Slave 0x548744e9 Master Ox548744e9 ATT 35 Rcvd Error Response - Attribute Not Found
900 102.725209 Master_0x548744e9 Slave_0x548744e9 ATT 37 Sent Read By Type Reqguest, GATT Character
903 102.776025 Slave_0x548744e9 Master_@x548744e9 ATT 39 Rcvd Read By Type Response, Attribute Lis
904 102.822380 Master_ox548744e9 Slave_0x548744e9 ATT 37 Sent Read By Type Request, GATT Character
9p7 182.871806 Slave 0x548744e9 Master @x548744e9 ATT 35 Rcvd Error Response - Attribute Not Found

4

- l Expression.

¥ slawekja

» Link Layer Data
pEBe 76 @6 35 91 9fF 07 06 Pa 91 26 30 00 00 97 00 0O V.D..... AL L.
B0 d6 be 89 8e 45 22 96 9b 54 49 f7 54 a5 6e c®@  ..... E". .TI.T.n
5e b8 4 e9 44 87 54 Be 23 10 81 19 00 27 00 00 ALLLDLTL #LLL L
OoZe pe de ey ff ff ff ff 1f af @7 36 7@ ..., .6p
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Upon Initiating connection

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

A = ® D RE Q «» s —_ = @ q it

||||btle.data_header.length >0 || btle.advertising_header.pdu_type == 0x05 [X] 'l Expressio
Nec~ Time Source Destination Protocc Length Info
100.10.. 54:17:49:54:9b:96 TexasIns_c@:. LE LL 60 CONNECT_REQ
. Master_0x548744e9 Slave_0x5487.. Read By Type Request, GATT Include Declaration, Handles: Ox0026..0x0082a
— 102.67.. Slave_0x548744e9 Master_0x548.. ATT 35 Rcvd Error Response - Attribute Not Found, Handle: 8x@026, Handle: 0x0026 (Unknown)
102.72.. Master_0x548744e9 Slave_0x5487.. ATT 37 Sent Read By Type Request, GATT Characteristic Declarati Handles: @x0026..0x002a
102.77.. Slave_0x548744e9 Master_0x548. ATT 39 Rcvd Read By Type Response, Attribute List Length: 1, Curren e
102.82.. Master_ox548744e9 Slave_0x5487.. ATT 37 Sent Read By Type Request, GATT Characteristic Declaration, Handle x0028. .0x002a

102.87.. Slave_8x548744e9 Master_0Ox548.. ATT 35 Rcvd Error Response - Attribute Not Found, Handle: 0x8028, Handle: 0x80 Unknown: C..
182.91.. Master_0x548744e9 Slave 0x5487.. ATT 35 Sent Find Information Request, Handles: 0x0029..0x002a
102.96.. Slave_0x548744e9 Master_0x548.. ATT 40 Rcvd Find Information Response, Handle: 8x0029 (Unknown: Curre
103.01.. Master_0x548744e9 Slave_0x5487.. ATT 37 Sent Read By Type Request, GATT Include Declaration, Handles:

» Frame 896: 37 bytes on wire (296 bits), 37 bytes captured (296 bits) S h f h k
DLT: 157, Payload: nordic_ble (Nordic BLE Sniffer) martp One IrSt C eC S
Nordic BLE Sniffer . .
Bluetooth Low Energy Link Layer avallable SerVICeS
Bluetooth L2CAP Protocol !
Bluetooth Attribute Protocol - = 7
Opcode: Read By Type Request (0x08) CharaCtenS“CS, descrlptor
O... ... Authentication Signature: False
B I Command: False
..00 10600 Method: Read By Type Request (0x08)
Starting Handle: ©Ox0026

Fodimo Illoodlos Ooe0inna
""""""""" 76 06 1e @1 al 07 06 Ga ©3 12 35 34 @0 6a 2f 27 Veewowow .54,/
0010 00 9 44 87 54 02 6b 07 00 04 00 HH 26 0O 2a 0O DT ...I&.*.
BZ0 @2 28 30 5c 6 AW

4 v v w
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Checking avalilable services, characteristics, descriptors

File Edit View Go Capture Analyze 5Statistics Telephony Wireless Tools Help

Al i@ o KB Q@ «» Qe = a a @ IF

|l|btle.data_header.length >0 || btle.advertising_header.pdu_type == 0x05 [X] '] Expression.
Nc~ Time Source Destination Protocc Length Info

. Master_0x548744e9 Information Handles: 0x0831..0x0032

Slave_0x5487..

Request,

— 183.55.. Slave_0x548744e9 Master_8Ox548.. ATT 48 Rcvd Find Information Response, Handle: 8x0831 (Unknown: Unknown: Client Characterist..
183.60.. Master_0x548744e9 Slave_0x5487.. ATT 35 Sent Find Information Request, Handles: 0x0035..0x0035
183.65.. Slave_0x548744e9 Master_@x548.. ATT 36 Rcvd Find Information Response, Handle: 8x0835 (Unknown: Unknown: Characteristic User..
183.70.. Master_ 0x548744e9 Slave 0x5487.. ATT 35 Sent Find Information Request, Handles: @x0038..0x0038
103.74.. Slave_0x548744e9 Master_0x548.. ATT 36 Rcvd Find Information Response, Handle: 0x0038 (Unknown: Unknown: Characteristic User..
183.79.. Master 0x548744e9 Slave 0x5487.. ATT 35 Sent Find Information Request, Handles: @x083b..8x803c
103.84.. Slave_0x548744e9 Master_0x548.. ATT 40 Rcvd Find Information Response, Handle: @x003b (Unknown: Unknown: Client Characterist.
103.89.. Master_0x548744e9 Slave_0x5487.. ATT 37 Sent Read By Type Request, GATT Include Declaration, Handles: ox003d..0xffff
103.94.. Slave_0x548744e93 Master_0x548.. ATT 35 Rcvd Error Response - Attribute Not Found, Handle: 8x083d, Handle: ©x803d (Unknown)

» Frame 934: 35 bytes on wire (280 bits), 35 bytes captured (280 bits)
DLT: 157, Payload: nordic_ble (Nordic BLE Sniffer)
Mordic BLE Sniffer
Bluetooth Low Energy Link Layer
Bluetooth L2CAP Protocol
Bluetooth Attribute Protocol
B oan. Authentication Signature: False
I I Command: False
..00 0100 Method: Find Information Request (0x04)
Starting Handle: 8x0831

Foeds e Ileemed T e
OOOE 76 06 1c 91 c7 ©7 06 a 03 07 35 47 00 ef bc 00 Viewuwoun .
0p1e e e9 44 87 54 02 09 5 00 04 6O 31 oe 32
& 12 de d2

4 v v v

(oY aTateTal
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Write request t smartphone sends data to device

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AN i@ B8 REG QA « > e = @aaqff
|l|btle.data_header.length >0 || btle.advertising_header.pdu_type == 0x05 [X] '] Expressior
MNec~ Time Source Destination Protocc Length Info
104.48.. Slave_8x548744e9 Master_0x548.. ATT 36 Rcvd Find Information Response, Handle: 0x0047 (Unknown: Unknown: Characteristic User..
184.52. Master_ 0x548744e9 Slave 0x5487. ATT 35 Sent Find Information Request, Handles: 0x0048..0xffff
104.57.. Slave_0x548744e9 Master_0x548.. ATT 35 Rcvd Error Response - Attribute Not Found, Handle: 0x0048, Handle: 8x8048 (Unknown)
104.62. Master_0x548744e9 Slave_8x5487.. Write Request, Handle: @x@831 (Unknown: Unknown: Client Characteristic Configura..
— 104.67.. Slave_0x548744e9 Master_0x548.. ATT 31 Rcvd Write Response, Handle: ©x0031 (Unknown: Unknown: Client Characteristic Configur..
105.06.. Master_0x548744e9 Slave_0x5487. ATT 35 Sent Write Request, Handle: 8x0043 (Unknown: Unknown: Client Characteristic Configura..
105.11.. Slave_0x548744e9 Master_0Ox548.. ATT 31 Rcvd Write Response, Handle: 0x00843 (Unknown: Unknown: Client Characteristic Configur..
105.35.. Master_8x548744e9 Slave_0x5487.. ATT 48 Sent Write Request, Handle: 0x0846 (Unknown: Unknown)
105.40. Slave_0x548744e9 Master_0x548. ATT 31 Rcvd Write Response, Handle: 0x0046 (Unknown: Unknown)
105.64. Master_0x548744e9 Slave_0x5487. ATT 33 Sent Read Request, Handle: 0x001f (Unknown)

» Frame 978: 35 bytes on wire (280 bits), 35 bytes captured (280 bits)
DLT: 157, Payload: nordic_ble (Nordic BLE Sniffer)
Nordic BLE Sniffer
Bluetooth Low Energy Link Layer
Bluetooth L2CAP Protocol
Bluetooth Attribute Protocol
@... .... = Authentication Signature: False
.@.. .... = Command: False
..01 0810 = Method: Write Request (@x12)
~ Handle: 0x0831: Unknown: Client Characteristic Configuration)

{4 v v v

Fobhaowantrowrsotrao LITRA . llolioos o O EEA75% T
O 76 06 1c 01 3 97 ©6 Pa ©3 04 36 5d 00 ef bc 6O Vieeiaana 8]
BE1E 60 e9 44 87 54 02 09 05 000 @4 00 !E 31 00 01 ee ..D.T... ...Il...

1c 26 e2 &
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Filter only write requests

Expand Subtrees Shift+Right capture.pcap
File Edit View Go ¢  Expand Al Ctri+Right  fls Help
‘ | @ I-j Collapse All Ctrl+Left @ Q @ E

Apply as Column

[ |Apply a display filter ...

Apply as Filter Selected
No. Time )
1043 106235493  Frepare aFilter » Not Selected pty PDU
1044 106.236690)  Conyersation Filter »| ..and Selected pty PDU
1045 106.282887 pty PDU
1P46 106.283252 Colorize with Filter » ..0r Selected pty PDU
1047 106.331532] gy »|  ..and not Selected pty PDU
1048 106.331769 - pty PDU
1049 106.380300| Copy » ..0r not Selected pty PDU
1050 106.380579 LE LL 26 Empty PDU
1051 106.230273 AR A ATT 42 Sent Write Request, Handle: ©x082d (Unknc
1052 106.430926 E)(p.ort Packe‘tﬁ\ftes_” Ctri+H LE LL 26 Empty PDU

» Frame 1051: 42 by
DLT: 157, Payload
Nordic BLE Sniffe  Filter Field Reference
Bluetooth Low Ene
Bluetooth LZCAP P
Bluetooth Attrib Decode As...
Opcode: Write H -

Wiki Protocol Page (336 bits)

Protocol Preferences »

{ v v v
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Filter only writes: btatt.opcode == 0x12

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Al @ o[ | XG Q «» Je»_ = @ @i

[ |btatt.opmd == 0x12| %]
No. Time Source Destination Protocol Length Info
978 104.626019 Master_0x548744e9 Slave_0x548744e9 ATT 35 Sent Write Request, Handle: 0x0031 (Unknown: Unknown:
995 105.064517 Master_0x548744e9 Slave_0x548744e9 ATT 35 Sent Write Request, Handle: 0x0043 (Unknown: Unknown:
1007 185.357666 Master_0x548744e9 Slave_8x548744e9 ATT 48 Sent Write Request, Handle: 0x8846 (Unknown: Unknown)
1029 105.893564 Master_0x548744e9 Slave_0x548744e9 ATT 37 Sent Write Request, Handle: 0x0028 (Unknown: Current T
1051 186.430273 Master_0x548744e9 Slave_8x548744e9 Request, : 0x882d (Unknown: Unknown)
1083 107.161542 Master_0x548744e9 Slave_0x548744e9 ATT 35 Sent Write Request, Handle: 0x203b (Unknown: Unknown:
1117 107.990031 Master_0x548744e9 Slave_0x548744e9 ATT 34 Sent Write Request, Handle: 0x0037 (Unknown: Unknown)

# Frame 1851: 42 bytes on wire (336 bits), 42 bytes captured (336 bits)
DLT: 157, Payload: nordic_ble (Nordic BLE Sniffer)

Nordic BLE Sniffer

Bluetooth Low Energy Link Layer

Bluetooth L2CAP Protocol

Bluetooth Attribute Protocol

Opcode: Write Request (0x12)

| v v =

e...

Authentication Signature: False
N I Command: False
..B1 Pe1e Method: Write Request (0x12)

~ Handle: @x862d: Unknown)

CIUIT e Il s sen o P E e v

DEEE 76 96 23 ©1 3c 08 06 Ga 03 04 3b 82 00 37 bd 0O V.H.
0Ol ©0 e9 44 87 54 Ge 10 Oc GO0 64 GO 2d 00 ee 12 ..D.T...
npZe 34 56 78 00 00 60 B8 85 d9 db AVr. .. ..
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Gotchal!

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

A m @®@ O RE Q «» 0« = @ a @ ¥

[I|btatt.opmde == 0x12

Nc~ Time Source Destination Protocc Length Info
104.62.. Master_0x548744e9 Slave_ 0x5487.. ATT 35 Sent Write Request, Handle: 0x8831 (Unknown: Unknown: Client Cha
105.06.. Master_0x548744e9 Slave_0x5487.. ATT 35 Sent Write Request, Handle: 0x8043 (Unknown: Unknown: Client Cha
105.35.. Master_0x548744e9 Slave_ 0x5487.. ATT 48 Sent Write Request, Handle: 0x8846 (Unknown: Unknown)
105.89.. Master_0x548744e9 Slave_0x5487.. ATT 37 Sent Write Request, Handle: 0x8828 (Unknown: Current Time)[Malfo

. Master_0x548744e9 Slave_ 0x5487.. 42 Sent Write Request, : Ox802d (Unknown: Unknown)

107.16.. Master_0x548744e9 Slave_0x5487.. ATT 35 Sent Write Request, Handle: 0x803b (Unknown: Unknown: Client Cha
107.99.. Master_0x548744e9 Slave_ 0x5487.. ATT 34 Sent Write Request, Handle: 0x8837 (Unknown: Unknown)

» Frame 1051: 42 bytes on wire (336 bits), 42 bytes captured (336 bits)
DLT: 157, Payload: nordic_ble (Nordic BLE Sniffer)

Nordic BLE Sniffer

Bluetooth Low Energy Link Layer

Bluetooth L2CAP Protocol

Bluetooth Attribute Protocol

» Opcode: Write Request (0x12)

+ Handle: @x002d: Unknown)
[UUID: Unknown (@xffd6)]
Value: 80123456788 (0]

[Response in Twage: ]
ppoo 76 06 23 01 3c 08 06 3 04 3b 82 0O 37 bd 00 v.H.< L LT

0ple 00 e9 44
Clop{chum s 56 78

4 v v v
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Other filters: only specific characteristic

e.pcap
File Edit View Go Capture Analyze &  ExpandAll Ctrl+Right
‘ [ @ .-:—' @ @  Collapse All Ctrl+Left [
— : . Apply as Column
[ |Appl'-,f a display filter ... <Ctrl-/>
Apply as Filter ] Selected
No. Time Source
1043 106.235403 Master 8x5 Prepare a Filter ] Mot Selected
1044 106.236690 Slave_Bx54)  Conversation Filter »| ..and Selected
1045 106.282887 Master_0Ox5
1046 106.283252 Slave @x54 Colorize with Filter 4 ..or Selected
1947 106.331532 Master_BXx3  pyliow 3 ..and not Selected
1048 106.331769 Slave_0x54 -
1049 106.380300 Master_ox5  Copy » ..0r not Selected
1050 106.380579 Slave_0x54 26 Empty PDU
1051 106.430273  Master 0x5[RSAARIL LS 42 Sent Write Request, Handle: ©x@@
1052 106.430926 Slave_0x54 Export Packet Bytes... Ctrl+H 26 Empty PDU

» Frame 1851: 42 bytes on wire (3

DLT: 157, Payload: nordic_ble ( Wiki Protocol Page

» Nordic BLE sSniffer Filter Field Reference

» Bluetooth Low Energy Link Layer

» Bluetooth L2CAP Protocol Protocol Preferences g
+ Bluetooth Attribute Protocol Decode As..

» Opcode: Write Request (@x12)
~ Handle: 0x002d: Unknown)
[UUID: Unknown (0xffd6)]
Value: 80123456780009aQ08
[Response in Frame: 1056

76 B6 23 81 3c
00 e9 44 87 54

34 56 78 RIght—Clle on UUI




SMARTLOCKPICKING.COM

Specific characteristic: btatt.uuid16 ==

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Al I® 8RB Q «» Je»= = aaqalfF

1 |btatt.uuid16 == Oxffdé| ]
Mo. Time Source Destination Protocol Length Info
919 103.165284 Slave_0x548744e9 Master_0x548744e9 ATT 53 Rcvd Read By Type Response, Attribute List Length: 3, L
16851 106.430273 Master_ 0x548744e9 Slave @x548744e9 ATT 42 Sent Write Reguest, Handle: 8x802d (Unknown: Unknown)

— 1056 106.482434 Slave_0x548744e9 Master_0x548744e9 ATT 31 Rcvd Write Response, Handle: @x002d (Unknown: Unknown)

» Frame 1851: 42 bytes on wire (336 bits), 42 bytes captured (336 bits)
DLT: 157, Payload: nordic_ble (Nordic BLE Sniffer)
Nordic BLE Sniffer
Bluetooth Low Energy Link Layer
Bluetooth L2CAP Protocol
Bluetooth Attribute Protocol
» Opcode: Write Request (@x12)
+ Handle: 8x082d: Unknown)
[UUID: Unknown (@xffd6)]
Value: 001234567800000000
[Response in Frame: 1056]

{4 v v ¥

76 06 23 ©1 3c 08 06 Pa ©3 04 3b 82 B0 37 bd 0O V.H#.
00 e9 44 87 54 Oe 10 Bc 00 04 PO 12 2d B0 8O 12 D ‘
34 56 78 @0 00 00 00 85 d9 db AVX.. ...
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¥ slawekja

Filter by handle:

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

A W @® O RE Q «» == aqai
M [btatt.handle == 0x002d| BED -] Bx
Mo. Time Source Destination Protocol Length Info

919 103.165284 Slave_8x548744e9 Master_0x548744e9 ATT

53 Rcvd Read By Type Response, Attribute List Length: 3, Unkno
42 Sent Write Request, Handle: ©x002d (Unknown: Unknown)
31 Rcvd Write Response, Handle: @x@82d (Unknown: Unknown)

+— 1051 106.430273 Master Ox548744e9 Slave BOx548744e9 ATT
— 1056 106.482434 Slave_0x548744e9 Master_0x548744e9 ATT

Frame 1051: 42 bytes on wire (336 bits), 42 bytes captured (336 bits)
DLT: 157, Payload: nordic_ble (Nordic BLE Sniffer)
Mordic BLE Sniffer

Bluetooth Low Energy Link Layer
Bluetooth L2CAP Protocol
Bluetooth Attribute Protocol

» Opcode: Write Request (Ox12)

{4 v v v

Handle: @x002d: Unknown)
[UUID: Unknown (8xffd6)]

Value: 001234567800000000
[Response in Frame: 1856]

pooE 76 06 23 91 3c ©8 06 Pa ©3 04 3b 82 00 37 bd 00 VoH. S .. aap el Tan
210 00 e9 44 87 54 Ge 10 Bc 00 04 00 12 pELEel) 12 LDLUT. L '

0020 34 56 78 85 d9 db
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Other useful tip: apply as column

File Edit View Go Capture Analyze

A = @® O % [ ¢ CollapseAl Crl+Left
— ly as Column
|I |Appl\,f a display filter ... <Ctrl-/> APP ¥

Mo. Time Source De|
—+ 106.48. Slave 0x548744e9 Ma
183.16.. Slave_0x548744e9 Ma
103.45.. Slave_0x548744e9 Ma
106.48.. Slave 0x548744e9 Ma
104.62.. Master_0x548744e9 51
104.67.. Slave 0x548744e9 Ma
183.55.. Slave_0x548744e9 Ma
106.72... Master_@x548744e9 51
186.77.. Slave_0x548744e9 Ma

» Frame 1851: 42 bytes on wire |
DLT: 157, Payload: nordic_ble
» Nordic BLE Sniffer
» Bluetooth Low Energy Link Laye
» Bluetooth L2CAP Protocol
v Bluetooth Attribute Protocol
Opcode: Write Reguest (Gx12)
~ Handle: @x802d: UnknoW
[UUID: Unknown (@xffdé)]
Value: 001234567800aaa808
[Response in Frame:

BEOED 76 06 23 81 3c Of
0E10 00 e9 44 87 54 0O¢
pezZo 34 56 78 00 00 06

Expand Subtrees
Expand All

Apply as Filter
Prepare a Filter
Conversation Filter
Colorize with Filter
Follow

Copy

Show Packet Bytes...
Export Packet Bytes...
Wiki Protocol Page
Filter Field Reference
Protocol Preferences

Decode As...

‘~.--

Shift+Right
Ctrl+Right

Ctrl+H

>

»

b

-

-

re.pcap

t, Handle: @x002d (Unknown: Unknown)
se, Handle: 0x002d (Unknown: Unknown
Response, Attribute List Length: 3,
tion Response, Handle: 9x002e (Unkno
Notification, Handle: @x0830 (Unknol
t, Handle: 8x0031 (Unknown: Unknown:
se, Handle: ©x0831 (Unknown: Unknown
tion Response, Handle: 8x0031 (Unkno
Handle: 0x8034 (Unknown: Unknown)
e, Handle: ©x0834 (Unknown: Unknown)

¥ slawekja
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Other useful tip: apply as column

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AN @ D7 KRG QA+»sem = aaal
[N ]Apply a display filter ... <Ctrl-/>

| Expre
Nc- Time Source Destination Protocc Length Handle Opcode Info
106.28.. Master_0x548744e9 Slave_0x5487.. LE LL 26 Empty PDU
106.28.. Slave_0x548744e9 Master_0x548.. LE LL 26 Empty PDU
1086.33.. Master_0x548744e9 Slave_0x5487.. LE LL 26 Empty PDU
106.33.. Slave_0x548744e9 Master_0x548.. LE LL 26 Empty PDU
106.38.. Master_0x548744e9 Slave_0x5487.. LE LL 26 Empty PDU
106.38.. Slave_0x548744e9 Master_@x548.. LE LL 26 Empty PDU

. Master_0x548744e9 Slave_8x5487..
106.43.. Slave_0x548744e9 Master_@x548.. LE LL 26
106.48.. Master_0x548744e9 Slave_0x5487.. LE LL 26

Oxee2d

Write Request

Sent Write Request, Handle: 0x002d (Unknown: Unk
Empty PDU
Empty PDU

» Frame 1051: 42 bytes on wire (336 bits), 42 bytes captured (336 bits)
DLT: 157, Payload: nordic_ble (Nordic BLE Sniffer)

» Nordic BLE Sniffer

» Bluetooth Low Ener Link Layer

» Bluetooth L2CAP Prg{ucul g NeW usefu' COIumn S

+ Bluetooth Attribute Protocol

» Opcode: Write Request (0x12)
Handle: 8x882d: Unknown)

[UUID: Unknown (0xffdé)]
Value: 001234567800000000
[Response in Frame: 1056]

OEon 76 06 23 91 3c 08 06 Ga 03 04 3b 82 PO 37 bd BO v.H.<. cufa .
9818 B0 e9 44 87 54 Be 10 Oc @0 04 00 12 pLEElR 60 12 aDToee oo .II..
BEZo 34 56 78 00 00 B0 G0 85 d9 db 4Vx
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Sorting by the new columns



