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Sławomir Jasek - short: Sławek [suaveck] 

Enjoy appsec (dev, break, build...) since 
2003. 

Pentesting, consultancy, training - web, 
mobile, embedded... 

Significant part of time for research. 

 



Special guest: Damien Cauquil 

Head of R&D, Econocom Digital Security 

Senior security researcher 

HW/SW reverse-engineer 

Author of BtleJuice tool 



How about you? 

Kali Linux? 

Wireshark? 

Android mobile app decompilation/analysis? 

Bluetooth? 



Agenda 

BLE 101 introduction 

7 smart locks, various attacks & assessment techniques 

Å Passive sniffing, active interception, attacking services... 

Å²ŜΩƭƭ ǎǘŀȅ ŀ ƭƛǘǘƭŜ ƭƻƴƎŜǊ ŦƻǊ ǘƘŜ ŦƛǊǎǘ ƭƻŎƪ όǾŀǊƛƻǳǎ ǘŜŎƘƴƛǉǳŜǎύ 

Åaƻǎǘƭȅ αŀǇǇƭƛŎŀǘƛƻƴέ ƭŀȅŜǊ Ǿǳƭƴǎ 

Å Hackmelock ς possible to practice at home 



BLUETOOTH SMART 
 



Bluetooth Smart?  

AKA Bluetooth 4, Bluetooth Low Energy 

One of most exploding recently IoT 

technologies. 

Completely different than previous 
Bluetooth 2, 3 (BR/EDR). 

Designed from the groud up for low energy 
usage, simplicity (rather than throughput). 

 

 





ItƝs magic... 

myvessyl.com 





www.vitalherd.com 







Sex toys... 

https://internetofdon.gs/  
 

https://www.pentestpartners.com/security-blog/screwdriving-
locating-and-exploiting-smart-adult-toys/  
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Startups 

http://southpark.cc.com/full-episodes/s18e01-go-fund-yourself 

1. Come out with a bright idea where to 

put a chip in. 

2. Buy BLE devkit, some soldering, 

integrate mobile app 

3. Convincing website + video (bootstrap) 

4. Crowdfunding! 

5. Profit! 

 





http://www.bluetooth.com/Pages/Medical.aspx 



Smart locks, banking tokens, ... 



Bluetooth Smart ƚ bright future of IoT?  

Easy to deploy,  available, convenient, low-priced. 

More and more devices ς "wearables", medical, smart home...  

Beacons boom, indoor positioning 

Physical web  

Bluetooth Mesh 

Web bluetooth ς devices available from the browser (API) 

IPv6 over Bluetooth Smart 





Hacking challenge ƚ steal a car! 



WHATƝS OUT THERE? 
ADVERTISEMENTS  



BLE broadcast -> receive 

a 

advertisement 

Public, by design available for all in 
range 
(with exception of targeted advertisements, not 
widely used in practice) 



Mobile apps  

Android:  
nRF Connect for 
Mobile 
https://play.google.com/store/ap
ps/details?id=no.nordicsemi.andr
oid.mcp 

 
 

iOS: 
nRF Connect for 
Mobile 
https://itunes.apple.com/us/app/l
ocate-beacon/id738709014 

 
 
LightBlue 
https:// itunes.apple.com/us/app/l
ightblue-bluetooth-low-
energy/id557428110 
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Linux 

BlueZ, command-line tools, scripting languages... 



Hardware: BLE USB dongle 

CSR8510 ς most common, good enough, ~ 5 EUR 

Other chips (often built in laptops) 

ÅIntel, Broadcom, Marvell... 
ÅMay be a bit unstable (e.g. with MAC address change) 

Power: 

ÅClass II ς 2.5 mW, 10m range ς most common 
ÅClass I ς 100 mW, 100 m range ς more expensive, actually not necessary 



Turn off sharing Bluetooth devices with host  



root@kali:~# hciconfig  
hci0:  Type: BR/EDR  Bus: USB  
 BD Address: 54:4A:16:5D:6F:41  ACL MTU: 310:10  SCO MTU: 64:8  
 UP RUNNING  
 RX bytes:568 acl:0 sco:0 events:29 errors:0  
 TX bytes:357 acl:0 sco:0 commands:30 errors:1  
 
root@kali~#: hciconfig hci0 up  
root@kali :~# hciconfig hci0 version  
hci0:  Type: BR/EDR  Bus: USB  
 BD Address: 54:4A:16:5D:6F:41  ACL MTU: 310:10  SCO MTU: 64:8  
 HCI Version : 4.0  (0x6)  Revision: 0x22bb  
 LMP Version: 4.0  (0x6)  Subversion: 0x22bb  
 Manufacturer: Cambridge Silicon Radio (10)  

 

Check device support for BLE 



Kali Linux: BlueZ ƚ scanning for advertisements  

# hcitool Ƶi hci0 lescan  
F4:B8:5E:C0:6E:A5 Padlock!  
F4:B8:5E:C0:6E:A5 Padlock!  
F4:B8:5E:C0:6E:A5 (unknown)  
F0:D0:41:05:F7:EF EST 
DC:C2:99:2C:3E:17 (unknown)  
DC:C2:99:2C:3E:17 EST  
F0:D0:41:05:F7:EF (unknown)  
F0:D0:41:05:F7:EF EST  
EC:FE:7E:13:9F:95 (unknown)  
EC:FE:7E:13:9F:95 LockECFE7E139F95  
DC:C2:99:2C:3E:17 (unknown)  
DC:C2:99:2C:3E:17 EST  
EC:FE:7E:13:9F:95 (unknown)  
EC:FE:7E:13:9F:95 LockECFE7E139F95  

 



Dump raw packets 

# hcidump - i hci0 - X - R 

 



Host Controller Interface  

Linux (BlueZ), Android... 

# hcidump 

 

 

 

 



Hcidump 

Dumps commands and data exchanged between host OS 
and adapter firmware. 

You will see only public advertisements and data exchanged 
with your host.  

Does not dump raw RF packets. 



Dump to pcap (readable in Wireshark)  

Start packet dump to file: 

# hcidump - i hci0 - w dump.pcap 

Open the pcap in Wireshark: 

# wireshark dump.pcap  



Example advertising data in Wireshark hcidump  
Start scan 

command sent to 
adapter 

Advertising data 
received from BLE 

adapter 

Data exchanged 
between host (OS) 
and controller (BLE 

adapter) 



Advertisement data  

5ŜǾƛŎŜǎ ōǊƻŀŘŎŀǎǘ Řŀǘŀ ŦƻǊƳŀǘǘŜŘ ŀŎŎƻǊŘƛƴƎ ǘƻ αDŜƴŜǊƛŎ !ŎŎŜǎǎ tǊƻŦƛƭŜέ 

ǎǇŜŎƛŦƛŎŀǘƛƻƴΣ ŦƻǊ ŜȄŀƳǇƭŜ όαƘŜŀŘŜǊέ ǾŀƭǳŜǎύΥ 

0x09 ζ/ƻƳǇƭŜǘŜ [ƻŎŀƭ bŀƳŜη 

0x16 ζ{ŜǊǾƛŎŜ 5ŀǘŀη 

0xFF ζaŀƴǳŦŀŎǘǳǊŜǊ {ǇŜŎƛŦƛŎ 5ŀǘŀη 

https://www.bluetooth.org/en-us/specification/assigned-numbers/generic-access-profile 

 

Beacon values, manufacturer 
proprietary... 
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GAP specification https:// www.bluetooth.com/specifications/assigned-numbers/generic-access-profile 
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Example advertised data as seen in nRF Connect 

0x09 Complete 
Local Name 
 

0x736D61... 
αǎƳŀǊǘƭƻŎƪǇƛŎƪέ 
 



Advertisement details in Wireshark: local name 0x09  



Bleah 

https://github.com/evilsocket/bleah/  
https://www.evilsocket.net/2017/09/23/This-is-not-a-post-about-BLE-introducing-BLEAH/ 
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# bleah  



Introducing GATTacker ƚ gattack.io  

Open source 

Node.js 

Websockets  

Modular design 

Json  

.io website 

 

And a cool logo! 



Install in Kali ƚ step 1: install npm (already in VM)  

root@kali:~# apt - get install npm nodejs nodejs - legacy  

Reading package lists... Done  

Building dependency tree        

Reading state information... Done  

The following additional packages will be installed :  

(...)  

0 upgraded, 55 newly installed, 0 to remove and 0 not upgraded.  

Need to get 4,603 kB of archives.  

After this operation, 18.1 MB of additional disk space will be used.  

Do you want to continue? [Y/n]  

 

 

 

 



Install in Kali ƚ step 2 (already in VM) 

root@kali :~# npm install gattacker  
(...)  

gattacker@0.1.3 node_modules/gattacker  

ςωω ÂÐÌÉÓÔ- parser@0.0.6  

ςωω ÅÎÖʧʐʧƚʦƚʦ 

ςωω ÎÏÄÅ- getopt@0.2.3  

ςωω ÃÏÌÏÒÓʐʦƚʦƚʧ 

ςωω ÄÅÂÕÇʐʧƚʧƚʣ ƽÍÓʐʣƚʬƚʦƾ 

ςωω ×Óʐʦƚʦƚʦ ƽÏÐÔÉÏÎÓʐʣƚʣƚʫƗ ÕÌÔÒÏÎʐʦƚʣƚʧƾ 

ςωω ÇÌÏÂʐʬƚʦƚʦ ƽÐÁÔÈ- is - absolute@1.0.1, inherits@2.0.3, fs.realpath@1.0.0, inflight@1.0.6, once@1.4.0, 
minimatch@3.0.3)  

ςωω ÁÓÙÎÃʐʧƚʦƚʧ ƽÌÏÄÁÓÈʐʩƚʦʫƚʩƾ 

υωω ÂÌÕÅÔÏÏÔÈ- hci - socket@0.4.4 (nan@2.4.0)  

 

 



Step 1 ƚ run ws-slave module  

 

 

ws-slave.js 

Advertisement  
JSON 

advertisement 

scan.js 



Running the ws-slave (client)  

$ cd node_modules/gattacker  

$ ~/ node_modules/gattacker $ sudo node ws - slave.js   

GATTacker ws- slave  

 



Step 2 ƚ scan (connecting to ws-slave) 

 

 

ws-slave.js 

Advertisement  
JSON 

advertisement 

scan.js 



Scan for advertisements  

root@kali :~/ node_modules/ gattacker # node scan.js  

Ws- slave address: 127.0.0.1  

on open  

poweredOn 

Start scanning . 

 



scan.js 

# node scan.js  

Å listens for all advertisements,  

Åsaves them automatically to JSON files (devices/ subdir). 



Example lock advertisement  

peripheral discovered (f4b85ec06ea5 with address 
<f4:b8:5e:c0:6e:a5, public>, connectable true, RSSI - 72:  

 Name: Padlock!  

 EIR: 0201050302d6ff09095061646c6f636b21 (         Padlock!)  

 Scan response: 13ff000000000000000000000000000000002c31 (                  
,1)  

 

advertisement saved: devices/f4b85ec06ea5_Padlock - .adv.json  

 



Json files (devices/ subfolder) - advertisement  

{  

    "id": "f4b85ec06ea5",  

    "eir": "0201050302d6ff09095061646c6f636b21",  

    "scanResponse": null,  

    "decodedNonEditable": {  

        "localName": "Padlock!",  

        "manufacturerDataHex": null,  

        "manufacturerDataAscii": null,  

        "serviceUuids": [  

            "ffd6"  

        ]  

    }  

}  

Raw hex data (according to 
BLE spec), used later 

Decoded, just for 
display (editing it 
will not have any 
effect) 



CENTRAL-PERIPHERAL 
 



BLE central <-> peripheral  

a 

BLE  

peripheral central 



Introducing BLE Hackmelock 



Open-source 

Installation, more info: 

https://smartlockpicking.com/hackmelock 

Source code (device emulator + Android app): 

https://github.com/smartlockpicking/hackmelock-device/ 

https:// github.com/smartlockpicking/hackmelock-android/ 
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Install emulator device  

Emulated device (already in your VM/Raspberry): 

$ npm install hackmelock  

 

 



Run emulator device  

$ cd node_modules/hackmelock  

$ sudo node peripheral  

advertising...  

LŦ ȅƻǳ ŘƻƴΩǘ ǎŜŜ ǘƘŀǘΣ ȅƻǳǊ 
adapter may be down 



In configuration mode, it advertises iBeacon  

Major/Minor=1 



Check your device BT MAC 

pi@raspberrypi :~ $ hciconfig  

hci0:  Type: BR/EDR  Bus: UART  

 BD Address: B8:27:EB:08:88:0E   ACL MTU: 1021:8  

SCO MTU: 64:1 

 UP RUNNING  

 RX bytes:1001 acl:0 sco:0 events:74 errors:0  

 TX bytes:2818 acl:0 sco:0 commands:74 errors:0  

 

 



Connect to it from Kali - gatttool  

root@kali:~# systemctl start bluetooth  

root@kali :~# gatttool  - I - b B8:27:EB:08:88:0E  

[B8:27:EB:08:88:0E][LE]> connect  

Attempting to connect to B8:27:EB:08:88:0E  

Connection successful  

[B8:27:EB:08:88:0E] [LE]>  

 

Interactive 

Blue color=connected 



Services, characteristics, ... 

Service ς groups several characteristics 

Characteristic ς contains a single value 

Descriptor ς additional data 

Properties ς read/write/notify... 

Value ς actual value 

  

SERVICE, eg. 0x180F - battery  

SERVICE 

(...)  

Characteristic  

Characteristic  

(...)  

Descriptor: string  

(e.g. òBattery leveló) 

Descriptor:  

subscription status  

Properties: read, write, notify  

(authenticated or  not)  

Value 



UUIDs 

Services, characteristics, descriptors have 2 forms of ID: 

ÅTypical services (e.g. battery level, device information) 

use short UUID values defined in the Bluetooth 
specification 

Å16-byte UUID format ς for proprietary, vendor-specific 

ones 



Typical IDs 

Common typical short service IDs: 

0x180F ς Battery service 

0x180A ς Device information (manufacturer name, model number...) 

Typical Descriptor IDs: 

0x2901 ς text description 

0x2902 ς subscription status 

https:// www.bluetooth.com/specifications/gatt/services 
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List all hackmelock services  

[B8:27:EB:60:2B:46][LE]> primary  

 

Proprietary service (16-
byte UUID) 

Typical service (short + 
ǘȅǇƛŎŀƭ ¦¦L5 αǘŀƛƭέύ 



Hackmelock services in nRF Connect 

  

SERVICE, eg. 0x180F - battery  

SERVICE 

(...)  



Characteristics 

[B8:27:EB:60:2B:46][LE]> characteristics  

 



Hackmelock characteristics  

  

SERVICE, eg. 0x180F - battery  

SERVICE 

(...)  

Characteristic  

Characteristic  

(...)  

Properties : read, write, notify  

(authenticated or  not)  



Reading, writing, notifications  

Each characteristic has properties: read/write/notify 

Can be combined (e.g. read+notify, read+write) 

Read/write ς transmit single value 



Notifications  

ÅGetting more data or receiving periodic updates from a 

device 

ÅThe central device subscribes for a specific characteristic, 

and the peripheral device sends data asynchronously 

Å Indication = notification with confirm 



Descriptors  

0x2901 ς optional text description of 
ŎƘŀǊŀŎǘŜǊƛǎǘƛŎ όŜΦƎΦ α[ƻƎ ƘƛǎǘƻǊȅέΣ 

αtŀǎǎǿƻǊŘέΣ ΦΦΦύ 

0x2902 ς current status of subscription to 
notifications 

 

read 



All the characteristics, descriptors, services  

[B8:27:EB:60:2B:46][LE]> char - desc 

  

SERVICE, eg. 0x180F - battery  

SERVICE 

(...)  

Characteristic  

Characteristic  

(...)  

Descriptor: string  

(e.g. òBattery leveló) 

Descriptor:  

subscription status  

Properties : read, write, notify  

(authenticated or  not)  

Value 

Low level: everything 
(service, characteristic, 

descriptor, ...) is  
αŀǘǘǊƛōǳǘŜέΣ ǿƛǘƘ ŀ ƘŀƴŘƭŜ 

numbered from 1 



Reading characteristics 

Read value from characteristic, using handle 

[B8:27:EB:60:2B:46][LE]> char-read-hnd 0x03 

 

ascii hex 



Burp: Decoder->Decode as->ASCII hex 



ENOUGH FOR INTRO, 
LETƝS GET BACK TO 
HACKING 

 



Hacking challenge ƚ steal a car! 



How do we hack it? 

a 

BLE  

peripheral central 

Passive sniffing? 



Bluetooth 4 security (specification)  

Pairing  

Key Generation  

Encryption 

Encryption in Bluetooth LE uses AES-CCM cryptography. Like BR/EDR, the LE Controller 
will perform the encryption function. This function generates 128-bit encryptedData 
from a 128-bit key and 128-bit plaintextData using the AES-128-bit block cypher as 
defined in FIPS-1971.  

Signed Data  

https:// developer.bluetooth.org/TechnologyOverview/Pages/LE-Security.aspx 
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Bluetooth 4 security (specification)  

αThe goal of the low energy security mechanism is to protect 

communication between devices at different levels of the 

stack.έ 

ÅMan-in-the-Middle (MITM) 

ÅPassive Eavesdropping 

ÅPrivacy/Identity Tracking 



Bluetooth 4.0 - pairing  

Pairing (once, in a secure environment) 
ÅJustWorks (R) ς most common, devices without display cannot implement 

other 
Å6-digit PIN ς if the device has a display 
ÅOut of band ς  not yet spotted in the wild  

Establish Long Term Key, and store it to secure future communication 
("bonding") 

"Just Works and Passkey Entry do not provide any passive 
eavesdropping protection" 

4.2 ς elliptic curves  

Mike Ryan, https://www.lacklustre.net/bluetooth/  

 

https://www.lacklustre.net/bluetooth/
https://www.lacklustre.net/bluetooth/
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BLE security - practice  

Å8 of 10 tested devices do not implement BLE-layer encryption 

ÅThe pairing is in OS level, mobile application does not have full control over it 

ÅIt is troublesome to manage with requirements for: 

ÅMultiple users/application instances per device 

ÅAccess sharing 

ÅCloud backup 

ÅUsage scenario does not allow for secure bonding (e.g. public cash register, "fleet" of 
beacons, car rental) 

ÅOther hardware/software/UX problems with pairing 

Å"Forget" to do it, or do not consider clear-text transmission a problem 



For our workshop... 

None of the 7 smart locks uses BLE link-layer encryption ;) 



BLE security - practice  

Security in "application" layer (GATT) 

Various authentication schemes 

ÅStatic password/key 

ÅChallenge-response (most common) 

ÅαtYLέ 

Requests/responses encryption 

No single standard, library, protocol 

Own crypto, based usually on AES 





No more questions... 



BLE RF SNIFFING 
 



Sniffing ƚ BLE RF essentials 

http://www.connectblue.com/press/articles/shaping-the-wireless-future-with-low-energy-applications-and-systems/ 

Advertisement channels 



BLE channel hopping 

37 channels for data,  

3 for advertisements 

http:// lacklustre.net/bluetooth/bluetooth_with_low_energy_comes_low_securit
y-mikeryan-usenix_woot_2013-slides.pdf 
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Pro devices ($$$) ƚ scan whole spectrum 

  

http://www.ellisys.com/products/bex400/ 

Ellisys Bluetooth Explorer 400 
All-in-hƴŜ .ƭǳŜǘƻƻǘƘϯ tǊƻǘƻŎƻƭ 
Analysis System 

/ƻƳtǊƻōŜ .t!ϯ слл 5ǳŀƭ 
aƻŘŜ .ƭǳŜǘƻƻǘƘϯ 
Protocol Analyzer 

http://www.fte.com/products/BPA600.aspx 

 



Passive sniffing ƚ Ubertooth (120$)  

Open-source (software, hardware). 

External antenna. 

RF-level sniffing, possible to inspect in 
Wireshark. 

Need 3 of them to sniff all 3 adv channels, then 
follow hopping. 

http://greatscottgadgets.com/ubertoothone/  

 

 

 

http://greatscottgadgets.com/ubertoothone/
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Adafruit nRF51822  

$24.95 

Wireshark integration 

Not quite reliable, but 

works good enough  
 

https:// www.adafruit.com/product/2269 

https:// learn.adafruit.com/introducing-the-
adafruit-bluefruit-le-sniffer 
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Our sniffing device - nRF51822 Eval Kit 

Same module, but a bit cheaper than 
Adafruit. 

More possibilities for further hacking 
(e.g. BLE prototyping). 

Need to be flashed with sniffer 
firmware ς using e.g. SWD debugger, 
or Raspberry Pi  (instructions soon on 
www.smartlockpicking.com). 

http:// www.waveshare.com/nrf51822-eval-kit.htm 
 

http://www.smartlockpicking.com/
http://www.waveshare.com/nrf51822-eval-kit.htm
http://www.waveshare.com/nrf51822-eval-kit.htm
http://www.waveshare.com/nrf51822-eval-kit.htm
http://www.waveshare.com/nrf51822-eval-kit.htm
http://www.waveshare.com/nrf51822-eval-kit.htm
http://www.waveshare.com/nrf51822-eval-kit.htm


BTW 

¢Ƙƛǎ ŎƘƛǇ Ŏŀƴ Řƻ ƳǳŎƘ ƳƻǊŜΦ /ƘŜŎƪ 5ŀƳƛŜƴΩǎ ǘŀƭƪΥ 

http:// files.brucon.org/2017/012_Damien_Cauquil_Weapon

izing_the_BBC_Micro_Bit.pdf 

https:// www.youtube.com/watch?v=Z_eipXeC4Q4 
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Lock #1  

https://www.flickr.com/photos/morbius19/9411298364/ 



https:// www.thequicklock.com 
 

https://www.thequicklock.com/
https://www.thequicklock.com/


Setting up the sniffer ƚ connect to USB 

root@kali :~# dmesg  
(...)  
[25958.451531] usb 2 - 2.2: new full - speed USB device number 10 using 
uhci_hcd  
[25958.707592] usb 2 - 2.2: New USB device found, idVendor=10c4, 
idProduct=ea60  
[25958.707596] usb 2 - 2.2: New USB device strings: Mfr=1, Product=2, 
SerialNumber=3  
[25958.707598] usb 2 - 2.2: Product: CP2102 USB to UART Bridge Controller  
[25958.707600] usb 2 - 2.2: Manufacturer: Silicon Labs  
[25958.707601] usb 2 - 2.2: SerialNumber: 0001  
[25958.713131] cp210x 2 - 2.2:1.0: cp210x converter detected  
[25958.717133] usb 2 - 2.2: cp210x converter now attached to ttyUSB0  



The python helper script (already in your VM)  

root@kali:~# git clone 

https:// github.com/adafruit/Adafruit_BLESniffer_Python  



The python helper script  

root@kali:~# cd Adafruit_BLESniffer_Python  

root@kali:~/Adafruit_BLESniffer_Python# python sniffer.py 

/dev/ttyUSB0  

Capturing data to logs/capture.pcap  

Connecting to sniffer on /dev/ttyUSB0  

Scanning for BLE devices (5s) ...  



Choose ơPadlock!Ơ device 



Dump pcap file  

Adafruit_BLESniffer_Python/logs/capture.pcap  

 

Previously recorded in provided files: 

devices/quicklock/pcap_nrf/capture.pcap  



Wireshark support  

Official nRF sniffer docs: only Windows, patch DLL, ... 

Fortunately: native support in Wireshark > 2.3 

 

Current version in Kali Linux, 
supports nRF capture 



Wireshark ƚ by default does not decode it  



Edit->Preferences->Protocols->DLT_USER->Edit->create new entry (+) 

/ƘƻƻǎŜ α5[¢Ґмртέ ŀƴŘ ŜƴǘŜǊ αƴƻǊŘƛŎψōƭŜέ όŀƭǊŜŀŘȅ ƛƴ ȅƻǳǊ ±aύ 



Continuously get packets in Wireshark from capture file  

# wireshark - k - i <(tail - c +0 - F capture.pcap)  

Ready script: 

root@kali:~/Adafruit_BLESniffer_Python# ./ wireshark.sh  

LŦ ȅƻǳ ŘƻƴΩǘ ƘŀǾŜ ǎƴƛŦŦŜǊΣ ƻǇŜƴ ŀƭǊŜŀŘȅ ǇǊŜǊŜŎƻǊŘŜŘ ŦƛƭŜΥ 

devices/quicklock/pcap_nrf/capture.pcap  



Tons of 
advertisements 



Wireshark - filter only relevant packets  

btle.data_header.length > 0  || btle.advertising_header.pdu_type == 0x05 

 

Source: https://github.com/greatscottgadgets/ubertooth/wiki/Capturing-BLE-in-Wireshark 

Other simple filter (only data):   btatt  

 

Non-empty data  Connection request 
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Wireshark filter (file: quicklock/pcap_nrf/capture)  



Upon initiating connection  

Smartphone first checks 
available services, 

characteristics, descriptors 



Checking available services, characteristics, descriptors  



Write request ƚ smartphone sends data to device  



Filter only write requests  

Find write packet, right click on Opcode 
(Write Request) and apply as filter 



Filter only writes: btatt.opcode == 0x12  



Gotcha! 

αмнопрстуέ ς cleartext password 



Other filters: only specific characteristic  

Right-click on UUID 



Specific characteristic: btatt.uuid16 ==  



Filter by handle:  



Other useful tip: apply as column  

Right-click on interesting field 



Other useful tip: apply as column  

New useful columns 



Sorting by the new columns  


