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Focus on speed Focus on preserving energy



Bluetooth 5?
• 2x speed (new modulation)

• 4x range (at lower speeds)

• Other extensions

• Not really yet rolled-out in 
devices (even claiming so)

• For us in short: 5.0 ≈ 4.0





Security: vendor’s claim



But how secure are they, really?



End users?

https://en.wikipedia.org/wiki/Smart_lock#Security

https://en.wikipedia.org/wiki/Smart_lock#Security


Security professionals?

I don’t get this wireless sourcery

Must be some 
expensive hardware 

needed?
I don’t have time to train another 

set of complex tools!

Where do I get some vulnerable devices to 
practice?



• Step-by-step hands-on introduction to BLE technology

• Practical challenges with increasing complexity level

• Devices simulated on standard laptop’s Bluetooth adapter, 
visible via radio just like real ones

• Standard Android phone as surprisingly effective “hacking tool”

• New skills easily applicable to real devices.

• Learn by having fun!





BLE HackMe: installation

https://www.microsoft.com/store/apps/9N7PNVS9J1B7

https://www.microsoft.com/store/apps/9N7PNVS9J1B7


BLE HackMe – source code
https://github.com/smartlockpicking/BLE_HackMe

Free, MIT license

To compile: Visual Studio

(free Community edition);

UWP development

https://github.com/smartlockpicking/BLE_HackMe


VS will ask to turn developer mode on



https://youtu.be/F9GejjagKOY

https://youtu.be/F9GejjagKOY


BLE HackMe – compatibility check
Expected result:



Unsupported Bluetooth interface?

It will not work:
• in VM (with some exceptions)

• with most (CSR8510) external Bluetooth dongles (Realtek 8761B works)

• on some older (> 5 years old) laptops

If restarting does not help, try using a different computer…



Will it work in VM?
• Most cases: unfortunately no 

• Not for sharing Bluetooth with host

• Not for typical CSR dongle USB passthrough

• Confirmed working:
• with laptop’s internal Bluetooth adapter connected via USB, not PCI

(for example Lenovo Thinkpad X1 Carbon 7) - thanks Gerhard 
Klostermeier (@iiiikarus)

• with Realtek 8761B USB dongle (thanks Robin Fassina-Moschini)

• If you figure out workaround, let me know!



Windows „N” edition (uncommon)
• Windows „N” (rare edition) comes without media pack, required 

for a few tasks (text to speech functionality)

• If your system has no Windows Media Player available, please
install „Microsoft Media Feature Pack”



Disclaimer
My first-ever C# code

Expect crashes, bugs, exceptions…

Features like: 

- saving progress status

- changing color mode

will come some next release ;)

Feel free to file issues/PRs on Github:

https://github.com/smartlockpicking/BLE_HackMe/issues

https://pixabay.com/photos/cat-baby-kitten-sleep-hand-cat-2204590/

https://github.com/smartlockpicking/BLE_HackMe/issues


Mobile app (our „hacking tool”)
„nRF Connect for Mobile”

Android (recommended)

https://play.google.com/store/apps/details?id=no.nordicsemi.android.mcp

iOS – limited low-level BLE features, 

you won’t be able to solve majority of tasks

https://apps.apple.com/pl/app/nrf-connect/id1054362403

https://play.google.com/store/apps/details?id=no.nordicsemi.android.mcp
https://apps.apple.com/pl/app/nrf-connect/id1054362403


nRF Connect installation
Android  requires location permission
from apps scanning Bluetooth
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Two-way communication
(e.g. app controls smart lock)

One-way
broadcast



Short theory 
introduction

Task description

List of tasks



Submit solution

Hints (spoilers)

Submit task solution

Simulated device to 
hack (some next tasks)



nRF Connect: scan
Scan starts automatically, stops after a while
(„SCAN” again if needed).

You may see lots of devices.

Where is our HackMe?



Too many devices? Filter to the rescue!

Filter by signal strength
(lower = closer)



Correct!

Current status of tasks

Updated progress bar



Device name?



Other interesting device names?

https://www.pentestpartners.com/security-blog/screwdriving-locating-and-
exploiting-smart-adult-toys/

https://github.com/internetofdongs/IoD-Screwdriver/blob/master/Device_List.txt

https://www.pentestpartners.com/security-blog/screwdriving-locating-and-exploiting-smart-adult-toys/
https://github.com/internetofdongs/IoD-Screwdriver/blob/master/Device_List.txt




Advertisement: one-way broadcast

Observers

Broadcaster Public packets*
No pairing required

* except “targeted advertisements” (uncommon)



nRF Connect scan

Delay between
packets

Connectable
device

Signal strength
(lower value=closer)

Optional device
name

Icon for device
type

Will stop after a while, 
may need to start again



nRF Connect scan

Tap device name
(not „connect”)

More details



BLE advertisements
Raw hex bytes

transmitted by device

Decoded data



Raw hex data: LEN, TYPE, VALUE



Generic Access Profile: types

https://www.bluetooth.com/specifications/assigned-
numbers/generic-access-profile/

https://www.bluetooth.com/specifications/assigned-numbers/generic-access-profile/


0x09 (complete local name) hex
decoded



Flags (type 0x01) explained





Might get tricky
Your windows advertises

its own packets
Changes into iBeacon only

for a moment



Workaround: stop Windows BLE adv
Settings -> Shared experiences

Disable both “Nearby sharing” 
and “Share across devices”.

Now your Windows will not 
advertise own BLE packets,     
you will see just the HackMe.



iBeacon

Transmits

• UUID

• Two numbers:
• Major
• Minor

•Signal strength (RSSI)



iBeacon raw advertisement: 0xFF



Beacons in practice?
• Indoor location, track users

• Display context information in a shop 
or gallery

• Automatic check-in at places (get free
food!)

• Key-finder

• Integration with home automation

• Trigger other location based actions

https://www.aislelabs.com/reports/beacon-guide/

https://www.aislelabs.com/reports/beacon-guide/


Connected underwear

https://www.lovemagenta.com/connected_underwear

https://www.lovemagenta.com/connected_underwear


Connected underwear: v2

https://www.lovemagenta.com/connected_underwear

https://www.lovemagenta.com/connected_underwear


How does it work?

https://www.lovemagenta.com/connected_underwear

https://www.lovemagenta.com/connected_underwear


The BLE chip: iBeacon advertisement



Smart pants: iBeacon clone demo

https://youtu.be/4amYZANqoqs

https://youtu.be/4amYZANqoqs


Cloning iBeacon advertisement in nRF
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Windows 10 advertisements



Microsoft BLE “beacon” spec

https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-cdp/77b446d0-8cea-4821-ad21-fabdf4d9a569

https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-cdp/77b446d0-8cea-4821-ad21-fabdf4d9a569


Tracking?
Changes ~ every 15 min

Changes ~ every 1 h



iPhone BLE advertisements



Switching screen on/off?



https://github.com/hexway/apple_bleee

https://github.com/hexway/apple_bleee


Airdrop or wifi sharing: longer data

https://github.com/hexway/apple_bleee

First few bytes of 
SHA(phone numer) 

https://github.com/hexway/apple_bleee


First bytes of SHA(phone number)
Limited format phone numbers:  

+       1        - 213  - xxx-xxxx

+ (country) (area) (number)

Create „rainbow tables” of SHA(all phone numbers)

Look up the advertised first bytes SHA(target number) 

-> target’s phone number

Possible collisions easy to discard

More info: https://hexway.io/research/apple-bleee/

More Apple Continuity, Wireshark dissector:

https://github.com/furiousMAC/continuity

https://hexway.io/research/apple-bleee/
https://github.com/furiousMAC/continuity
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G+A „exposure notification”

https://www.google.com/covid19/exposurenotifications/

https://www.google.com/covid19/exposurenotifications/


https://blog.google/documents/70/Exposure_Notification_-_Bluetooth_Specification_v1.2.2.pdf

?

BLE packets

https://blog.google/documents/70/Exposure_Notification_-_Bluetooth_Specification_v1.2.2.pdf


“Encrypted metadata”

https://blog.google/documents/70/Exposure_Notification_-_Bluetooth_Specification_v1.2.2.pdf

https://blog.google/documents/70/Exposure_Notification_-_Bluetooth_Specification_v1.2.2.pdf


nRF Connect – clone 



Cloned advertisement

Clone: different MAC, 
not checked anyway

Original



Observers

Every BLE chip can also broadcast

Broadcaster

Broadcasters



Advertise from console (BlueZ)
• # hcitool cmd 0x08 0x0008 1F 02 01 1A 

03 03 6F FD 17 16 6F FD 00 01 02 03 04 

05 06 07 08 09 0A 0B 0C 0D 0E 0F 01 02 

00 00

Specification of the Bluetooth System v4.2, page 1282



Advertise from console (BlueZ)
• # hcitool cmd 0x08 0x0008 1F 02 01 1A 

03 03 6F FD 17 16 6F FD 00 01 02 03 04 

05 06 07 08 09 0A 0B 0C 0D 0E 0F 01 02 

00 00

Specification of the Bluetooth System v4.2, page 1282



Simple script simulating on Linux
# set advertising parameters (100ms)
hcitool -i $HCI cmd 0x08 0x0006 A0 00 A0 00 03 00 00 00 00 00 00 00 00 07 00

COUNT=0;
# send 255 various IDs
while [ $COUNT -lt 255 ]; do

HEX=`printf '%02X' $COUNT`
ID="$HEX 01 02 03 04 05 06 07 08 09 0A 0B 0C 0D 0E 0F"

echo "====== Advertising: $ID ========= "

#set advertising payload
hcitool -i $HCI cmd 0x08 0x0008 1F 02 01 1A 03 03 6F FD 17 16 6F FD $ID 

$META
#start advertising
hcitool -i $HCI cmd 0x08 0x000a 01

COUNT=$((COUNT+1))
sleep 1

done

https://github.com/smartlockpicking/covid-sim/

https://github.com/smartlockpicking/covid-sim/


Script in action



LevelDB database on the phone (GMS)
bullhead:/data/data/com.google.android.gms/ap

p_contact-tracing-contact-record-db # ls

000191.ldb 000193.log CURRENT LOCK LOG 

LOG.old MANIFEST-000192



Sample entry in the LevelDB
Key:b'47fd000102030405060708090a0b0c0d0e0f'

Value:b'

0a1708caa5a2f70518d2ffffffffffffffff012204015c0000

0a1708caa5a2f70518ceffffffffffffffff012204015c0000

0a1708caa5a2f70518d0ffffffffffffffff012204015c0000

0a1708caa5a2f70518ceffffffffffffffff012204015c0000

0a1708caa5a2f70518cfffffffffffffffff012204015c0000

0a1708caa5a2f70518d0ffffffffffffffff012204015c0000

0a1708caa5a2f70518d0ffffffffffffffff012204015c0000

0a1708caa5a2f70518d2ffffffffffffffff012204015c0000

0a1708caa5a2f70518d4ffffffffffffffff012204015c0000

0a1708f8a5a2f70518d0ffffffffffffffff012204015c0000

0a1708f8a5a2f70518d2ffffffffffffffff012204015c0000

0a1708f9a5a2f70518d2ffffffffffffffff012204015c0000

0a1708f9a5a2f70518d4ffffffffffffffff012204015c0000

0a1708f9a5a2f70518d5ffffffffffffffff012204015c0000

0a1708f9a5a2f70518d3ffffffffffffffff012204015c0000

0a1708f9a5a2f70518d1ffffffffffffffff012204015c0000

'

16-byte identifier

„Encrypted metadata”
(version, signal strength)



Want to develop tracing app yourself?

You can add here your app’s key 
and get access to the APIGMS phenotype db
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Two-way communication
(e.g. app controls smart lock)

One-way public
broadcast





GATT: services and characteristics
• Generic ATTribute Profile.

• Attributes are: Services, Characteristics, Descriptors.

• Identified by UUID – short (registered), long – proprietary.

• A Service is grouping sub-objects (Characteristics).

• A Characteristic holds a single Value.

• For example: Battery Level Service has Battery Level 
Characteristic which holds Battery Level Value.

• You will feel it much better in practice!



nRF Connect: CONNECT



List of 
characteristics
in the service

List of services





Characteristic properties

Read

Notify

Write

Can be combined



Wait, what about pairing?
• We just read data from the device, but no pairing was required?!

• Pairing (/bonding) in BLE is possible, but optional.

• Majority of devices do not implement it!

• … or secure just selected characteristics.

• In such case you will notice:
• stall/disconnect (device requires switch to pairing mode)

• pairing request (device allows for pairing with anyone)



Popular sport band

https://youtu.be/QC9oZvOt3rc

https://youtu.be/QC9oZvOt3rc




Subscribe to notifications

Tap to subscribe
for value change

Value updates
automatically

Notifications
enabled





Characteristic’s Descriptors
Most commonly used:

• User Text Descriptor 0x2901 – optional human readable text

• Client Characteristic Configuration Descriptor 0x2902 –
current status of subscription to notifications

Read text 
descriptor value





Write

Read

Notify

Write

Can be combined







Talking BLE smart light bulb!
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Data format?

Intercept

Reverse 
firmware

Reverse 
mobile app



Mobile app reversing?
• Grab the “apk” binary

• Decompile
• JADX
https://github.com/skylot/jadx

• BytecodeViewer
https://github.com/Konloch/bytecod
e-viewer

• Many others…

https://github.com/skylot/jadx
https://github.com/Konloch/bytecode-viewer




The moment you’ve been waiting for:



Dildo demo!

https://youtu.be/udS9rVQJazA

https://youtu.be/udS9rVQJazA




Write request

c555ffaa = vibrate
c55500aa = off



Or just download the app and connect ;)

No pairing/ 
authentication





nRF Connect macros
Start recording

Stop recording

optional
delay

between
requests

Now send something to 
device like previously



Play macro

Play available when 
characteristics match

Optional loop







Macros can be exported and edited



nRF Connect macro file (XML)
<macro name="Blink" icon="LED_ON">   

<assert-service description="Ensure 6834636b-6d33-4c31-3668-744275314221 service" 

uuid="6834636b-6d33-4c31-3668-744275314221">      

<assert-characteristic description="Ensure 6834636b-6d33-4c31-3668-744275314201 

characteristic" uuid="6834636b-6d33-4c31-3668-744275314201">         

<property name="WRITE" requirement="MANDATORY"/>      

</assert-characteristic>   

</assert-service>   

<write description="Write 0x01 to 6834636b-6d33-4c31-3668-744275314201" characteristic-

uuid="6834636b-6d33-4c31-3668-744275314201" service-uuid="6834636b-6d33-4c31-3668-

744275314221" value="01" type="WRITE_REQUEST"/>   

<sleep description="Sleep 200 ms" timeout="200"/>   

</macro> 

Macros documentation:
https://github.com/NordicSemiconductor/Android-nRF-Connect/tree/master/documentation/Macros

Ensure that specific 
characteristics available

Write request to specified 
characteristic

https://github.com/securing/gattacker/wiki/Dump-and-replay


Demo: brute force password
Takes about 100 sec to try all 
1000 combinations (10/s)
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Vaultek Bluetooth gun safe



Password setting instruction manual

https://vaulteksafe.com/wp-content/uploads/2018/05/Vaultek-VT20-User-Manual-REV031817-007-OL-2.pdf

https://vaulteksafe.com/wp-content/uploads/2018/05/Vaultek-VT20-User-Manual-REV031817-007-OL-2.pdf


Rough assumptions

Number of digits 
in code

4 6 8

Number of 
combinations

5^4=625 5^6 = 15625 5^8 = 390625

Time to crack 
(assuming 10 tries/s)*

62.5 seconds 4.3 hours 4.5 days

• No soft-locking, brute preventions

• Dictionary attack would speed up the chances significantly

* I did not measure in practice how many tries/s this device is capable of



BTW, you don’t need the code ;)

https://arstechnica.com/information-technology/2017/12/top-
selling-handgun-safe-can-be-remotely-opened-in-seconds-no-pin-
needed/

https://www.twosixlabs.com/bluesteal-popping-gatt-safes/

https://arstechnica.com/information-technology/2017/12/top-selling-handgun-safe-can-be-remotely-opened-in-seconds-no-pin-needed/
https://www.twosixlabs.com/bluesteal-popping-gatt-safes/




Real smart lock, real vulnerabilities!

https://www.thequicklock.com/product-padlock.php

https://www.thequicklock.com/product-padlock.php


Defcon 24: Anthony Rose, Ben Ramsey 

https://media.defcon.org/DEF%20CON%2024/DEF%20CON%2024%20presentations/DEF%20CON%2024%
20-%20Rose-Ramsey-Picking-Bluetooth-Low-Energy-Locks-UPDATED.pdf

https://media.defcon.org/DEF%20CON%2024/DEF%20CON%2024%20presentations/DEF%20CON%2024%20-%20Rose-Ramsey-Picking-Bluetooth-Low-Energy-Locks-UPDATED.pdf


Sniffing #1 – do I actually need a sniffer?
Application running on your 
phone: use Android btsnoop

• Saves pcap (readable in 
Wireshark)

• Some phones (e.g. Nexus 
5X 8.1) have adb TCP 
service for live integration

Outside:
need a 
sniffer

Access to 
phone:

dump locally



Open BLE sniffers
Ubertooth Open hardware/firmware.

First open Bluetooth sniffer.

https://www.greatscottgadgets.com/ubertoothone/

Open hardware

120$

nRF Sniffer Closed (but free) firmware.
Nice integration with Wireshark (toolbar).
https://www.nordicsemi.com/Software-and-tools/Development-
Tools/nRF-Sniffer-for-Bluetooth-LE

Nordic Semiconductor nRF51/52 

$5-
$50

BtleJack Open firmware.
Can also jam and hijack connections.

https://github.com/virtualabs/btlejack

nRF51 (including BBC: microbit)

$5-
$25

SniffLE Open firmware.
BLE 5; improved reliability.

https://github.com/nccgroup/Sniffle

Texas Instruments CC1352/CC26x2

$40

https://www.greatscottgadgets.com/ubertoothone/
https://www.nordicsemi.com/Software-and-tools/Development-Tools/nRF-Sniffer-for-Bluetooth-LE
https://github.com/virtualabs/btlejack
https://github.com/nccgroup/Sniffle


Wireshark
• The free, open “industry standard” for network analysing

• All open BLE sniffers can dump to its pcap format

https://www.wireshark.org

https://www.wireshark.org/


Wireshark

List of packets

Decoded packet 

Raw hex



Wireshark tricks

“btatt” filter: display only 
ATT (read/write/notify)

Right-click on a field and 
apply as new column



Wireshark tricks: new “value” column



How did I sniff it?

$15 nRF51822 flashed with 
nRF Sniffer firmware



HackMe: replay



Vendor’s response
The electronic codes necessary to open are passed 
wirelessly and are unencrypted (by design) to allow 
vendors flexibility when integrating the bluetooth
device into existing platforms. 
(…)
Many users of the products never update the default 
password and when they call for tech support our first 
option is to have them try the default Bluetooth 
password– which often works.

https://www.thequicklock.com/security-notice.php

12345678

https://www.thequicklock.com/security-notice.php


BTW, it also features RFID card

https://www.youtube.com/watch?v=gutxTyyxbcg
https://twitter.com/slawekja/status/1103675187860512768

https://www.youtube.com/watch?v=gutxTyyxbcg
https://twitter.com/slawekja/status/1103675187860512768


Other smart locks?



Unlock without knowing the password
a137343136383905789a3b246c6c17164f0121

a20500f0c77f162e8bd21110841e641e641480

a137343136383909bcaafbae83b5babc02b8f7a0

a20900 

a137343136383908

a131323334353601

Reset password 
command

Unlock command

SUPER_PASSWORD:
741689

Default password:
123456

Initial communication based 
on lock’s MAC (just replay)

https://smartlockpicking.com/tutorial/how-to-pick-a-ble-smart-lock-and-cause-cancer/

https://smartlockpicking.com/tutorial/how-to-pick-a-ble-smart-lock-and-cause-cancer/


Deadly hack!

user gets CANCER!!!

https://smartlockpicking.com/tutorial/how-to-pick-a-ble-smart-lock-and-cause-cancer/

https://smartlockpicking.com/tutorial/how-to-pick-a-ble-smart-lock-and-cause-cancer/


Tapplock: pass=MD5(MAC)

https://www.forbes.com/sites/thomasbrewster/2018/06/13/tapploc
k-smart-lock-hacked-in-2-seconds

Calculate MD5 from 
uppercase MAC

KEY_ONE = first 8 
characters of the MD5

SERIAL_NO = characters 
16-24 of the MD5

Details: https://www.pentestpartners.com/security-blog/totally-pwning-the-tapplock-smart-lock/

https://www.forbes.com/sites/thomasbrewster/2018/06/13/tapplock-smart-lock-hacked-in-2-seconds
https://www.pentestpartners.com/security-blog/totally-pwning-the-tapplock-smart-lock/


So I bought one on E-bay…
… and the seller turned out to be another security researcher ;) 

https://www.reddit.com/r/netsec/comments/8qsmkq/unlocking_a_smart_padlock_using_md5_and_thats_it/

https://www.reddit.com/r/netsec/comments/8qsmkq/unlocking_a_smart_padlock_using_md5_and_thats_it/


Tapplock: early firmware

@cybergibbons Tapplock auth: MD5(MAC)

55AAB4010800BEDEF425020FEB279405

@LucaBongiorni Tapplock auth:

55AAB40108000102030400000000C601

Static header
KEY1 (MD5 of 

MAC)
SERIAL_NO 

(MD5 of MAC)
CRC

KEY1 (static) SERIAL_NO (static)



Tapplock nRF Connect macro

https://twitter.com/LucaBongiorni/status/1012671111845294081 

https://twitter.com/slawekja/status/1012687779887763456

https://twitter.com/slawekja/status/1012687779887763456
https://twitter.com/slawekja/status/1012687779887763456


Works for more of them!

https://twitter.com/slawekja/status/1040177919153397760

https://twitter.com/slawekja/status/1040177919153397760


Win a BLE sniffer!!!
• First 3 people to solve all HackMe tasks will get

Adafruit LE Sniffer (nRF)!

• Send:
• screenshot of “Summary” with all tasks solved*

• macro scripts for tasks 14 and 15

hitbchallenge@smartlockpicking.com

* If the app crashes and you can’t solve it, send detailed description

mailto:hitbchallenge@smartlockpicking.com
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What next?
• Test your new skills on real devices!

• A lot can be done with simple tools and $3 
dongle
• gatttool BlueZ command-line
• BLESuite (python) 

https://github.com/nccgroup/BLESuite
• Bettercap BLE 

https://github.com/bettercap/bettercap

• BLE relay/MITM
• Mirage 

https://homepages.laas.fr/rcayre/mirage-
documentation/

• BtleJuice
https://github.com/DigitalSecurity/btlejuice

• Gattacker
https://github.com/securing/gattacker/

https://github.com/nccgroup/BLESuite
https://github.com/bettercap/bettercap
https://homepages.laas.fr/rcayre/mirage-documentation/
https://github.com/DigitalSecurity/btlejuice
https://github.com/securing/gattacker/


Bluetooth link-layer encryption?
Crack PIN pairing: CrackLE

https://github.com/mikeryan/crackle

Test various pairing methods

https://github.com/nccgroup/BLEBoy

Nice intro to complex BLE security

https://duo.com/decipher/understanding-bluetooth-security

https://github.com/mikeryan/crackle
https://github.com/nccgroup/BLEBoy
https://duo.com/decipher/understanding-bluetooth-security


Bluetooth related vulnerabilities?

BLEEDINGTOOTH

BLE Spoofing 
Attack BLESA



What else?
• BLE CTF running on ESP32  by Ryan Holeman @hackgnar

https://github.com/hackgnar/ble_ctf

• My old “hackmelock” (linux/rpi + android mobile app):

https://smartlockpicking.com/hackmelock/

• Check www.smartlockpicking.com for updates - new tutorials, 
trainings, hacking smart locks, new HackMe features…

Next online trainings (BLE, NFC/RFID) probably Feb’21:

https://sectrain.hitb.org

https://github.com/hackgnar/ble_ctf
https://smartlockpicking.com/hackmelock/
http://www.smartlockpicking.com/
https://sectrain.hitb.org/


Thank You
Sławomir Jasek, slawomir.jasek@smartlockpicking.com

See you at HITB's Discord channel for 
questions & answers!


