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Virtual Edition, 15-19 November 2020 A PraCtical lntroduction tO

BLE SECURITY

Without Any Special Hardware

Agenda

1. Introduction to BLE, HackMe lab setup

2. BLE advertisements
« Packet format, beacons, other advertiseme
« Windows, i0OS devices BLE broadcast
« (COVID-19 contact tracing

3. BLE connections
 GATT services and characteristics
 Hacking simple devices using just a p
 Hacking smart locks

4. What next?
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¢3 Bluetooth Bluetooth
Classic 4 9

F Low Energy

.efig -

Focus on speed Focus on preserving energy

i
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Bluetooth 57

» 2x speed (new modulation) g
« 4x range (at lower speeds)
 Other extensions

* Not really yet rolled-out in
devices (even claiming so)

* Forusinshort:5.0=4.0
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Security: vendor’s claim
Military Grade Security

Meet the reliable Bluetooth® wireless

How Secure is ? g
technology enabled lock. With military-grade
uses a combination of hardware and technology to ensure the device Is : N :
S = PKI encryption and inside-outside
technology protecting the digital experience,
Bluetooth: uses AES 128-bit encryption, the same encryption used by ,
backed by 70 years of door lock security,

the military to protect documents with confidential and secret security levels.

By using industry leading Bluetooth 4.0 that utilizes 128-bit encryption, and our
very own PKI technology with cryptographic key exchange protocols, 15

safe from criminals, hackers, and thieves.
After 67 years of home security innovations, millions of families rely on

for peace of mind. 's long-time leadership and advancements

Highly secure Low Energy
Bluetooth (LEB) syncs the

in residential door lock security have now been enhanced with secure

authentication technology Resulting in engineered for both maximum

lock to your smartphone.

security and performance.
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But how secure are they, really?

@rsrecnca o T
Top-selling handgun safe ca

remotely opened In s€Conds— p.carcher finds huge security flaws in
needed Bluetooth locks

There's no online update mechanism for defective electronic saft v, might want to rethink adding technology to your front door.

_ |1-Flll._ :

Home | US Election | Coronavirus | Video | World | UK | Busing 75 Percent Of Bluetooth Smart Locks Can Be
Tech HaCkEd

Smart lock can be hacked 'in
seconds'
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End users?

Security | edit]

Due to the inherent complexity of digital and wireless
technologies, it can be difficult for the end user to confirm or refute

the security claims of various product offerings on the market.?!

https://en.wikipedia.org/wiki/Smart lock#Security



https://en.wikipedia.org/wiki/Smart_lock#Security
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Security professionals?

| don’t get this wireless sourcery

Must be some
expensive hardware

: : needed?
| don’t have time to train another

set of complex tools!

Where do | get some vulnerable devices to
practice?
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ﬁ?LE HACKME

» Step-by-step hands-on introduction to BLE technology
* Practical challenges with increasing complexity level

* Devices simulated on standard laptop’s Bluetooth adapter,
visible via radio just like real ones

« Standard Android phone as surprisingly effective “hacking tool”
* New skills easily applicable to real devices.
* Learn by having fun!



¥ slawekja
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BLE HackMe: installation

https://www.microsoft.com/store/apps/9N7PNVS9J1B7/

BLE HackMe Free

smartlockpicking.com * Education > Instructional tools

Get

Bluetooth Low Energy HackMe - educational application which simulates various BLE devices to interact with.

In a series of tasks to solve you will get familiar with BLE advertisements, beacons, connections, take control over
BLE smart bulb, reverse-engineer the communication protocol, brute force passwords, and hack real smart lock.
More

A See System Requirements

EVERYONE



https://www.microsoft.com/store/apps/9N7PNVS9J1B7
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BLE HackMe - source code

https://github.com/smartlockpicking/BLE HackMe

Free, MIT license _
To compile: Visual Studio 0-0 B -2 RE|9-C | owg - Ay -

0 Visual Studio Community 2019

Downloading and verifying: 2.77 GB of 3.43 GB
79%

m File  Edit View Project Build Debug Test Analyze Tools

(free Community edition);

(24 MB/sec)

Installing: package 118 of 370

UWP development 1 —

g B Universal Windows Platform development
HMEl ceate applications for the Universal Windows Platform
with C#, VB, or optionally C++.

Show output from: Deployment
: visualstudioPackage = ralse
ConfigurationParser/Constructor/EnumeratePackages: END (Success,
E ConfigurationParser/Constructor/EnumerateEmulators: START
NumberOfDevicesFound = @
ConfigurationParser/Constructor/EnumerateEmulators: END (Success,
ConfigurationParser/Constructor: END (Success, ©:00:01.124)
IsEmulatorsSupported: START
Is64BitOperatingSystem = True
Detectslat: START
isHyperVRunning = False
isHardwarevirtualizationSupported = True
isHardwarevirtualizationEnabledInBIOS = True
Detectslat: END (Success, ©:00:01.091)
slatstate = slatAndHWVEnabled
IsEmulatorSupported = True
IsEmulatorsSupported: END (Success, ©:00:01.1)

‘-')@ Open a project or solution

Open a local Visual Studio project or .sln file

| BLE Hackme
v BLE Hackme.sln

Sielaio @ Output

Extensions Searc... P

W slawekija
BLE...ckme — O X
P Local Machine ¥ | 5 - f—?

Solution Explorer

o~ o-S @ K-

Search Solution Explorer (Cirl+;)

2] Solution ‘BLE_Hackme' (1 of 1 project)
4 BLE_Hackme (Universal Windows)

&P Connected Services
> M Properties
"B References
Assets
BLEServices
Scenarios
Styles
UserControls
) App.xaml
C* BlE.cs

€* Constants.cs

vV VYV YV YV Y YV v v

L) MainPage.xaml

Package.appxmanifest

P € ScenariosConfiguration.cs

A Add to Source Control = A


https://github.com/smartlockpicking/BLE_HackMe
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VS will ask to turn developer mode on

Do File  Edit View Project Build Debug Test Analyze Tools  Extensions Search

Window  Help

' | B-2 W d‘| > ~ | Debug ~ AnyCPU - Local Machine v|

xoqjoo] Jalo|dx3 tenies

Output v 1 X

Show output from: Build ~ | | | = |

DEP@1@@: Please ensure that target device has developer mode enabled. Could not a
Deploy: @ succeeded, 1 failed, @ skipped

Error List [Eeliiells

@ HiTB CyberWeek

< Settings

M Home

Find a setting

Update & Security

Windows Update

M Delivery Optimization

w Windows Security
Backup

ﬁ Troubleshoot

& Recovery

@ Activation

& Find my device

i For developers

1 Add to Source Control =

2,

For developers

These settings are intended for development use ¢

Learn more

Developer Mode

Install apps from any source, including loose files.

Off

Device Portal

Turn on remote diagnostics over local area networ
connections.

@ o

Device discovery

Make your device visible to USB connections and y
network.

Note: This requires version 1803 of the Windows 1(

W slawekija
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Visual Studio 2019

Open recent

As you use Visual Studio, any projects, folders, or files that you open will show up here for quick access.

You can pin anything that you open frequently so that it's always at the top of the list.

https://youtu.be/F9GejjagKQY

Get started

v
(|

7

T

*

Clone a repository

Get code from an online repository like GitHub
or Azure DevOps

Open a project or solution

Open a local Visual Studio project or .sIn file

Open a local folder

Navigate and edit code within any folder

Create a new project

Choose a project template with code scaffolding
to get started

Continue without code =

O

W slawekija

X
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BLE HackMe - compatibility check

Expected result:

—  Completion progress:

%

1) Start

Hello!

Hello and welcome to Bluetooth Low Energy hardware-less hackme!

The project aims to introduce the BLE protocol and its security basics. Your computer with Bluetooth interface
will simulate various BLE devices - on the radio layer working exactly as real ones. In a series of tasks you will
get familiar with BLE advertisements, beacons, connections, take control over talking BLE smart bulb, reverse-
engineer the communication, brute force passwords, and even hack real smart lock! For solving the tasks you
will need Android phone (iOS has limited low level BLE features). It is also possible to use other BLE tools, for
example running on Linux, however details are not covered here and you are on your own.

2) First steps

3) BLE Advertisements

4) Beacons

5) Manufacturer Specific Advertisements

Hooray, looks like your device is supported!

6) Connections, services, characteristics
Proceed to the first task

1) Characteristic read

8) Notifications
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Unsupported Bluetooth interface?

Sorry, there is no Bluetooth adapter, or the default Bluetooth adapter cannot act as a
Bluetooth server. You can try to:

- turn your Bluetooth interface off and on again

- restart this application

- restart your system

- use a different computer

For more troubleshooting see also

It will not work:

* in VM (with some exceptions)
« with most (CSR8510) external Bluetooth dongles (Realtek 8761B works)
« on some older (> 5 years old) laptops

If restarting does not help, try using a different computer...
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Will it work in VM?

* Most cases: unfortunately no
* Not for sharing Bluetooth with host
* Not for typical CSR dongle USB passthrough

» Confirmed working:

« with laptop’s internal Bluetooth adapter connected via USB, not PCI
(for example Lenovo Thinkpad X1 Carbon 7) - thanks Gerhard
Klostermeier (@iiiikarus)

« with Realtek 8761B USB dongle (thanks Robin Fassina-Moschini)
* |f you figure out workaround, let me know!
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Windows ,,N” edition (uncommon)

 Windows ,N” (rare edition) comes without media pack, required
for a few tasks (text to speech functionality)

* If your system has no Windows Media Player available, please
install ,Microsoft Media Feature Pack”
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Disclaimer

My first-ever C# code
Expect crashes, bugs, exceptions...
Features like:
- saving progress status
- changing color mode
will come some next release ;) https://pixabay.com/photos/cat-baby-kitten-sleep-hand-cat-2204590/

Feel free to file issues/PRs on Github:
https://github.com/smartlockpicking/BLE HackMe/issues



https://github.com/smartlockpicking/BLE_HackMe/issues
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Mobile app (our ,hacking tool”)

NRF Connect for Mobile

,NRF Connect for Mobile” co e o

Android (recommended)
https://play.google.com/store/apps/details?id=no.nordicsemi.android.mcp

° ° ° ’ ownioad on e
10S - limited low-level BLE features,

you won’t be able to solve majority of tasks

https://apps.apple.com/pl/app/nrf-connect/id1054362403 Co

nRF Connect
The #1 Bluetooth LE utility
Nordic Semiconductor ASA

noo»
T
('D -



https://play.google.com/store/apps/details?id=no.nordicsemi.android.mcp
https://apps.apple.com/pl/app/nrf-connect/id1054362403
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nRF Connect installation

Android requires location permission
from apps scanning Bluetooth

Allow nRF Connect to
access this device's
location?

DENY ALLOW

- nrf connect Q ¢
nRF.Conr.lect for Mobile Install
Nordic Semiconductor ASA
4.3% 500K+ El
1K reviews Downloads PEGI3 ®

Scan and discover your Bluetooth Low Energy devices with nRF
Connect for Mobile.

You might also like >

nRF Toolbox for BLE Mobile Data LightBlue® — Se
3.9% Collection - Scan-l...  Bluetooth Low Ene... Te
4.6 % 4.0 % 4.

< O O
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Bluetooth

4.9

Low Energy

One-way
broadcast

Two-way communication
(e.g. app controls smart lock)
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List of tasks

—  Completion progress:

%

1) Start

2) First steps

3) BLE Advertisements

4) Beacons

5) Manufacturer Specific Advertisements
6) Connections, services, characteristics
7) Characteristic read

8) Notifications

9) Descriptors

10} Characteristic write

11) Various writes

12) Write automation

13) Protocol reverse-engineering

14) Password brute force

15) Smart lock replay

16) Smart lock information leak

© smartlockpicking.com, build 0.0.9.0

More information | FAQ | Source code | Issues

@ HiTB CyberWeek

First steps

@ Theory introduction

You are undoubtely familiar with Bluetooth, and most likely use it every day - for example in wireless mouse,
headset or car audio. Despite sharing common name, Bluetooth Low Energy is however a different technology.
As the name implies - it aims to preserve energy, hence typical applications include rather occasional exchange
of small data packets. Most common usage scenarios include:
- a Broadcaster that transmits some one-way data ("Advertisement") to all nearby Observers (for example a
"beacon” device broadcasting indoor location to nearby phones)
- BLE Client ("Central”, for example mobile application) to Server ("Peripheral”, for example smart lock)
communication
We will start with the BLE broadcast advertisements.

@ Task
If everything went correctly, the HackMe application should now be broadcasting BLE packets. Let's see if it

works! Probably the easiest way is to use your smartphone, and there are several free applications to do the job.

The recommended one is , available for both and 105, however i0S version lacks several
important features required to solve some of the upcoming tasks.

For Bluetooth access, Android location permission from the application, so you will have to grant it
during installation. Once started, the application will show nearby BLE devices. Beside optional device name,
you will notice the device's adapter address, bonding (pairing) information, as well as signal strength (swiping
to right will show its change in time) and frequency of the broadcasted packets (delay in ms). For connectable

devices, there is also optional "CONNECT" button:

=  Devices STOP SCANNING  :

SCANNER BONDED ADVERTISER

Mo filter

09:1E:BC:09:72:49

‘ NG BDNL‘TED 4-85dBm €101 ms

A-57dBm €201 ms

o DESKTOP-L823ACP
56:3E:CD:6D:9D:1B
NOT BONDED

¥ slawekja

Short theory
introduction

Task description
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Submit solution

Submit task solution

Submit :Qg Simulated device

Enter the name of your HackMe device:

Enter the value here Submit Simulated device to

. hack (some next tasks)
(?) Hints

| can't... give me next hint!

Hints (spoilers)
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=—  Devices STOP SCANNING
MI BAND
n R F C 0 n n e Ct " S c a n SCANNER BONDED ADVERTISER 0 =P
a

No filter v

Scan starts automatically, stops after a while
(,SCAN" again if needed).

You may see lots of devices.
Where is our HackMe?
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Too many devices? Filter to the rescue!

Devices STOP SCANNING — Devices STOP SCANNING

SCANNER BONDED ADVERTISER SCANNER BONDED ADVERTISER

No filter v -60 dBm a X

e N/A Q. Filter by name or address : X
09:1E:BC:09:72:49

i o :
NOT BONDED A-85dBm 101 ms N\ Ox Filter by raw aq

Filter by signal strength

DESKTOP LE23ACH @ e rory” |

NOT BONDED A4-57dBm €201 ms

V¥ RSSI: ® -60 dBm

* Only favorites
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@ HiTB CyberWeek

¥ slawekja

—  Completion progress:
3
1) Start
2) First steps
3) BLE Advertisements
4) Beacons
5) Manufacturer Specific Advertisements
6) Connections, services, characteristics
7) Characteristic read
8) Notifications
9) Descriptors
10) Characteristic write
11) Various writes
12) Write automation
13} Protocol reverse-engineering
14) Password brute force

15) Smart lock replay

[ 1 T o N T I D S R £ P P

© smartlockpicking.com, build 0.0.9.0

More information | FAQ | Source code | Issues

°

Updated progress bar

o DESKTOP-L823AC
56:3E:CD:6D:9D:1B

NOT BONDED

Depending on your environment, you may see lots of BLE packets, and it might be difficult to locate your
HackMe device. One of the ways to limit the discovered devices is to use filtering (select down arrow by the "No
filter"), for example based on the signal strength (RSSI). It is measured in decibels (dBm), and the lower value
means stronger signal. To match only the nearest devices, slide the RSSI value to about "-60":

STOP SCANNING

= Devices

SCANNER BONDED ADVERTISER

Exclude: none
V' Rss ———@ -60 dBm

W Only favorites O

Note that scanning will automatically stop after a while ("STOP SCANNING" -> "SCAN"), and it may be needed
to start again.

Submit

Enter the name of your HackMe device:

Correct!

DESKTOP-L823ACP Submit

Status:

Congratulations! Proceed to the next task

—  Completion progress:

%

L)1 oL SuC s

3) BLE Advertisements

4) Beacons

5) Manufacturer Specific Advertisements
6) Connections, services, characteristics
7) Characteristic read
8) Notifications

9) Descriptors

10) Characteristic write
11) Various writes

12) Write automation
13) Protocol reverse-er
14) Password brute for
15) Smart lock replay
16) Smart lock informatizn leak

17) Summary

Summary

1 task of 15 solved

z First steps

[ ] BLE Advertisements

[ ] Beacons

[ Manufacturer Specific Advertisements
[ ] Connections, services, characteristics
[ ] Characteristic read

[ ] Notifications

[] Descriptors

[ ] Characteristic write

[ Various writes

[ ] Write automation

[_] Protocol reverse-engineering

[ ] Password brute force

[_] Smart lock replay

1 Smart lock information leak

Current status of tasks
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Device name?

38:D2:69:E5:23:B1 -

NOT BONDED A4-91dBm ©302ms

Device type: LE only

Advertising type: Legacy

Flags: GeneralDiscoverable, BrEdrNotSupported
Complete Local Name: REALOV_VIBE

Incomplete List of 16-bit Service UUIDs: OxFFFO
Complete Local Name: REALOV_VIBE

Slave Connection Interval Range: 7.50ms - 18.75ms
Tx Power Level: 0 dBm




Other interesting device names?

Vendor Device Name Ble Name -
A Hotel Berlin

PicoBong Blow hole Blow hole 1
PicoBong Blow hole Picobong Male Toy & ' B & ensty
PicoBong Life Guard Life quard Kauﬂ&es Westens © ‘A
PicoBong Life Guard Picobong Ring N -
PicoBong Surfer Surfer st (gerlin) O s "
PicoBong Surfer Picobong Butt Plug s hap, l‘\i _ 1 s Nol -
PicoBong Surter Egg driver i
PicoBong Surfer Surfer_plug ,,,I j - genale
PicoBong Diver Diver : [ I o ;
PicoBong Diver Picobong Egg 4
we-Vibe Rave by We-Vibe Rave % Reasnchiirnn- o L 2
we -Vibe We-Vibe Sync sync https:_//_www.pentestpartners.com/securitv-bloq/screwdrivinq-locatinq-and-

exploiting-smart-adult-toys/
We-Vibe Verge by wWe-vibe Verge
We-Vibe wish by we-vibe Wish

https://qithub.com/internetofdongs/loD-Screwdriver/blob/master/Device List.txt



https://www.pentestpartners.com/security-blog/screwdriving-locating-and-exploiting-smart-adult-toys/
https://github.com/internetofdongs/IoD-Screwdriver/blob/master/Device_List.txt

Y SMARTLOCKPICKING.COM

—  Completion progress:
%
1) Start
2) First steps
3) BLE Advertisements
4) Beacons
5) Manufacturer Specific Advertisements
6) Connections, services, characteristics
7) Characteristic read
8) Notifications
9) Descriptors
10) Characteristic write
11) Various writes
12) Write automation
13) Protocol reverse-engineering
14) Password brute force
15) Smart lock replay

16) Smart lock information leak

© smartlockpicking.com
More information | FAQ | Source code | Issues

@ HiTB CyberWeek

BLE Advertisements

@ Theory introduction

Bluetooth Low Energy devices broadcast small packets called "advertisements”. These packets are by design
public (with a small exception of very uncommon "targeted advertisements"), and available for any receiver
within Bluetooth range. The information broadcasted may contain for example some unique identifier, device
name, state, sensor indication, or any other data the manufacturer would like to share. The data is formatted
according to . Each transmitted field has associated GAP "Data
Type", following its payload length and value. The most commonly used data types include:

- Flags - indicating device capabilities

- Device name

- List of Service UUIDs - device services (features) available after connecting (we'll get to it later)

- Manufacturer specific - proprietary, vendor data.

@ Task

In previous task you have identified your HackMe device, and noticed its name. Now tap on device name (not
yet "CONNECT" button, we will get to it later), the application will expand some more information about the
broadcasted packet:

=  Devices STOP SCANNING
SCANNER BONDED ADVERTISER

-60 dBm

DESKTOP-L823ACP
77DTEC:AZETL.CO
NOT BONDED A-58dBm €109 ms
LE anly
Legacy
GeneralDiscoverable, LeAndBrErdCapable
(Controller), LeAndBrErdCapable (Host)
0x1804, 0x180F
Complete Local Name: DESKTOP-LB23ACP

CLONE  RAW  MORE
The advertisement payload can change in time. Windows devices advertise their own BLE packets

independently in the background, and you may notice it as a short "glitch” in the HackMe device
advertisements. Just ignore this side effect:

¥ slawekja
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Advertisement: one-way broadcast

N Public packets*

No pairing required

e —

N
~

* except “targeted advertisements” (uncommon)

Observers
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NRF Connect scan

Will stop after a while,

may need to start again

Devices STOP SCANNING

SCANNER BONDED ADVERTISER

No filter

type e N/A packets
09:1E:BC:09:72:49

NOT BONDED A4-85dBm €101 ms

Connectable
DESKTOP-L823ACP M

56:3E:CD:6D:9D:1B
NOT BONDED A4-57dBm ©201 ms

\

Optional device
name

Signal strength

(lower value=closer)
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NRF Connect scan

Devices STOP SCANNING

DESKTOP-L823ACP
77:-D7:EC:A3:E1:C9 -

SCANNER BONDED ADVERTISER NOT BONDED A-49dBm < N/A

Device type: LE only

Advertising type: Legacy

Flags: GeneralDiscoverable, LeAndBrErdCapable

e N/A Tap device name (Controller), LeAndBrErdCapable (Host)
09:1E:BC:09:72543 (not ,,connect”) Complete list &f 16-bit Service UUIDs: 0x180A, 0x180F

Complete LocakName: DESKTOP-L823ACP

No filter v

NOT BOND

DESKTOP-L823ACP
56:3E:CD:6D:9D:1B :

NOT BONDED A-57dBm © 201 ms

CLONE RAW MORE

More details
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@ HiTB CyberWeek

BLE advertisements

DESKTOP-L823ACP
77:D7:EC:A3:E1:CO

NOT BONDED A -49 dBm

Device type: LE only
Advertising type: Legacy

Flags: GeneralDiscoverable, LeAndBrErdCapable
(Controller), LeAndBrErdCapable (Host)

Complete list of 16-bit Service UUIDs:

Complete Local Name: DESKTOP-L823A

CLONE

CONNECT ¢

W slawekija

Raw hex bytes
Raw da/ transmitted by device

/

0x02071TA05030AT80F1810094445534B544F
502D4C383233414350 E

Details:

LEN.

TYPE

VALUE

2

0x01

OxT1A

180A, 0x180F S

0x03

Ox0A180F18

16

0x09

0x4445534B544F502D4C383233414350

https://www.bluetooth.org/en-us

cation/assigned-numbers/generic-access-profile

RAW ORE /
/ /Speci

Decoded data 0K
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Raw hex data: LEN, TYPE, VALUE

Raw data:

0 01@%&)3@1 80F1810094445534B544F| I—D
0/2040 \3233414350

Dofais: |\

LEN. [TYPE VALUE
2| |ox01 jox1A |

5] |0x03 |0x0A180F18 |
16| [0x09 |0x4445534B544F502D4C383233414350

H

H

https://www.bluetooth.org/en-us
/specification/assigned-numbers/generic-access-profile
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Generic Access Profile: types

Data Type Name =~

DESKTOP-L823ACP
77:D7:EC:A3:E1:C9

NOT BONDED A -49 dBm

Device type: LE only
Advertising type: Legacy

0)(0] «Flags» <

«Complete List of 1e<0i1T°Service
Class UUIDs»

Ox03

Ox09

«Complete Local Name»
https://www.bluetooth.com/specifications/assigned-

»Flags: GeneralDiscoverable, LeAndBrErdCapable

(Controller), LeAndBrErdCapable (Host)
Complete list of 16-bit Service UUIDs: 0x180A, 0x180F
Complete Local Name: DESKTOP-L823ACP

Raw data:

CLONE RAW MORE

0x0207TA05030A180F1810094445534B544F I_D
502D4C383233414350

Details:

L

~JTYPE

VALUE

2

6}(01

Ox1A

5

0x03

0xO0A180F18

numbers/generic-access-profile/

16

0Ux09

0x4445534B544F502D4C383233414350

https://www.bluetooth.org/en-us

/specification/assigned-numbers/generic-access-profile

W slawekija
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0x09 (complete local name) hex
decoded

— O X

From Hex - CyberChef X +
< C @& gchg.github.io/CyberChef/#recipe=From_Hex('Auto’)&input=NDQONTUzNGIINDR... ¥ &
Download CyberChef ¥ Last build: 5 months ago - v9 supports multiple inputs a... Options Q About /

- . — length: 3 ——

Operations Recipe T B Input lii;: ? + O=2 8 =

_ A445534b5441502d4c383233414350
Search.. From Hex
Favourites ) { Delimiter

Auto
time: 3ms

To Baseb4d Output lir_'.g'fhi 1i B r m i
From Baseb4 DESKTOP-L823ACP
To Hex STEP @ Auto Bake
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Flags (type 0x01) explained

X DESKTOP-L823ACP

DESKTOP-L823ACP
77:D7:EC:A3:E1:C9 :

NOT BONDED A -49 dBm

HISTORY FLAGS & SERVICES

_ Flags:
Device type: LE only 00011010 = Ox1A
Advertising type: Legacy = &
Flags: GeneralDiscoverable, LeAndBrErdCapable LE General Discoverable Mode
(Controller), LeAndBrErdCapable (Host)
Complete list of 16-bit Service UUIDs: 0x180A, Ox180F tE 22: EE;EEE gzgzg:g Eﬁgg;o”er)
Complete Local Name: DESKTOP-L823ACP

CLONE RAW MORE Complete List of 16-bit Service Class UUIDs:

0000180a-0000-1000-8000-00805f9b34fb (Device
Information),
0000180f-0000-1000-8000-00805f9b34fb (Battery Service)
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—  Completion progress:
3
1) Start
2) First steps
3) BLE Advertisements
4) Beacons
5) Manufacturer Specific Advertisements
6) Connections, services, characteristics
7) Characteristic read
8) Notifications
9) Descriptors
10) Characteristic write
11) Various writes
12) Write automation
13) Protocol reverse-engineering
14) Password brute force
15) Smart lock replay

16) Smart lock information leak

© smartlockpicking.com
More information | FAQ | Source code | Issues

@ HiTB CyberWeek

BLE iIBeacons

@ Theory introduction

BLE advertisements are often used to broadcast some unique device identifiers, which can be used for example
to identify specific device or pinpoint very precise indoor location of the receiving smartphone. One of the
most commonly used formats is BLE iBeacon. The broadcasted packet contains:

- UUID, for example "00112233-4455-6677-8899-aabbccddeeff” - usually specific for vendor or installation

- Two numbers (0-65535): Major (usually common for group of devices) and Minor (for individual device).

- transmission signal strength, used to calculate the actual distance from device.

The beacon numbers are broadcasted as "manufacturer specific” (O0xFF) data type in BLE advertisement packets.

@j Task

Your HackMe device advertisement has just changed. It does not broadcast its name any more (hRF Connect
shows N/A), has different flags (no "CONNECT" button), and the Bluetooth address should also have changed.
Your Windows still "glitches" with its own advertisement, the advertisement will switch just for a moment into
“iBeacon”, so it might be tricky to catch it:

0 1AB4:.D9:BB.EE:7A

NOT BOMDED A -69dBm <100 ms

UNMKEMNOWN

RSS! at 1m: -56 dBm

CLONE RAW MORE

Take a look at the "RAW" iBeacon packet (Note: if your raw packet starts with "0x1EFF0600" it means you
caught this Microsoft packet, not iBeacon). You will quickly notice that there is no mystery - the data is simply
embedded as raw hex into "OxFF" (Manufacturer Specific") field:

|
1A:84:D9:BB:EE:7A

Raw data: NOT BONDED A-69dBm ©100ms

O0x1AFE4C0004156B633468336D4269333463 UNKNOWN

¥ slawekja
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O

Might get tricky

Your windows advertises

its own packets

N/A
5C:65:88:63:D5:91
NOT BONDED A4-48dBm ©105ms

Device type: UNKNOWN

Advertising type: Legacy

Microsoft Advertising Beacon:

Scenario Type: Advertising Beacon <0x01>
Version: 0

Device Type: Windows 10 Desktop

Flags: 0x00 (version: 1)

Reserved: 0x02

Salt: 0OxBAAF250E

Device Hash:
OxE82C1B0O12EF86FB6DT1F/E8B39C10938F29BED9

CLONE RAW MORE

@ HiTB CyberWeek

W slawekija

Changes into iBeacon only

for a moment

N/A (iBeacon)
TA:84:.D9:BB:EE:7A

NOT BONDED A4-69dBm ©100ms

Device type: UNKNOWN

Advertising type: Legacy

Beacon:

Company: Apple, Inc. <0x004C>

Type: Beacon <0x02>

Length of data: 21 bytes

UUID: 6b633468-336d-4269-3334-63306e€553144
Major: 58334

Minor: 48274

RSSl at Tm:-56 dBm

CLONE RAW MORE



EISMARTLOCKPICKING.COM g HITB*CyberWeek W slawekia

Workaround: stop Windows BLE adv

Settings -> Shared experiences

| F.  Shared experiences

S )
i . 2" Nearby sharin
Disable both “Nearby sharing’. Y g
and “Share aACross devicesn \:;;Gmem with a nearby device by using Bluetooth and Wi-Fi
Off

Share across devices

NOW y(.)u r WI ndOWS WI | I nOt Let apps on other devices (including linked phones and tablets) open
adve rt|se own B LE paCketS, and message apps on this device, and vice versa
you will see just the HackMe. @ D or



I SMARTLOCKPICKING.COM g HITB*CyberWeek W slawekia

iBeacon
- N/A (iBeacon)

Transmits 7. YR
NOT BONDED A-69dBm ©100ms

« UUID
Device type: UNKNOWN

° TWO N u m ber ) Advertising type: Legacy

. Beacon:
® Major Company: Apple, Inc. <0x004C>

Type: Beacon <0x02>
Length of data: 21 bytes

’ M | ncr\\s”\ UUl.D: 60633468-336d-4269-3334-63306e553144
 Signal strength (RSSI)—— ey i

RSSIat Tm: -56 dBm
CLONE RAW MORE
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iBeacon raw advertisement: OxFF

Data Type

Data Type Name =~

Value =~

N/A (iBeacon)
«Manufacturer Specific Data» 1A:84:D9:BB:EE:7A

Raw data: /©/ NOTBONDED  4-69dBm €100 ms
0x1 AFF4CO(Z{UZ|1 ﬂEBﬁ 3468336D4269333463| I_D Device type: UNKNOWN
EBC92C

306E55314/4E3D Advertising type: Legacy
: ’ Beacon:
- Company: Apple, Inc. <0x004C>
Details / Type: Beacon <0x02>
LEN. TYPE VALUE Length of data: 21 bytes

26 Uxi:F UXHCUUDZH 5@863346 336D4269333463 ll\JdUI'D:|-6b633468—336d—4269-3334-63306&553144
ajor: 58334

306E553144E3DEBCI2C8 o 28077
RSSl at Tm:-56 dBm

https://www.bluetooth.org/en-us
/specification/assigned-numbers/generic-access-profile CLONE RAW MORE
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Beacons in practice?

* Indoor location, track users

* Display context information in a shop
or gallery

« Automatic check-in at places (get free
food!)

« Key-finder
* Integration with home automation
* Trigger other location based actions

¥ slawekja

-
v¢7 Aislelabs et Syte ol Broly

7
o _
2 -

https://www.aislelabs.com/reports/beacon-guide/



https://www.aislelabs.com/reports/beacon-guide/
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Connected underwear

https://www.lovemagenta.com/connected underwear



https://www.lovemagenta.com/connected_underwear
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Connected underwear: v2

https://www.lovemagenta.com/connected underwear



https://www.lovemagenta.com/connected_underwear
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How does it work?

THE MAGIC STARTS NOW

0909
Sk your dstractions and iet) boost 3wl
Flecaction A you mady Ko LoveMode!

Is your partner Put on your Connected Your partner will Partner activates

distracted by their Underwear and move  receive a notification on LoveMode and

phone? towards your partner. their phone. distractions are
blocked.

www.lovemagenta.com/connected underwear

LoveMode on. Music
plays. Get close again.

W slawekija
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The BLE chip: iBeacon advertisement

N/A (iBeacon)
W EA1A:42:8FB5:AB

NOT BONDED

e type: LE only
Advertising type: Legacy
~lags: GeneralDiscoverable, BrEdrNotSupported
Beacon
Company: Apple, Inc. <0x004C>
Type: Beacon <0x02>
Length of data: 21 bytes
UUID: ebefd083-70a2-47¢8-9837-e7b5634df524
Major: 1
Minor: 2077
RSSI at Tm: -59 dBm

CLONE RAW MORE



EISMARTLOCKPICKING.COM g HITB*CyberWeek W slawekia

Smart pants: iBeacon clone demo

.

https://youtu.be/4amYZANqgoQgs



https://youtu.be/4amYZANqoqs
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@ HiTB CyberWeek

Cloning iBeacon advertisement in nRF

20 % . 0817

STOP SCANNING  :

Devices

SCANNER BONDED ADVERTISER

eala - X

@ N/A (iBeacon)
EA1A42:8F:B5:AB
NOT BOMDED

Device type: LE only

Advertising type: Legacy

Flags: GeneralDiscoverable, BrEdrNotSupported
Beacon:

Company: Apple, Inc. <0x004C=

Type: Beacon <0x02=

Length of data: 21 bytes

UUID: ebefd083-70a2-47c8-9837-e7b5634df524
Major: 1

Minor: 2077

RSSI at 1m:-59 dBm

CLONE RAW MORE

ad®mn

Devices

SCANNER BONDED

Information NON-CONNECTABLE

You have cloned the advertising packet of a device.
However, the Android AP! does not allow for a

full customization of the data. For example, if the
Complete Local Name is set, it will use the phone’s
name. The TX Power Level will have the actual TX
power level. Flags are added automatically by the
system and the Appearance can't be set. Additionally,
due to an Android bug, advertising data and the scan
response data may have just a single instance of
Service Data and Manufacturer Data per packet.

Find your newly cloned packet in the ADVERTISER
tab.

E] Don't show this message again

@ N/A - copy (iBeacon)
RAMDOM ADDRESS

20w 0820
VA

ADVERTISER

Advertisement duration

@ Until manually turned off

O

[] rRemember for this packet

CANCEL

W slawekija

OK
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Windows 10 advertisements

oy
2C:8D:F1:58:E7:8A

NOT BONDED

Device type: UNKNOWN == WIndOWS

Advertising type: Legacy

Microsoft Advertising Beacon:

Scenario Type: Advertising Beacon <0x01>

Version: 0

Device Type: Windows 10 Desktop

Flags: 0x00 (version: 1)

Reserved: 0x02

Salt: 0x42ABFAAS

Device Hash:
0xA2FBA392E5579C5CDFC1DCOC0OB8946772E628E
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¥ slawekja

set to 00 for the version number; the lower6 bits are set

Microsoft BLE “beacon” spec oo oo oo

to Device Type values as in section 2.2.2.2.2:

Value

Beacon Data (24 bytes): The beacon data section is further broken down. Note that the Scenario and Subtype
Specific Data section requirements will differ based on the Scenario and Subtype. 6
1 2 3 !
0123456?890123456?890123456?89018
Scenario Type Version and Device Type Version and Flags Reserved o
Salt
11
Device Hash (24 bytes) 1
13
14

Meaning

Xbox One

Apple iPhone

Apple iPad

Android device
Windows 10 Desktop
Windows 10 Phone
Linus device
Windows loT

Surface Hub

https://docs.microsoft.com/en-us/openspecs/windows protocols/ms-cdp/77b446d0-8cea-4821-ad21-fabdf4d9a569



https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-cdp/77b446d0-8cea-4821-ad21-fabdf4d9a569
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Tracking?

O%uon
2C:8D:F1:58:E7:8A

NOT BONDED A4-94dBm © 103 ms

Changes ~ every 15 min

Device type: UNKNOWN

Advertising type: Legacy

Microsoft Advertising Beacon:

Scenario Type: Advertising Beacon <0x01>

Version: 0
Device Type: Windows 10 Desktop

Flags: 0x00 (version: 1)
Reserved: 0x02 Changes ~ every 1 h
Salt: Ox42ABFAAS

Device Hash:
OxA2FBA392E5579C5CDFC1DCOC0OB8946772E628E
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SCANNER

@ HiTB CyberWeek

W slawekija

iPhone BLE advertisements

Devices

BONDED

No filter

O

Q 0 O O

N/A
45:1A:02:71:48:BD
NOT BONDED A

N/A
4F:AF:22:4B:79:96

NOT BONDED A-72dBm

N/A
60:98:16:BB:04:08

NOT BONDED A -73 dBm

N/A
4F:F2:C7:07:98:3F

NOT BONDED 4 -80 dBm

N/A
45:C1:53:D2:45:AC

NOT BONDED A -60dBm

STOP SCANNING

ADVERTISER

-

3 O
45:1A:02:71:48:BD

CONNECT &

538 ms

CONNECT

© 516 ms

191 ms

CONNECT :

© 270 ms

o
4F:AF:22:4B:79:96

STOP SCANNING

Devices

SCANNER BONDED ADVERTISER

No filter -

CONNECT :

NOT BONDED A

Device type: UNKNOWN

Advertising type: Legacy

Flags: GeneralDiscoverable, LeAndBrErdCapable
(Controller), LeAndBrErdCapable (Host)

Manufacturer data (Bluetooth Core 4.1):
Company: Apple, Inc. <0x004C> 0x1005031CF87A32

RAW

CONNECT ¢

A-75dBm © 2457 ms

CLONE MORE

NOT BONDED

Device type: UNKNOWN
Advertising type: Legacy

Flags: GeneralDiscoverable, LeAndBrErdCapable
(Controller), LeAndBrErdCapable (Host)

Manufacturer data (Bluetooth Core 4.1):
Company: Apple, Inc. <0x004C> 0x1005031865855A
MORE

CLONE RAW

Raw data:

0x02011A07FF4C0010020B00

Details: i
LEN. TYPE VALUE

2 0x01 Ox1A

7  OxFF 0x4C0010020B00

https.//www.bluetooth.org/en-us
/specification/assigned-numbers/generic-access-profile

OK

Lt —
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Switching screen on/off?

O & Ja
4A:00:4E:10:CB:AC 68:70:51:8B:C3:79

NOT BONDED A4-40dBm ©269ms NOT BONDED A4-49dBm ©270ms
Device type: UNKNOWN Device type: UNKNOWN

Advertising type: Legacy Advertising type: Legacy

Flags: GeneralDiscoverable, LeAndBrErdCapable Flags: GeneralDiscoverable, LeAndBrErdCapable
(Controller), LeAndBrErdCapable (Host) (Controller), LeAndBrErdCapable (Host)
Manufacturer data (Bluetooth Core 4.1): Manufacturer data (Bluetooth Core 4.1):
Company: Apple, Inc. <0x004C> 0x10020B00 Company: Apple, Inc. <0x004C> 0x10020300

CLONE RAW MORE CLONE AW MORE



OxBb - Home screen

Ox1c - Home screen
o CONNECT ox1b - Home screen
53:D1:84:4E:2F:6D Px11 Home screen

A

NOT BONDED Ox03 - Off
Ox18 - Off
UNKNOWN 0x09 - Off
Ox13 - Off
- Legacy ox0a - Off
GeneralDiscoverable, LeAndBrErdCapable oxla - OFFf
(Controller), LeAndBrErdCapable (Host) Ox01 - Off
12 dBm @x07 - Lock screen
Manufacturer data (Bluetooth Core 4.1): ox17 - LUCk_SCPEEﬂ
{HMﬂpany:ApphaInc.<Ux004£h>Uﬁl@DS1B1C6F9187 Ox@e - Calling
©x5b - Home screen
Ox05 - Airdrop @x5a - Off

Apple devices scanner

Ox07 - Airpods
©x10 - Nearby

Mac Device
Ox0c - Handoff 7E:B5:(1:97:E4:(9
. . . 51:7B:B1:BB:E5:51 Lock screen
0x0d - Wi-Fi Settings 56:E6:3F:(D:76:86
exee - Hotspot oB:54:70:E6:25:7D
. . . 49:5E:D2:98:47:47
Ox0f - Wi-Fi Join Network 41:CE:CF:85:21:B8

https://github.com/hexway/apple bleee



https://github.com/hexway/apple_bleee
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Airdrop or wifi sharing: longer data "

Cancel 1 Photo Selected

: ShareYourWi-Fl ™ Device type: LE only

’ Y Advertising type: Legacy

\ ' | ~lags: GeneralDiscoverable, [Device specific]
I soemusmmemrmsen  Manufacturer data (Bluetooth Core 4.1):

Company: Apple, Inc. <0x004C>
0x0F11C0086258BE3125C9D087555A77E359

AirDrop. Share instantly with people nearby. If they
@ turn on AirDrop from Control Centre on iOS or from
Finder on the Mac, you'll see their names here. Just

0 Sending...

tap to share.
%) 1 2 5 8 12 15 18
e e o e e e . . . . e o o . . . e e +
| | I | | I | |
| flags | type | auth tag | sha(applelD) | sha(phone_nbr) | sha(email) | sha(SSID) |
| | (@x@s8) | | | | | |
+ e e s e +

First few bytes of /
SHA(phone numer) https://github.com/hexway/apple_bleee



https://github.com/hexway/apple_bleee
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First bytes of SHA(phone number)

Limited format phone numbers:
+ 1 - 213 - XXX-XXXX
+ (country) (area) (number)
Create ,rainbow tables” of SHA(all phone numbers)
Look up the advertised first bytes SHA(target number)
-> target’s phone number
Possible collisions easy to discard

More info: https://hexway.io/research/apple-bleee/
More Apple Continuity, Wireshark dissector:
https://github.com/furiousMAC/continuity



https://hexway.io/research/apple-bleee/
https://github.com/furiousMAC/continuity
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G+A ,exposure notification”

a

Google

COVID-19 Exposure Notifications: Technology To
Help Public Health Institutions Fight Pandemic

Google and Apple have jointly developed a COVID-19 exposure alert system to help
government agencies and the global community fight the pandemic through a technique
known as ‘contact tracing'.

https://www.google.com/covid19/exposurenotifications/



https://www.google.com/covid19/exposurenotifications/

BLE packets

Service UUID

Ox02 Ox01 Ox1A Ox03

OxFDEF
(Flag) =

(Complete (Exposure Notification
16-bit 38

Service

LUID)

https://blog.gooqgle/documents/70/Exposure Notification - Bluetooth Specification v1.2.2.pdf

Service Data

16 bytes 4 bytes

64:E6:AF:F7:F6:D9

NOT BONDED A-87dBm ©187ms

Device type: UNKNOWN
Advertising type: Legacy
Complete list of 16-bit Service UUIDs: OxFD6F

Service Data: UUID: 0xFD6F Data: 0§3F21C43C58767 |

Raw data:\

Associated
Encrypted
Metadata

Rolling Proximity
Identifier

{Exposure
Matitication
Service)

0x03036FFD17166FFD3F21C43C587671223688 m
DB381F2E249CDC26C687 El

De\h\Qs ;

|

|‘1 223688DB381F2E249CPC26C687

CLONE RAW

MORE

LEN. [\YPE|VALUE

3 0x03 JOx6FF

23 0x16 [Ox6FFD$F21C43C587671223688DB381 F2E|
249CDC



https://blog.google/documents/70/Exposure_Notification_-_Bluetooth_Specification_v1.2.2.pdf

“Encrypted metadata”

b. A 4 byte Associated Encrypted Metadata that contains the following (LSB first):
i. Byte 0 — Versioning.
« Bits 7:6 — Major version (01).
« Bits 5:4 — Minor version (00).
« Bits 3:0 — Reserved for future use.
ii. Byte1— Transmit power level.

« This is the measured radiated transmit power of Bluetooth Advertisement packets, and is used to
improve distance approximation. The range of this field shall be -127 to +127 dBm.

iii. Byte 2 — Reserved for future use.

iv. Byte 3 — Reserved for future use.

https://blog.google/documents/70/Exposure Notification - Bluetooth Specification v1.2.2.pdf



https://blog.google/documents/70/Exposure_Notification_-_Bluetooth_Specification_v1.2.2.pdf

Devices SCAN

RF C l SCANNER BONDED ADVERTISER
n onnect - clone
No filter v
C0:8A:CD:B7:30:43
BONDED 4-98dBm ©421ms
N/A CONNECT 3
77:88:2D:2F:17:BC N/A
NOT BONDED 4 & 9789 64:E6:AF:F/:F6:D9
NOT BONDED {-78dBm © 187 ms
Device type: UNKNOWN Device type: UNKNOWN
Advertising type: Legacy Advertising type: Legacy
Complete list of 16-bit Service UUIDs: 0xFD6F Complete list of 16-bit Service UUIDs: 0xFD6F
. ) . . Service Data: UUID: OxFD6F Data: 0x3F21C43C58767
Service Data: UUID: OxFD6F Data: 0x8418263AEDDO1 1223683DB381FE2E249CDC26C687

DATE6TACF2E39C08C96C75TES55
CLONE RAW MORE

40:63:06:D6:EF:A4

NOT BONDED

DO0:03:DF:F0:62:81

NOT BONDED

CLONE RAW MORE

O



Cloned advertisement

NOT BONDED A4-80dBm ©282ms

~

Device type: UNKNOWN
Advertising type: Legacy
Complete list of 16-bit Service UUIDs: OxFD6F

Service Data: UUID: OxFD6F Data: 0x8418263AEDDO1
DATE6TACF2E39C08C96C751E555

Original

Devices

SCANNER BONDED ADVERTISER

N/A - copy
RANDOM ADDRESS

CONNECTABLE A-7dBm ©250ms 67:1E:EB:32:7B:C8

NOT BONDED 4-92dBm ©285ms

CLONE RAW MORE

Device type: LE only

Advertising type: Legacy Device type: UNKNOWN

Flags: GeneralDiscoverable, [Device specific] Clone: different MAC’ Advertising type: Legacy

Complete list of 16-bit Service UUIDs: 0xFD6F not checked anyway Flags: GeneralDiscoverable

Service Data: UUID: OxFD6F Data: 0x8418263AEDDO1D Complete list of 16-bit Service UUIDs: OxFD6F

ALEQIAGFAESILIC 260451055 Service Data: UUID: OxFD6F Data: 0x8418263AEDDO1
CLONE EDIT DATE61ACF2E39C08C96C751E555

CLONE RAW MORE
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Every BLE chip can also broadcast

N
~

Broadcasters



Advertise from console (Bluez)

e# hcitool cmd ,Ox08|10XxO008(/1F 02 01 1A
O3 03 6F FD %7 16 B6F FD 00 01 02 03 04

05 06 07 08/09 OA OB OC OD OE OF 01 02
00 OO0 For the LE Cgntroller Commands, the OGF code is defined as 0x08.

7.8.7 LE Set Advertising DataCommand

Command OCF Command parameters Return Parameters

HCI LE Set Ad-  0x0008” Advertising_- Status

vertising Data Data Length,

Advertising Data

Specification of the Bluetooth System v4.2, page 1282



Advertise from console (Bluez)

# hcitool cmd  OX08||O0xOEE8|1F 02 01 1A
O3 03 6F FD ¥7 16 BF FD 00 01 02 03 04
05 O6 (07 (G8/0(09 OA (OB OC 6D OF OF 01 (2
00 | Complete 16t SericouuiD | SonvoeData-temuu0

Length Type  Flags Length  Type Service UUID Length  Type Service Data
Ox02 0x01 Ox1A 0x03 Ox03 OxFD&F 0x17 0x16 OxFDGF 16 bytes 4 bytes
(Flag)
(Complete (Exposure Naotification (Service (Exposure Rolling Proximity Associated
16-bit Sarvice) Data - 16 MNaotification Identifier Encrypted
service it ULID) service) Metadata
cn m UUID)
HCI LE_Set Ad- | UXUULB Advertsing_- status
vertising Data Data Length,

Advertising Data

Specification of the Bluetooth System v4.2, page 1282
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Simple script simulating on Linux

# set advertising parameters (100ms)
hcitool -i $HCI cmd Ox08 Ox0006 AO 00 AO 00 O3 00 00 00 00 00 00 00 00 07 00

COUNT=0;
# send 255 various IDs
while [ $COUNT -1t 255 ]; do
HEX="printf '%02X' $COUNT"
ID="$HEX ©1 02 03 04 O5 06 07 0O8 09 OA OB OC OD OE OF"

echo "====== Advertising: $ID ========= "
#set advertising payload
hcitool -i $HCI cmd ©x08 0x0008 1F 02 01 1A 03 03 6F FD 17 16 6F FD $ID

$META
#start advertising
hcitool -i $HCI cmd OxO8 Ox000a 01

COUNT=$( (COUNT+1))
sleep 1
done

https://dithub.com/smartlockpicking/covid-sim/



https://github.com/smartlockpicking/covid-sim/
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Script in action

root@kali:-# ./covid

@ HiTB CyberWeek

Devices STOP SCANNING
SCANNER BONDED ADVERTISER
No filter v
N/A
66:66:66:66:66:66

NOT BONDED A-47dBm ©105ms

Device type: UNKNOWN

Advertising type: Legacy

Flags: GeneralDiscoverable, LeAndBrErdCapable
(Controller), LeAndBrErdCapable (Host)
Complete list of 16-bit Service UUIDs: OxFD6F

Service Data: UUID: OxFD6F Data:
0x000102030405060708090A0BOCODOEOF0O15C0000

CLONE RAW MORE

N/A

75:EB:D3:58:32:85

NOT BONDED A-80dBm ©150ms

N/A
84:CO:EF:15:A4:21
NOT BONDED A-97dBm €190 ms

5C:5A:3B:73:A9:61
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LevelDB database on the phone (GMS)

bullhead:/data/data/com.google.android.gms/ap
p_contact-tracing-contact-record-db # 1s

000191. ldb 000193. log CURRENT LOCK LOG
LOG.old MANIFEST-000192



Sample entry in the LevelDB

Key:b'47fd000102030405060708090a0b0cO0dOeOf"’

Value:b'

Pal708caaba2f70518d2ffffffffffffffff012204015c0000 Pal708caaba2f70518d4ffffffffffffffff012204015cOH000
Pal708caaba2f70518¢ceffffffffffffffff012204015c0000 Pal708f8ab5a2f70518doffffffffffffffff012204015cH000
Pal708caaba2f70518doffffffffffffffff012204015cH000 Pal708f8aba2f70518d2ffffffffffffffff012204015c0000
Pal708caaba2f70518ceffffffffffffffff012204015cH000 Pal708f9aba2f70518d2ffffffffffffffff012204015c0H0060
Pal708caaba2f70518cTfffffffffffffffff012204015cH000 Pal708f9aba2f70518d4ffffffffffffffff012204015c0000
Pal708caaba2f70318doffffffffffffffff012204015c0000 Pal708f9aba2f70518d5ffffffffffffffff012204015c0000
Pal708caaba2f70518doffffffffffffffff012204015c0000 Pal708f9a5a2f70518d3ffffffffffffffff012204015c0000
Pal708caaba2f7P518d2ffffffffffffffff012204015cH000 Pal708f9aba2f70518d1ffffffffffffffff012204015c0000

66:66:66:66:66:66

NOT BONDED A-41dBm ©105ms ,Encrypted metadata”

(version, signal strength)

16-byte identifier Device type: UNKNOWN
Advertising type: Legacy
Flags: GeneralDiscoverable, LeAndBrErdCapable
(Controller), LeAndBrErdCapable (Host)
Complete list of 16-bit Service UUIDs: OxFD6F

Service Data: UUID: OxFD6F Data:
¥000102030405060708090A0BOCODOEOFD15C0000




Want to develop tracing app yourself?

Edit Database Cell

Mode: Text ~ & = Import Export = Setas NULL
New Record_ = Delete Record
com.google.android.apps.apollo:

name intval boolVval floatval stringVal ex 6379DDB41110A3F38DCICDO855FFDB099184C749A6DDF64B7TF67E4A3D
Filter Filter | Filter |Filter Filter |Filte A5674D7 com.google.android.apps.exposurenotification:E1B1F50A54433E86
2C03B03816C99014E53D226C97044ACFD3D6BD07F1424C46,com.google.|

EHPGEUfE_ﬂDﬂﬁCH“On_a[’UE rtise_scannable 0 Dcaﬂ.nn_neamy_appﬁ_cantacnracer:

4154FTF1A444AD57DC9965D6D46BABAB3CA43369E9DAL1624ADSDC1037

exposure_notification_advertise_use_oreo_advertiser B43A96D,ch.admin. bag.dp3tB2BIEGEEC6B323DF624CESF62CIC13268718

exposure notification advertise use oreo advertiser 0 8082CBCEOCO732A00C6984C60A6C com.covidtracker.hse:
- - —_— - 1407AT40CEQOACT62DETS1EBB2CC42CF64389A1903DE4FEELAL2FC1905
exposure_notification_aemk_hkdf_info_string EN-AEMK 4E9058D,de.rki.coronawamapp:
exposure notification aemk hkdf info strin EN-AEMK 0DDG6B2FB5EDDF6F63962DB271EED7EF504C777D9772D484472ACF0795
po - - —wdi_info_sting 39EE739,it.ministerodellasalute.immuni:F7D3EFCB083F2829C1A3DBA03BS
exp.g.5ure_n{mﬁc3|'jgn_c"gnt_apps_digabmd_\mne]i5'[ EdB?EﬂEQd?QCQFEQEEElEDECMCIEESSEWFE}.Wspkl:gwaptuncuwdCDl
BOO4ECA4B1CA7BB6BEGEABBE1IBEASCO0ADZBDODFDEDC167F599B5C47
exposure_notification_client_apps_disabled_whitelist 8336AH

exposure_notification_client_apps_whitelist

You can add here your app’s key
GMS phenotype db

and get access to the API




"HITB LABS

A Practical Introduction to

BLE SECURITY

Without Any Special Hardware

=
e

CyberWeek UAE

Virtual Edition, 15-19 November 2020

Agenda

1. Introduction to BLE, HackMe lab setup
2. BLE advertisements
« Packet format, beacons, other advertisements
« Windows, i0OS devices BLE broadcast
« (COVID-19 contact tracing
3. BLE connections
 GATT services and characteristics
« Hacking simple devices using just a phioRe

» Hacking smart locks
4. What next?




I SMARTLOCKPICKING.COM g HITB*CyberWeek W slawekia

Bluetooth

4.9

Low Energy
One-way public

broadcast

Two-way communication
(e.g. app controls smart lock
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@ HiTB CyberWeek

BLE connections, services, characteristics

@ Theory introduction

So far you have passively observed advertisements transmitted by your HackMe device. It was basically one
way communication from Broadcaster to nearby Observers (your smartphone). The data was publicly available
and no pairing was required.
Now, you will finally connect and explore another use scenario: where a GATT Client ("Central”, your
smartphone) connects to GATT Server (“Peripheral”, your BLE HackMe device).
The GATT (Generic Attribute Profile) is another Bluetooth specification, which organizes data exchange
between connected devices. The main concept introduced here includes so-called Attributes, especially
Services and Characteristics:

- Service is grouping sub-objects (Characteristics) by specific functionality.

- Characteristic is an object holding some information (Value), which can be read or written to.

The access rights (read/notify/write) are defined in Characteristic's Properties.

Each Service and Characteristic has an UUID associated. The commonly used UUIDs (for example "battery
level”, "heart rate”, ...} are defined by Bluetooth specification, and have a short (16-bit) form. For example:
Device Name Characteristic: 0x2A00, Battery Level Characteristic: 0x2A19.

For proprietary use, for example switching on/off specific vendor's BLE smart light bulb, manufacturers use
their own, full length UUIDs. They can be randomly generated and don't need to be registered and assigned by
Bluetooth organization. Just the associated mobile application (or other connecting device) needs to know it.

@ Task

Your HackMe device should be visible again as your computer hostname. Use the "Connect” button to initiate
connection. You will see the list of BLE "services" available on the device. Some services (including Generic
Access and Generic Attribute) are mandatory, and you should see them in every BLE device.

Tap on a service name in order to expand characteristics inside this service. Note the characteristic UUIDs and
Properties displayed in the application.

Your task is to list all the characteristic's UUIDs of the "Generic Access" service.

Submit

Enter comma separated list of characteristic UUIDs included in the Generic Access service

Enter the value here Submit

@ Hints

slawekja
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GATT: services and characteristics

* Generic ATTribute Profile.

« Attributes are: Services, Characteristics, Descriptors.

* |dentified by UUID - short (registered), long - proprietary.
« A Service is grouping sub-objects (Characteristics).

» A Characteristic holds a single Value.

* For example: Battery Level Service has Battery Level
Characteristic which holds Battery Level Value.

* You will feel it much better in practice!
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NRF Connect: CONNECT

Devices STOP SCANNING

SCANNER BONDED ADVERTISER

-60 dBm v X

DESKTOP-L823ACP

77:D7:EC:A3:E1:C9
NOT BONDED A-58dBm €109 ms

Device type: LE only

Advertising type: Legacy

Flags: GeneralDiscoverable, LeAndBrErdCapable
(Controller), LeAndBrErdCapable (Host)

Complete list of 16-bit Service UUIDs: 0x180A, 0x180F
Complete Local Name: DESKTOP-L823ACP

CLONE RAW MORE

W slawekija
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| DISCONNECT : .
Devices Devices DISCONNECT
DESKTOP-L823ACP
BONDED ADVERTISER SRR DE DA X DESKTOP-L823ACP
4D:86:E5:D5:2A:B0
BONDED ADVERTISER =0 - oar — X
CONNECTED .
CLIENT  SERVER CONNECTED :
NOT BONDED :
NOT BONDED CLIENT  SERVER &

Generic Access )
UUID: 0x1800 Generic Access

PRIMARY SERVICE UUID: 0x1800

. . PRIMARY SERVICE
Generic Attribute / L|St Of services
UUID: 0x1801

PRIMARY SERVICE UUID: 0x2A00
Properties: READ

Device Name L

Device Information

UUID: 0x180A . Appearance Al
PRIMARY SERVICE List of g:JO'E(;‘)Xj:?EAD
Esré?rgxfseg:ice C h ard Cte rISt I CS eripheral Preferred Connection Parameters 3
ARy SEReE in the service [t
S&?)r;tolj(?;o Ssr;:rg)l(gd:gess Resolution 3

PRIMARY SERVICE _
Properties: READ

Unknown Service
UUID: 6834636b-6d33-4c31-3668-744275314221 Generic Attribute

PRIMARY SERVICE UUID: 0x1801
PRIMARY SERVICE
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—  Completion progress:

%

1) Start

BLE characteristic read

@ Theory introduction

2) First steps Each Characteristic has a Value, which can be read or written to, depending on associated permissions -
Properties. The properties can be single (only read or only write), or combined - for example read + write.

3) BLE Advertisements Access to characteristic can be additionally restricted by requiring prior pairing with device (characteristic
protection level). Majority of devices however do not implement this feature, or implement it only for a few
selected characteristics. Therefore accessing characteristics in most of BLE devices does not require Bluetooth
pairing, and is available for everyone in range. Note that there still can be "application layer" security in place,
for example some sort of authentication (password), or data transmitted to/from characteristic can be
encrypted by application (not on Bluetooth layer). We will get back to this later.

4) Beacons
5) Manufacturer Specific Advertisements

6) Connections, services, characteristics @j Task

The nRF Connect application shows properties (permissions) as text value, and additionallly icons for available
7) Characteristic read actions:

4

- own arrow to read
8) Notifications
- up arrow to write

9) Descriptors -3 multiple down - to subscribe.

We will cover writing and subscriptions in upcoming tasks, for now let's start with reading. Find Battery Level

10) Characteristic write
) characteristic inside Battery Service, and use the down arrow to read its value.

11) Various writes Try also reading characteristics of other nearby BLE devices. If you are able to get the list of services and
characteristics, but can not read the value, access to the characteristic may require prior pairing.

12) Write automation By the way, swiping right (or selecting top right menu -> show log) will show you the low level connection log.

Submit

Enter the current battery level value:

13) Protocol reverse-engineering

14) Password brute force
Enter the value here Submit

@ Hints

| can't... give me next hint!

15) Smart lock replay

16) Smart lock information leak

© smartlockpicking.com
More information | FAQ | Source code | Issues
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Characteristic properties

Devices DISCONNECT

BONDED ADVERTISER  DESKTOP-L823ACP ¢

4F:DE:49:EQ:A7:97
R e d ‘ CONNECTED

NOT BONDED CLIENT SERVER e

UUID: 0x2A04
Properties: READ

Central Address Resolution Al
UUID: Ox2AA6
Properties: READ

Notify

Generic Attribute

- 0x1801
PRIM
I

Device Inform
UUID: Ox180A
PRIMARY SERVICE

Can be Combined Battery Service

UUID: Ox180F
PRIMARY SERVICE

Write

Battery Level 3
UUID: 0x2A19

roperties: READ
Value: 82%
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Wait, what about pairing?

* We just read data from the device, but no pairing was required?!
 Pairing (/bonding) in BLE is possible, but optional.

* Majority of devices do not implement it!

* ...0r secure just selected characteristics.

* In such case you will notice:
« stall/disconnect (device requires switch to pairing mode)
* pairing request (device allows for pairing with anyone)




Devices SCAN

SCANNER BONDED ADVERTISER

mi v X

Mi Smart Band 4
D3:10:6F:07:61:E7

NOT BONDED A-84dBm © 1909 ms

https://youtu.be/QC90Zv0Ot3rc



https://youtu.be/QC9oZvOt3rc
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@ HiTB CyberWeek

BLE Notifications

@ Theory introduction

Besides reading characteristic value, it is also possible to subscribe for it. The device will automatically send a
notification whenever the value update is available, eliminating the need for manual read. There are two types
of notifications:

- Notification ("NOTIFY" property) - without receive confirmation

- Indication ("INDICATE" property) - the receiver confirms packet reception to sending device.

Characteristic can have both Notify and Indicate or just one of them. The difference is just in low level
Bluetooth packets, the transmitted data is the same, and for application it makes no difference.

@j Task
Connect to your device, find Heart Rate service and its characteristic. Try reading current Heart Rate

Measurement value using single down arrow . You can try it multiple times to see if the value changes in
time.

Next, subscribe to the Heart Rate Measurement characteristic notification using the subscribe button: B 1he
button will change its status and characteristic value will be updated every second.

Your task is to submit current beats per minute value.
If needed, you can unsubscribe from notifications by tapping again on the same button.

Submit

Enter the current heart rate (decimal bpm) indicated (+/- 5):

Enter the value here Submit

@ Hints

| can't... give me next hint!

slawekja
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Subscribe to notifications

Heart Rate
UUID: 0x180D
PRIMARY SERVICE

Heart Rate Measurement
UUID: Ox2A37

Properties: NOTIFY, READ
Descriptors:

Characteristic User Description
UUID: 0x2901

Value: Beats per minute 8690
Client Characteristic Configuration
UUID: 0x2902

Tap to subscribe Value updates

for value change Heart Rate :
5 UUID: 0x180D automatically
/ PRIMARY SERVICE
3 W Heart Rate Measurement AR <
UUID: Ox2A37

Properties: NOTIFY, READ

Value: Heart Rate Measurement: 123 bpm,
Contact is Detected

i l Descriptors:
Characteristic User Description PR
UUID: 0x2901 T
A4 Client Characteristic Configuration 3
UUID: 0x2902 —
Value: Notifications enabled Notifications

T enabled
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@ HiTB CyberWeek

BLE Descriptors

@ Theory introduction

Characteristic can have optional Descriptor associated. Most commonly used descriptors:
- User Text Description (0x2901): human readable text, for example "command”, "battery level
- Client Characteristic Configuration (0x2902) shows current status of subscription: unsubscribed,
subscribed for notifications, subscribed to indications.

Services, Characteristics and Descriptors are also called Attributes. Hence the Bluetooth specification defining
them is called GATT (Generic Attribute Profile).

@j Task

Check descriptors associated with Heart Rate Measurement characteristic. Note how Client Characteristic
Configuration (0x2902) value changes after signing up for/signing off from notifications. The nRF Connect
displays here the human readable text description, but if you are interested in low level details, uncheck "Parse
known characteristics” option in the top right menu to see the hex value: 0x0000 = unsubscribed, 0x0100 =
subscribed for notifications, 0x0200 = subscribed to indications.

Second available descriptor for Heart Rate Measurement characteristic is a the User Text Description (0x2901).
Your task is to submit its value. You can read it using the down arrow associated.

By the way, this text descriptor also has an up arrow available - indicating possible write, not only read. Just
ignore it, writing is not actually available here.

Submit

Enter the text value of descriptor 0x2901 associated with Heart Rate characteristic:

Enter the value here Submit

@ Hints

| can't... give me next hint!

slawekja
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Characteristic’s Descriptors

Most commonly used:
* User Text Descriptor 0x2901 - optional human readable text

* Client Characteristic Configuration Descriptor 0x2902 -
current status of subscription to notifications

Heart Rate
UUID: 0x180D
PRIMARY SERVICE

Heart Rate Measurement L &

UUID: Ox2A37
Properties: NOTIFY, READ Read text
Descriptors: descrlptor value

Characteristic User Description J 4
UUID: 0x2901

Value: Beats per minute 8690

Client Characteristic Configuration 8
UUID: 0x2902
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@ HiTB CyberWeek

Characteristic Write

@ Theory introduction

So far you have learned how to receive data from device by reading and subcribing for characteristic value.
Characteristic may also have "write" property, which allows for submitting a value to device.

@ Task

Using your new skills in regards to services, characteristics and descriptors, connect to your HackMe device,
find proprietary service responsible for light bulb control, and a characteristic inside it that allows to switch the
light on and off. Read the current state of the switch, and try to turn it on.

In nRF Connect use the up arrow X by the characteristic to write a value to it. Once succeeded, you can turn
the light off again if you like.

:‘g% Simulated device

@ Hints

| can't... give me next hint!

slawekja
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Write

Devices DISCONNECT

DESKTOP-L823ACP X
4D:86:E5:D5:2A:B0

BONDED ADVERTISER

Read

CONNECTED
NOT BONDED

MTMIIVIANNT OLN\WVIVvL

CLIENT SERVER

Unknown Service
UUID: 6834636b-6d33-4c31-3668-744275314221
PRIMARY SERVICE

Notify

Unknown Characteristic— —=>
. JUID: 6834636b-6d33-4¢31-3668-744275314201
Write remertea—REAB WRITE

3
w
—

Value: (0x) 00
Descriptors:

Characteristic User Description L l

. UUID: 0x2901
Can be combined B R
Unknown Characteristic A

UUID: 6834636b-6d33-4c31-3668-744275314202
Properties: WRITE, WRITE NO RESPONSE
Descriptors:

Characteristic User Description L
UUID: 0x2901

|»

W slawekija

Write value NEW LOAD
OXNeW value BYTE. ~

ADD VALUE

Save as...

Advanced v

SAVE CANCEL SEND
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—  Completion progress:

%

1) Start

Characteristic Write @

@ Theory introduction
2) First steps So far you have learned how to receive data from device by reading and subcribing to characteristic value.
Characteristics may also have a "write" property, which allows for submitting a value to device.
3) BLE Adverti t
) vertisements @j Task

Using your new skills in regards to services, characteristics and descriptors, connect to your HackMe device, find
proprietary service responsible for light bulb control, and a characteristic inside it that allows to switch the light
on and off. Read the current state of the switch, and try to turn it on.

4) Beacons
5) Manufacturer Specific Advertisements

In nRF Connect use the up arrow Ea by the characteristic to write a value to it. Once succeeded, you can turn

6) Connections, services, characteristics the light off again if you like.
3% Simulated device

7) Characteristic read
8) Notifications

9) Descriptors

10) Characteristic write
11) Various writes

12) Write automation

13) Protocol reverse-engineering @ Hints

14) Password brute force | can't... give me next hint!

15) Smart lock replay

16) Smart lock information leak Status:

® smartlockpicking.com, build 1.0.0.0

Con i 1
More information | FAQ | Source code | Issues gratulatlons. Proceed to the next task
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@ HiTB CyberWeek

Various writes

@ Theory introduction

By completing previous task, you learned how to write a value to characteristic. Now it is time to get familiar
with two types of write:
- Write Request (visible as "WRITE" property in nRF Connect) - the receiving device sends confirmation (write
response)
- Write Command (visible as "WRITE NO RESPONSE" property in nRF Connect) - without confirmation

Characteristic can have just one of the write type properties, or both. Most tools and applications automatically
choose the best available one, usually prefering the Write Request (with confirmation). Some devices however,
despite declaring both types of write as characteristic properties, actually process just one of them. Therefore
in some cases it may be required to manually choose the write type.

@j Task

Within the light bulb service, find another characteristic responsible for Text To Speech functionality. It
transforms the received text into speech, and our HackMe light bulb talks it back to you (turn your speaker on
to hear it). Your task is to make the light bulb say "Hello". Note that this characteristic may interpret just one
type of write.

The job consists of few tasks:

1. Find the TTS characteristic - look for descriptors

2. Figure out how to send a text to this characteristic
The low level data, trasmitted to and from characteristics, is in hex. The most common way of encoding UTF
characters to hex is Ascii Hex representation. For example, "Hi" translates into 0x48 0x69 ("4869" as raw bytes
stream). You can use for example "to hex" recipe in to try it out.
For convenience, the nRF Connect allows to automatically encode various input types - including several
numeric formats as well as text to hex. The feature is available as select down option right next to value entry
form in "Write" function.

3. Sending as various write types

nRF Connect will automatically select the more reliable Write Request with confirmations (unless only Write
Command is available). Choose the "Advanced" option in write form to select write type.

Of course once you succeed in greeting the light bulb "Hello" to solve the task, you are free to send to it any
text you like.

Note: if the HackMe application crashes after sending valid command, your system (for example Windows Pro
“N") may lack media pack required for TTS functionality. Please install "Microsoft Media Feature Pack".
ar

slawekja
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Talking BLE smart light bulb!

ci%‘:-‘ Simulated device

Status:

Congratulations! Proceed to the next task
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—  Completion progress:

* @‘5’ Task

The light bulb has yet another characteristic, which allows to change its color and brightness level. You will
surely find it in the light bulb service. The valid data format to send via write is however unknown.
Fortunately, there was a mobile application possible to decompile. The decompiled source code snippet
responsible for sending valid request follows:

1) Start

2) First steps

. public static final byte ARGB FRAME PREFIX = (byte) -86;
3) BLE Advertisements public static final byte FRAME SUFFIX = (byte) -1;

public bool a{int i)} {
byte alpha = (byte) Color.alpha(i);
byte red = {(byte) Color.red{i);
5) Manufacturer Specific Advertisements byte green = (byte) Color.green(i);
byte blue = (byte) Color.blue{i);
byte[] bArr = new byte[] {ARGE FRAME PREFIX, alpha, red, green, blue,
FREME_SUFFIX} H
return this.c.e.b({barr);

4) Beacons

6) Connections, services, characteristics

7) Characteristic read }

Your task is to analyse the decompiled source code, and based on it create a valid request to light bulb RGB

8 DT NIFEETS characteristic - setting it to half-dim pure red.

Of course you can then set any color and brightness level you like. Maybe even record a macro to change the

9) Descriptors
colors?

10) Characteristic write ;lg% Simulated device
11) Various writes

12) Write automation

13) Protocol reverse-engineering

14) Password brute force

15) Smart lock replay

16) Smart lock information leak

@ Hints

| can't... give me next hint!

© smartlockpicking.com
More information | FAQ | Source code | Issues
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Data format?

Reverse
mobile app

Reverse

firmware

Intercept
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Mobile app reversing?

jadx-gui - slblock_1.4.0.apk X
File View Navigation Tools Help

* Grab the “apk” binary [el@] [s]2] [2]2] [<]=] @] [E] [#

J ,
gs Suinck AA.0a0 | © com.wijy.smartiock.SmartLock X
¢ (B Source code _
o~ 3 android.support.v4 backage com.wjy.smartlock; i
com.wjy.smartlock
GO gle apk download ? ? & db import com.wjy.smartlock.SmartLockEvent.OnSmartLockEventListener;
o #} message import com.wjy.smartiock.db.SmartLockDatabase;
o- 8 service =

public class SmartLock {

° o= E Ul = 2 o 2 :
) public static final int CONNECTED =0;
o D eCO | N p | I e 8 verlly public static final int DISCONNECTED = 1;
o= MyApplication public static final String SUPER_PASSWORD = "741689"; |
° J A DX -O®R private boolean autoLock = false;
o 8 SmartLock private boolean backnotify = false;
. . o- & SmartLockEvent private boolean connection = false;
https://github.com/skylot/jadx o @ SmartLockManager private String connecttime = null;
. o- # hr.android.ble private boolean isResumeConnection = true;
° B d V o~ §§ org.zff private LockState lockState = LockState.LOCK;
yteco e Iewe r o~ (2% Resources private OnSmartLockEventListener mOnEventListener = null;
. 9 Certificate public boolean mTempEnableAutolock = false;
https://eithub.com/Konloch/bytecod - public boolean mTempEnableVibrate = false:
. public LockState mTempLockState = LockState.UNLOCK;
e-viewer public String mTempName =™
public String mTempPassword = ™,
private String mac = null;
private Siring name = SmartLockDatabase. TABLE;

private Siring passwd = "123456";
o Many OtherS... private int power = 0;

private boolean vibrate = false;

public enum LockState {
LOCK,
UNLOCK,
STAY_LOCK

}

<|



https://github.com/skylot/jadx
https://github.com/Konloch/bytecode-viewer
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—  Completion progress:

* W 1dsK
The light bulb has yet another characteristic, which allows to change its color and brightness level. You will surely
1) Start find it in the light bulb service. The valid data format to send via write is however unknown.
Fortunately, there was a mobile application possible to decompile. The decompiled source code snippet
2) First steps responsible for sending valid request follows:

public static final byte ARGB FRAME PREFIX = (byte) -86;
3) BLE Advertisements public static final byte FRAME SUFFIX = (byte) -1;

public bool a(int i} {

4) Beacons byte alpha = (byte) Color.alpha(i);

byte red = {(byte) Color.red(i};

byte green = {byte) Color.green{i);

byte blue = (byte) Color.blue(i);

byte[] bArr = new byte[] {ARGE FRAME PREFIX, alpha, red, green, blue,
6) Connections, services, characteristics FRAME SUFFIX};

return this.c.e.b{bArr);

5) Manufacturer Specific Advertisements

7) Characteristic read !

Your task is to analyse the decompiled source code, and based on it create a valid request to light bulb RGB
8) Notifications characteristic - setting it to half-dim pure red.

Of course you can then set any color and brightness level you like. Maybe even record a macro to change the
9) Descriptors colors?

10) Characteristic write ‘ﬁ% Simulated device
11) Various writes

12) Write automation

13) Protocol reverse-engineering

14) Password brute force

15) Smart lock replay

16) Smart lock information leak
Status:

© smartlockpicking.com, build 1.0.1.0

Con P 1
More information | FAQ | Source code | Issues gratula'tluns. Proceed to the next task
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The moment you’ve been waiting for:
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Dildo demo!

https://youtu.be/udS9rvVQJazA



https://youtu.be/udS9rVQJazA

Y SMARTLOCKPICKING.COM

SCANNER

b 4 B 535

Devices STOP SCANNING 3

BONDED ADVERTISER

No filter v

smartlockpicking66
CC:22:85:9D:A3:52
NOT BONDED

CONNECT =

A-53dBm <986 ms

CONNECT 3

A-88dBm ©€1010ms
REALOV_VIBE

38:D2:69:E5:23:B1

NOT BONDED 4-49 dﬂmy

LockECFE7E139F95
EC:FE:7E:13:9F.95
NOT BOMDED

@ HiTB CyberWeek

£ 0 @535
Devices DISCONNECT :
REALOV_VIBE
BONDED ADVERTISER 38:02:69:E5:23:B1 X
CONNECTED .
T CLIENT SERVER :

Generic Access
LD 0x1800
PRIMARY SERVICE

Generic Attribute
LD Dx1801
PRIMARY SERVICE

Device Information
UUID: Ox180A
PRIMARY SERVICE

Unknown Service
LU0 DOOOFFF0-0000-1000-8000-00805f9b34fb
PRIMARY SERVICE

Unknown Service
UUID: 0000ffe0-0000-1000-8000-00805f9b34fb
PRIMARY SERVICE

Battery Service
UUID: 0x180F
PRIMARY SERVICE

W slawekija

T N LT .

Device Information
UUID: Ox180A
PRIMARY SERVICE

Unknown Service
LD 0DOOfff0-0000-1000-8000-00805f9h34fh
PRIMARY SERVICE

Unknown Service
LU0 0000ffe0-0000-1000-8000-00805f9b34fb
PRIMARY SERVICE

Unknown Characteristic 1
ULID: 0000ffe1-0000-1000-8000-00805f9b34f
Properties: NOTIFY, WRITE
Descriptors:

Client Characteristic Configuration
LILND: Ox2902

Characteristic User Description
LD 0x2901

Battery Service
UUID: Ox180F
PRIMARY SERVICE

-
-
L

) 4 B 541
Devices DISCONNECT
REALOV_VIBE
BONDED ADVERTISER 38:02:69:E5:23:B1 )(
CONNECTED
T CLIENT SERVER

€
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Write request

Write value NEW LOAD

0x c555ffaa BYTE. ~

ADB VALUE

c555ffaa = vibrate

SEVCECIN C55500aa = off REALC
o

Advanced Sound Aawv ‘«: Silicone Surfs

CANCEL SEND

ey
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Or just download the app and connect ;)

Realov

PauloCostacx66 Entertainment * kA

[*] Add to Wishlist Install

‘ E PEGI3

No pairing/

authentication

Select Device
REALOV_VIBE

38:D2:69:E5:23:B1
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—  Completion progress:

%

1) Start

Write automation

@ Theory introduction

2) First steps Typical communication with BLE device consists of a series of writes / reads / notifications. In order to trigger
specific functionality, it may be necessary to send multiple writes in sequence, sometimes to various
3) BLE Advertisements characteristics, and often within short, limited time.

@ Task

You already know how to turn the light bulb on and off. Your current task is to blink it twice per second for a
few seconds.

Don't worry - the job does not require you to master extreme fast clicking in the application. Instead, let's
introduce a very handy feature of nRF Connect: Macros.

4) Beacons
5) Manufacturer Specific Advertisements

6) Connections, services, characteristics . - . . . . oo .
) The functionality is available after connecting to device and selecting the small red circle in bottom right

- comer:
7) Characteristic read

Heart Rate
O 1800

8) Notifications

ice
G332 4c31- 3068 T4A27531 4221

9) Descriptors

Unknown Service
uFFDE

10) Characteristic write
11) Various writes

12) Write automation

Macros
- Tutarial

14) Password brute force Now send as usual any write you would like to record - for example turn the light on. Next, we can introduce a
delay before sending another write. Tap the "hourglass" icon:

13) Protocol reverse-engineering

15) Smart lock replay Unknown Service

OxFFDG

16) Smart lock information leak \
Macros 0 0 o

© smartlockpicking.com Use + and - to set desired delay. 200-300ms will allow to blink twice per second.
More information | FAQ | Source code | Issues
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@ HiTB CyberWeek
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NnRF Connect macros

UUID: 6834636b-6d33-4c31-3668-744275314221

Start recording

Devices DISCONNECT Unknown Service
DESKTOP-L823ACP
BONDED ADVERTISER  ciuocoaror
CONNECTED Macros
SO BONDED CLIENT SERVER
Generic Access Tutorial
UUID: 0x1800 3items

PRIMARY SERVICE

Device Name 3
UUID: 0x2A00

Properties: READ

Appearance 3
UUID: 0x2A01

Properties: READ

Peripheral Preferred Connection Parameters 3
UUID: 0x2A04

Properties: READ
Macros

Central Address Resolution 3
UUID: Ox2AA6
Properties: READ

optional
delay

Generic Attribute
UUID: 0x1801
PRIMARY SERVICE

Device Information
UUID: Ox180A
PRIMARY SERVICE

between
requests

Now send something to
device like previously

Stop recording

Save macro as...

Name

Bli

=]
X

=)

/ Chooseicon:

Add delay

© 200 ms ©)

-Jof~
YOO
YO0
»O00
r=]=

CANCEL  OK CANCEL SAVE
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Play macro

JUID: O0x2901
Macros Play aval!at?le when
characteristics match
| a
Blink > :
S SR S B
v Write 0x01 to 6834636b-6d33-4c31-3668-74427 1

v Sleep 300 ms

Optional loop

v Write 0x00 to 6834636b-6d33-4c31-3668-744275314201

v Sleep 300 ms
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—  Completion progress:

%

R Now, every time you are connected to a device with matching characteristics, the macro will light up blue, and

the play button will be enabled. Try if it works:

2) First steps
Macros 0 o

3) BLE Advertisements © s

Tutarial
4) Beacons

The only missing part is repeating it multiple times. Tap on the macro name to see its content and options. Select
5) Manufacturer Specific Advertisements the "repeat” icon, and press play again:

Macros e 9
e Blink

6) Connections, services, characteristics
7) Characteristic read

8) Notifications

9) Descriptors

10) Characteristic write :‘iz’ Simulated device
11) Various writes

12) Write automation

13) Protocol reverse-engineering

14) Password brute force

15) Smart lock replay -

16) Smart lock information leak
Status:

© smartlockpicking.com, build 1.0.1.0

Con ions!
More information | FAQ | Source code | Issues gratulations! Proceed to the next task
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—  Completion progress:
3
1) Start
2) First steps
3) BLE Advertisements
4) Beacons
5) Manufacturer Specific Advertisements
6) Connections, services, characteristics
7) Characteristic read
8) Notifications
9) Descriptors
10) Characteristic write
11) Various writes
12) Write automation
13) Protocol reverse-engineering
14) Password brute force
15) Smart lock replay

16) Smart lock information leak

© smartlockpicking.com
More information | FAQ | Source code | Issues

@ HiTB CyberWeek

Password brute force

@ Theory introduction

Lots of simple BLE devices work just like you saw in the previous tasks. There is no security, anyone can connect
to such device, and in order to control it, just valid data format to send is needed. Slightly more complex
devices implement some sort of authentication, for example user password. Only the user who entered valid
password in mobile application is authorized to operate it. In many cases the password is then sent by the
application in plain, unencrypted form via BLE characteristic write. Devices often do not enforce changing
default password (and many users leave this "12345678"), not to mention password complexity. Also, most
devices do not have any password brute force prevention mechanisms in place.

@ Task

The same light bulb RGB characteristic that you have exploited in previous task, has even more features. By
sending another command to it, you can enable light bulb "special effects” mode. This special mode is
however password protected. The password is just 3 digits (0-9).

Here is the relevant decompiled source code fragment:

public static final byte FRAME SUFFIX = (byte) -1;
public static final byte FX FRAME PREFIX = (byte) —-66;

public static final byte FX ON = (byte) 1;

public static final byte FX OFF = (byte) 0;

public bool f(bool b) {
byte a;
if (b == true}) {
a = FX ON;

= FX OFF;
}
byte[] bArr = new byte[] {FX FRAME PREFIX, this.pass[0], this.pass[l],
this.pass[2], a, FRAME SUFFIX};
return this.c.e.b{bArr);
}

Your job is to:

1. Figure out proper command format - analyse the decompiled code just like in previous task. The
HackMe application will let you know in the status if the format of received command is valid but password
wrong.

2. Brute force the password. Trying each combination by manual writes is possible, but very time

slawekja
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Macros can be exported and edited

Charac;teristic User Descripti~= . a
UUID: 0x2901 EXport to XML

Unknown Characteristic
o UUID: 6834636b-6d33-4c31- Rena
Macros Properties: WRITE, WRITE N
Descriptors:

. ° Charartarictir | lcar NDaceri
0 Send pass single 4 : ‘
Macros
e Blink | g

0 Send pass single
Tutorial

.
ems e Blink >

Tutorial
3 items

Mo

Mirror

v
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nRF Connect macro file (XML)

Ensure that specific
_ . characteristics available
<macro name="Blink" icon="LED ON">

<assert-service description="Ensure 6834636b-6d33-4c31-3668-744275314221 service"
uuid="6834636b-6d33-4c31-3668-744275314221">
<assert-characteristic description="Ensure 6834636b-6d33-4c31-3668-744275314201
characteristic"” uuid="6834636b-6d33-4c31-3668-744275314201">
<property name="WRITE" requirement="MANDATORY"/>

</assert-characteristic> Write request to specified
</assert-service> characteristic

<write description="Write 0x01 to 6834636b-6d33-4c31-3668-744275314201" characteristic-
uuid="6834636b-6d33-4c31-3668-744275314201" service-uuid="6834636b-6d33-4c31-3668-
744275314221" value="01" type="WRITE REQUEST"/>

<sleep description="Sleep 200 ms" timeout="200"/>

</macro>

Macros dOCU mentation:
https://github.com/NordicSemiconductor/Android-nRF-Connect/tree/master/documentation/Macros



https://github.com/securing/gattacker/wiki/Dump-and-replay
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Demo: brute force password

Takes about 100 sec to try all Unknown Characteristic
1000 combinations (10/s) Macros 9

o pass brute 1

o

v try 023
v try 024
v try 025
v 1ry 026
v try 027

% try 028
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—  Completion progress:

%

It is worth changing the "write description” in XML file (from the default generated by application) - for example
1) Start to "try 003", “try 004" etc. This way you will see the progres live during brute force:

2) First steps Maoros 9 o
0 pass brute 1l :

3) BLE Advertisements

4) Beacons

5) Manufacturer Specific Advertisements
6) Connections, services, characteristics

6 Blink

7) Characteristic read The password is randomly generated, and it will be different after you restart HackMe application.

8) Notifications ﬁ% Simulated device

9) Descriptors

10) Characteristic write
11} Various writes

12) Write automation

13) Protocol reverse-engineering

14) Password brute force Va||d PIN: 6 5 0

15) Smart lock replay @ Hints

16) Smart lock information leak
Status:

© smartlockpicking.com, build 1.0.1.0

] A ) Invalid password, access denied!
More information | FAQ | Source code | Issues pa




- CyberWeek UAE HITB LABS

© Virtual Edition, 15-19 November 2020 A Practical Introduction to

BLE SECURITY

Without Any Special Hardware

Agenda

1. Introduction to BLE, HackMe lab setup
2. BLE advertisements
« Packet format, beacons, other advertisements
« Windows, i0OS devices BLE broadcast
« COVID-1S contact tracing
3. BLE connections
« GATT services and characteristics
« Hacking simple devices using just a phone
« Hacking smart locks
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Vaultek Bluetooth gun safe

BLUETOOT

TAMPER DETECTION

BATTERY LEVEL
REMOTE UNLOCK

¢ SS
ferior Bright®

sou“d
D BRIGHT -

FingerPri™t >

pistory 108

£ Available on the GETITON
{ . App Store ] [” Google PIay
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Password setting instruction manual

-----------------------------------------------------------------------------------------------------------------------------------------------------------

¥ slawekja

Master Code Pro

First time users should change the default code as soon as possible to prevent unauthorized access to your safe.
You will also use this master code to pair the Vaultek™ app on your smartphone, so it should be kept

confidential.
a 5

. TIP: Code Requirements
 Your code can be a minimum of 4 and a maximum of 8 evp:
« Two keys cannot be pressed simultaneously.

: « Programming a new code will overwrite your previous code.

.
----------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------

1 Enter def

ault code 1-2-3-4-5 on the keypad to open EEod Ll bl L A ]
il

https://vaulteksafe.com/wp-content/uploads/2018/05/Vaultek-VT20-User-Manual-REV031817-007-OL-2.pdf



https://vaulteksafe.com/wp-content/uploads/2018/05/Vaultek-VT20-User-Manual-REV031817-007-OL-2.pdf
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Rough assumptions

Number of digits
in code

Number of

. 57A4=625 576 = 15625 578 = 390625
combinations

Time to crack

(assuming 10 tries/s)* 62.5 seconds 4.3 hours 4.5 days

* No soft-locking, brute preventions
 Dictionary attack would speed up the chances significantly

* 1 did not measure in practice how many tries/s this device is capable of
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BTW, you don’t need the code ;)

In this blog post, we will detail BlueSteal, or the ability to exploit multiple security failures in the

OPEN SESAME — Vaultek VT20i. These vulnerabilities highlight the need to include security audits early in the
Top - S e11i n g h a ndgun S afe Ca n b e product manufacturing process. These vulnerabilities include CVE-2017-17435

. and CVE-2017-17436. The VT20i is a very popular product designed for the safe storage of
re mOte]-Y Opene d ]-n Seconds_no PIN firearms and is one of Amazon'’s top sellers in several categories. We appreciate the form and fit

ne e de d of the safe as it is one of the more well constructed safes we have interacted with. Along with this
post we detail a proof of concept which can unlock Vaultek VT20i Gun Safes that we

There's no online update mechanism for defective electronic safe. own through transmission of specially formatted Bluetooth messages.

DAN GOODIN - 12/8/2017, 11:20 PM

https://arstechnica.com/information-technology/2017/12/top- | ey ——
selling-handgun-safe-can-be-remotely-opened-in-seconds-no-pin- 4 :

needed/

https://www.twosixlabs.com/bluesteal-popping-gatt-safes/



https://arstechnica.com/information-technology/2017/12/top-selling-handgun-safe-can-be-remotely-opened-in-seconds-no-pin-needed/
https://www.twosixlabs.com/bluesteal-popping-gatt-safes/
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Completion progress:

@ Task

1) Start Your task is to replay communication of and its mobile application,
intercepted using nRF Sniffer running on a $15 :

2) First steps

109 fuw

3) BLE Advertisements % :
QQuicklock

Padlock

4) Beacons

5) Manufacturer Specific Advertisements
6) Connections, services, characteristics
7) Characteristic read

8) Notifications

9) Descriptors
Download and open itin . You will see lots of packets, starting with

10) Characteristic write the lock device advertisements. Note by the way how device name advertisement is visible in Wireshark:

Eile Edit View Go Capture Analyze Statistics Telephony \ireless Tools Help

= ] Q|

11) Various writes

e Destinabon Protecol Lergth  Info
15“.6!6!‘)[9(.\'.‘ Texasins cO:6e: Broadcast LE LI A9 ADV_TND
2 9.000231 TexasIns_c@:6e:a5 roadcast LE LL A9 ADV_IND
3 0.000340 TexasIns_c@:Ge:ab roadcast LE LL 40 ADV_IND
4 9.100681 TexasIns_cO:6e:a5 ir LE LL 49 ADV_TND
5 8. 100894 Iexasins cO:6e:s it dce LE Lt A9 ALV TND

13) Protocol reverse-engineering g SR oot R S ke

70 MMA77 ToxasTns @ fip-ah roadrae 1F 1) 40 APV TND

12) Write automation

Access Address: Ox8e89bedl
14) Password brute force Packet leader: Gx1700 (POU Type: AOV_IND, ChSel: m1, Txadd: Public)
advertising Address: Texasing c@:6e:a% (FA:BB:Se:cB:ibeta%)
v Advertising Doto
Flags
15) Smart lock replay 16-bit Service Clags UUIDS (incosplote)
v Device Name; Padlock!
Length; 9
Type: Device Name (0x00)

16) Smart lock information leak i onddaipbncadins
b8 2a 00 @2 7c Gd 96 @a 01 25 2e 90 0@ bd 9d 01 ¥ lm .

ik 00 d6 be 89 8e 00 17 a5 Ge c@ 5e b3 (4 02 01 05 n-*
© SmartIOCka:k'ng'com GlyLON E YA (IR 00 90 58 61 64 6c 6f 63 Gb ab 7b --Pa dlock!E

1a
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Real smart lock, real vulnerabilities!

C & thequicklock.com/product-padlock.php B v 6O

OQuicklock ®  E=—

DOOR LOCK ABOUT US PRESS CONTACT US
- |
e . | |

@

<4
. .
DEQ P
e

https://www.thequicklock.com/product-padlock.php

sl



https://www.thequicklock.com/product-padlock.php
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Defcon 24: Anthony Rose, Ben Ramsey

>>> Plain Text Passwords

* Are they even trying?

* Found on 4 separate locks

— Quicklock Doorlock

— Quicklock Padlock

— 1BluLock Padlock

— Plantraco Phantomlock

>>> Picking Bluetooth Low Energy
Locks from a Quarter Mile Away

Frame 278: 49 bytes on wire (392 bits
PPI version 0, 24 bytes

DLT: 147, Payload: btle (Bluetooth Lo
Bluetooth Low Energy Link Layer
Bluetooth L2CAP Protocol

Anthony Rose & Ben Ramsey

Bluetooth Attribute Protocol

p Opcode: Write Request (©0x12)
Handle: 0x002d
value: 001234567812345678

1234567812345678

Current Password New Password


https://media.defcon.org/DEF%20CON%2024/DEF%20CON%2024%20presentations/DEF%20CON%2024%20-%20Rose-Ramsey-Picking-Bluetooth-Low-Energy-Locks-UPDATED.pdf
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Sniffing #1 - do | actually need a sniffer?

Application running on your Outside:

phone: use Android btsnoop need a
" sniffer

« Saves pcap (readablein
Wireshark)

« Some phones (e.g. Nexus
5X 8.1) have adb TCP
service for live integration

Access to
phone:
dump locally

usbmonl
usbmon2
Android Bluetooth Btsnoop Net Nexus_5X 00fd60f3e2c5
Android Logcat Crash Nexus_5X 00fd60f3e2c54c2b: andr
Android Logcat Events Nexus_5X 00fd60f3e2¢c54c¢2b: and

®@®
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Open BLE sniffers

Ubertooth

NnRF Sniffer

BtleJack

SniffLE

Open hardware/firmware.
First open Bluetooth sniffer.

https://www.greatscottgadgets.com/ubertoothone/

Closed (but free) firmware.

Nice integration with Wireshark (toolbar).
https://www.nordicsemi.com/Software-and-tools/Development-

Tools/nRF-Sniffer-for-Bluetooth-LE

Open firmware.
Can also jam and hijack connections.

https://github.com/virtualabs/btlejack

Open firmware.
BLE 5; improved reliability.

https://github.com/nccgroup/Sniffle

Open hardware

Nordic Semiconductor nRF51

/52

¥ slawekja

120S

S5-
$50

S5-
$25

540


https://www.greatscottgadgets.com/ubertoothone/
https://www.nordicsemi.com/Software-and-tools/Development-Tools/nRF-Sniffer-for-Bluetooth-LE
https://github.com/virtualabs/btlejack
https://github.com/nccgroup/Sniffle
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Wireshark

* The free, open “industry standard” for network analysing
* All open BLE sniffers can dump to its pcap format

< C & wireshark.org B % = 6O :
/1 . )
NEWS  GetAcquainted v Get Hel Develo Project Host  SharkFest
WIRESHARK . P Py J R

Download Learn Go Beyond

Get Started Now Knowledge is Power With SharkFest Sponsors

https://www.wireshark.org



https://www.wireshark.org/
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Wireshark

@ HiTB CyberWeek

<

> Opcode: Read Response (@xeb)
v [Handle: ©x0018 (Device Information: Firmware Revision String)]

[Service UUID: Device Information (©x18@a)]
[UUID: Firmware Revision String (©x2a26)]
Firmware Revision String: \@e5)\eel\eel \e25\ee4( 4

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
) 7 [ — [ =
A m 2@ Re22ER IS =EQAQqQaH
[_. Apply a display filter ... <Ctrl-/> '] +
No. Time Source Destination Protocol Length Info
360 5.070868 Slave_©xedle38e0 Master_©Oxedle38e® ATT 31 Rcvd Write Responses” Handl
361 5.070945 Master_oOxedle38e0 Slave_0xedle38e0 LE LL 26 Empty PDU
362 5.071021 Slave @xedle38e@ Master ©xedle38e@ LE LL 26 Empty PDU
— 363 5.171621 Master_Oxedle38e0 Slave_©xedle38e0 ATT 33 Sent Read Request, Handle: 0x@018 (Device Information: Fi__
364 5.171750 Slave_0xedle38e0@ Master_0Oxedle38e0 LE LL 26 Empty PDU
365 5.171832 Master ©Oxedle38e0 Slave @xedle38e@ LE LL 26 Empty PDU
« 366 5.171918 Slave_exedle3ge@ Master_exedle3g8ee  ATT 41 Rcvd Read Response, Handle: @x0018 (Device Information: F
367 5.272464 Master_oOxedle38e0 Slave_0xedle38e0 LE LL 26 Empty PDU
< >
> Nordic BLE Sniffer
> Bluetooth Low Energy Link Layer
> Bluetooth L2CAP Protocol
v Bluetooth Attribute Protocol

0000
0010
0020

b8 22 00 92 e9 6e 06 0a

01 o7 2f 94 00 97 00 00

00 e0@ 38 le ed 906 Of @b 00 04 00 ©b [ZERPARN-NEN-N

20 15 94 28

v 46 08 30

Raw hex

Q@7

Firmware Revision String (btatt.firmware_revision_string), 10 bytes

|| Packets: 700 - Displayed: 700 (100.0%) || Profile: Default

W slawekija
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Wireshark tricks

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AR @ RO Qe=mEFS _ 5 QQqQT
| | btatt XI=13E
”btatt" ﬁlter: dISplay Only //Nc-. Time Source Destination Protocol Length Info
ATT (read/write/notify) 407 6.879462 Master Oxedle38e@d Slave B@xedle38e@d ATT 33 Sent Read Request, Handle: @xe€
410 6.180384 Slave Bxedle38ed Master Oxedle3B8ed ATT 32 Rcvd Read Response, Handle: @
469 7.491913 Master @xedle38ed Slave @xedle38ed ATT 34 Sent Write Request, Handle: &
472 7.592688 Slave @xedle38ed Master @xedle38ed ATT 34 Rcvd Handle Value Notificatior
A74 7.592853 Slave Bxedle38e@ Master Oxedle3B8ed ATT 31 Rcvd Write Response, Handle: €
696 12.537280 Slave Bxedlei8ed Master Oxedle3iB8ed ATT 34 Rcvd Handle Value MNotificatior
< >
> Frame 696: 34 bytes on wire (272 bits), 34 bytes captured (272 bits) on interface /tmp/wireshark extcap -dev--
> Nordic BLE Sniffer
> Bluetooth Low Energy Link Layer
» Bluetooth L2CAP Protocol
v Bluetooth Attribute Protocol
> Opcode: Handle Value Notification (@x1b) nght'Cth on a field and
> Handle: 0x0@3a (Unknown: Unknow apply as new column
Value: @@ Expand Subtrees
Collapse Subtrees
< Expand All
— Collapse All
oooc b8 1b 0@ 92 33 790 06 Ga 01 @8 35 38 01 97 00 00
0010 00 0 38 le ed 06 68 B4 00 04 00 1b 3a @0 @ 79 Apply as Column Ctrl+Shift+I
00260 1f ee
Apply as Filter ’
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Wireshark tricks: new “value” column

File Edit View Go Capture Analyze Statistics Telephony ~Wireless Tools Help
A B ® % ¢ Q &= = =8 ¢ ® G Q 'F
' [btatt e BHED -+
Destination Protoco Length Value <~ Info 3
Slave Bxedle3Be@  ATT 33 Sent Read Request, Handle: 8x@83a (Unknown: Unknown)
Master Oxedle3Be® ATT 32 98 Rcvd Read Response, Handle: @x083a (Unknown: Unknown)
Slave Oxedle38e@  ATT 34 91 Sent Write Request, Handle: 0x8037 (Unknown: Unknown)
Master Oxedle3Be@ ATT 34 91 Rcvd Handle Value Notification, Handle: 8x003a (Unknown: Unknown
Master Oxedle3Be@ ATT 31 Rcvd Write Response, Handle: @x0037 (Unknown: Unknown)
Master Oxedle3Be@ ATT 34 EIEJ Rcvd Handle Value Notification, Handle: 0x@03a (Unknown: Unknown
!
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How did | sniff it?

The Wireshark Network Analyzer e ® O
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Al A B[ X[E QA « » 0 1« » @ @ @ IF

[I Apply a display filter ... <Cirl-/> =

—

Expression.. +

Interface | /devfity ~  Device | All advertising ~ | Passkey f OOB key Adv Hop 39 Help Defaults Log |

Welcome to Wireshark

Capture

-.using this filter: [ Enter a capture filter ... * | | All interfaces shown -

ethO 3

$15 nRF51822 flashed with Loopbacc
nRF Sniffer firmware s

nfqueue

usbmonl

usbmon2
& nRF Sniffer: /devfttyUSBO
@ Cisco remote capture: ciscodump b

Learn

User's Guide - Wiki - Questions and Answers - Mailing Lists
You are running Wireshark 2.6.9 (Git v2.6.9 packaged as 2.6.9-1).
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HackMe:

6 quicklock unlock replay

&3 o«

v send username
v send password

v send unlock

replay

@ HiTB CyberWeek W slawekia

Your task is to analyse the sniffed data, and based on this - unlock the device.

Your HackMe device now simulates original Quicklock padlock via BLE. If you were connected to it (previous
tasks), disconnect now, scan for the device and connect again. You should notice different services than for the
light bulb. Start with a simple replay of all the write requests sent from mobile device to the lock. Next, identify
the username and password, and check which parameters are obligatory. How about preparing the unlock
macro?

cﬁfo Simulated device

Status:

Congratulations! Proceed to the next task
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Vendor’s response

The electronic codes necessary to open are passed
wirelessly and are unencrypted (by design) to allow
vendors flexibility when integrating the bluetooth
device into existing platformes.

)

Many users of the products never update the default
password and when they call for tech support our first
option is to have them try the default Bluetooth
password- which often works. 111

https://www.thequicklock.com/security-notice.php



https://www.thequicklock.com/security-notice.php
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BTW, it also features RFID card

¥ slawekja

wo2 Buoidyoojews
ain o6en
. 9poD! £6951 0S|

ne) wlllllal
/

Insert Delete

Backspace

https://www.youtube.com/watch?v=gutxTyyxbcg
https://twitter.com/slawekja/status/1103675187860512768



https://www.youtube.com/watch?v=gutxTyyxbcg
https://twitter.com/slawekja/status/1103675187860512768
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Other smart locks?

+ # messaqe

+ @ service public class SmartLock

+ & ui O

+ & verify public static final int CONNECTED = 0;

+ T MvApplication.class public static final int DISCONNECTED = 1;

+ Tob R class public static final String SUPER _PASSNORD = "741689";
® Smartlock class private boolean autoLock = false;
+ {ab SmartLockEvent.class private boolean backnotify = :
D B SiriartlodkManster dlass private boolean connection = false;

o . e private String connecttime

fab MsaqRequestAutolLock.class

f» MsaqRequestLock.class

fb MsaRequestLockInfo .class

fb MsaRequestModifyName class

f» MsaRequestModifvPassword.class public static final int MSG CMD = 8;

o MsgReguestOpenLock class public static final int MSG_LENGTH = 8;

: MsgRequestResetPassword . class public static final int MSG STX = 161;
oy MsaRequestVerify .class
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Unlock without knowing the password

al37343136383905789a3b246c6c1716410121

SUPER_PASSWORD:

20 7 20080 Reset password
2137343136383908 — [Nt

al31323334353601

Default password: Unlock command
123456

https://smartlockpicking.com/tutorial/how-to-pick-a-ble-smart-lock-and-cause-cancer/



https://smartlockpicking.com/tutorial/how-to-pick-a-ble-smart-lock-and-cause-cancer/
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Deadly hack!

— Devices
SCANNER
No filter

FO:C7:7F:16:2E.8B

NOT BONDED

Delete device Smartlock
user gets CANCER!!!

Connection failed\The device
password has been modified, Please
delete this devicg!

Cancer

https://smartlockpicking.com/tutorial/how-to-pick-a-ble-smart-lock-and-cause-cancer/



https://smartlockpicking.com/tutorial/how-to-pick-a-ble-smart-lock-and-cause-cancer/
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@ HiTB CyberWeek

Tapplock: pass=MD5(MAC

public static String keyAndSerialNo(String str, String str2) {

if (str = null) {
return NULL_ONE;
}

str = AndroidTool.md5(str.toUpperCasel( }).toUpperCasel( };

int 1 = -1;

int hashCode = str2.hashCode( );

if (hashCode != -2081830932) {
if (hashCode != -96187322) {

Calculate MD5 from

uppercase MAC

if [hgﬁh[ude == -96182228 &L str2.equals(KEY_TWO)) {

1=1;
¥
} else if (str2.equals(KEY_ONE)) {
1= 0;

¥
} else if (str2.equals(SERIAL_NO}) {

1= 23
ks /
switch (i) {

case 0:
str = str.substring(®, 8);
break;

case 1:
str = str.substring(8, 16);
break;

case 2:
str = str.substring(16, 24);
break;

default:
str = NULL_ONE;
break;

h

return str;

KEY_ONE = first 8

characters of the MD5

SERIAL_NO = characters

16-24 of the MD5

W slawekija

dim b

2018

Tapplock: This S100 'Smart
Lock' Can Be Hacked Open In 2
Seconds

- Thomas Brewster Forbes Staff

W Cybersecurity

d Associate editor at Forbes, covering cybercrime, privacy, security and surveillance.

@ This article is more than 2 years old.

-__-—"“'{‘ ”
ST e

ANy EPRTPRT o Pt
Wi Vock MR i omoonns>

roe M. - 1o
s e, S o™
acket: SN

sending PC

sng us\ock
Soemas:-

https://www.forbes.com/sites/thomasbrewster/2018/06/13/tapploc
k-smart-lock-hacked-in-2-seconds

Details: https://www.pentestpartners.com/security-blog/totally-pwning-the-tapplock-smart-lock/



https://www.forbes.com/sites/thomasbrewster/2018/06/13/tapplock-smart-lock-hacked-in-2-seconds
https://www.pentestpartners.com/security-blog/totally-pwning-the-tapplock-smart-lock/
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So | bought one on E-bay...

... and the seller turned out to be another security researcher ;)

4 unicOde000 155 points - 10 days ago
4 5. Their business model is entirely based on selling padlocks to secunity researchers who want to publish
critigues of the lock

Reply Share Report Save Give gold

4 msuozzo 27 points 10 days ago

4 It's genius when you think about it.

Reply Share Report Save Give gold

https://www.reddit.com/r/netsec/comments/8gsmkg/unlocking a smart padlock using md5 and thats it/



https://www.reddit.com/r/netsec/comments/8qsmkq/unlocking_a_smart_padlock_using_md5_and_thats_it/
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Tapplock: early firmware

@cybergibbons Tapplock auth: MD5(MAC)

55AAB4010800BEDEF425020FEB2/9405
e e ™~ AN

@LucaBongiorni Tapplock auth: /
55AAB40108000102030400000000C601
_— S~

KEY1 (static) SERIAL_NO (static)
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Tapplock nRF Connect macro

‘ Slawomir Jasek v
B} o @slawekja
Z3Luca Bongiorni 2 Following JR®

crestengem Unlocking tapplock in 2s using mobile
So, apparently my Tapplock has even phone and n_rf connect macro, thanks
earlier FW with hardcoded 01020304 @LucaBongiorni for bringing it to
key. #HiP18

Good catch from @slawekja

CC:@cybergibbons

5:16 AM - 29 Jun 2018

28 Rewects 59Likes V@YD QS @ O 2 @

© 9 1 28 Q se )

6:22 AM - 29 Jun 2018

49 Retweets 93 Likes % ‘ @ 0 ’ # . ‘
https://twitter.com/LucaBongiorni/status/1012671111845294081

https://twitter.com/slawekja/status/1012687779887763456



https://twitter.com/slawekja/status/1012687779887763456
https://twitter.com/slawekja/status/1012687779887763456
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Works for more of them!

Slawomir Jasek @slawekja - Sep 13, 2018 000
So @obiwanB66 tapplock here at #hw 018 "front door nightmare" also has

the 01020304 static key. You can unlock it in 2s using nrf connect mobile

app macro. Come to my workshop today 4pm to learn more about #BLE
insecurity!

CONNECTED
NOT BONDED

Generic Access
UUID; 0x1800
ppppp RY SERVICE

Generic Attribute
uuID: 0x1801

Nordic UART Service
UUID: 6e4D0001-b5a3-f393-e0a9-e50e24dccade
PRIMARY SERVICE

Macros

6 tapp unlock
. Tutorial
3 items

0:00  1.9K views

Q 4 0 s O 76 &

https://twitter.com/slawekja/status/1040177919153397760



https://twitter.com/slawekja/status/1040177919153397760
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Win a BLE sniffer!!!

* First 3 people to solve all HackMe tasks will get
Adafruit LE Sniffer (nRF)!

* Send:

« screenshot of “Summary” with all tasks solved*
* macro scripts for tasks 14 and 15

hitbchallenge@smartlockpicking.com

*1If the app crashes and you can’t solve it, send detailed description


mailto:hitbchallenge@smartlockpicking.com

- CyberWeek UAE HITB LABS

© Virtual Edition, 15-19 November 2020 A Practical Introduction to

BLE SECURITY

Without Any Special Hardware

Agenda

1. Introduction to BLE, HackMe lab setup

2. BLE advertisements
« Packet format, beacons, other advertisements
« Windows, i0OS devices BLE broadcast
« COVID-1S contact tracing

3. BLE connections
« GATT services and characteristics
« Hacking simple devices using just a phone
 Hacking smart locks

4. What next?
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What next?

* Test your new skills on real devices!
* Alot can be done with simple tools and $3

dongle a
» gatttool BlueZ command-line 3
« BLESuite ( ﬁython
https://github.com/nccgroup/BLESuite

» Bettercap BLE
https://github.com/bettercap/bettercap

 BLE relay/MITM \.j%\.j%

« Mirage .
https://homepages.laas.fr/rcayre/mirage-
documentation/

* BtleJuice
https://github.com/DigitalSecurity/btlejuice

o Gattacker
https://github.com/securing/gattacker/

W slawekija

KEEP

CALM

AND

HACK
THEM ALL



https://github.com/nccgroup/BLESuite
https://github.com/bettercap/bettercap
https://homepages.laas.fr/rcayre/mirage-documentation/
https://github.com/DigitalSecurity/btlejuice
https://github.com/securing/gattacker/
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Bluetooth link-layer encryption?

Crack PIN pairing: CrackLE
https://github.com/mikeryan/crackle

B CRACKLE

Test various pairing methods
https://github.com/nccgroup/BLEBoy
Nice intro to complex BLE security

https://duo.com/decipher/understanding- bluetooth securltv



https://github.com/mikeryan/crackle
https://github.com/nccgroup/BLEBoy
https://duo.com/decipher/understanding-bluetooth-security
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Bluetooth related vulnerabilities?
cosmmene GuzyntooTH $)

CVE-2019-15063 (Broadcom) reboot iOS and Android
BLURtooth |
BlueBorne

# CVE-2019-13916 (Broadcom) RCE
¥ CVE-2019-11516 (Broadcom) RCE
BLE Spoofing
Attack BLESA

CVE-2019-6994 (Broadcom) crash
CVE-2018-19860 (Broadcom) RCE

ALE CHIPF RCE Viulnerabilities

Bleeding::Bit

CVE-2020-0022 an Android 8.0-9.0
Bluetooth Zero-Click RCE - BlueFrag

Critical Bluetooth BIAS Attack
KN 0 B AttaCk Let Hackers Access Billions of Devices

Key Negotiation of Bluetooth Attack: Breaking Bluetooth Security
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What else?

 BLE CTF running on ESP32 by Ryan Holeman @hackgnar

https://github.com/hackgnar/ble ctf
« My old “hackmelock” (linux/rpi + android mobile app): mCKMEmCK

https://smartlockpicking.com/hackmelock/
* Check www.smartlockpicking.com for updates - new tutorials, ﬂ

trainings, hacking smart locks, new HackMe features...

Next online trainings (BLE, NFC/RFID) probably Feb’21:
@ HITBSECTRAIN  https://scctrain.hitb.org



https://github.com/hackgnar/ble_ctf
https://smartlockpicking.com/hackmelock/
http://www.smartlockpicking.com/
https://sectrain.hitb.org/

Thank You

Stawomir Jasek, slawomir.jasek@smartlockpicking.com

See you at HITB's Discord channel for
guestions & answers!

CyberWeek UAE

Virtual Edition, 15-19 November 2020

.
>



