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Enjoy appsec (dev, break, build...) since 200

Pentestingconsulting training- web, mobile,
embedded, ...

Trainings, workshops, tutorials:
www.smartlockpicking.com

Significanpart of time for research.


http://www.smartlockpicking.com/
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General Idea

Workshop for BLE beginners.

Most exercises possible to repeat later at home using the
provided hardware.
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Bluetooth Smart?

AKA Bluetooth 4, Bluetooth Low Energy

And now
One of most exploding recently loT technologies. for something
completely different...

Completely different than previous Bluetooth 2, 3 (BR/EDR).

Designed from the ground up for low energy usage,
simplicity (rather than throughput).

The main usage scenarios:
a) Advertising (broadcast)

b) Communication between 2 devices (master /
peripheral)
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HidrateMe Smart Water Bottle

4

2

HidrateMe, a connected water

bottle that tracks your water

intake and glows to make sure
. that you never forget to drink

8,015 backers pledged $627,644 to help bring
this pro) ect to life
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AUTOMATIC

IT KNOWS WHAT'S INSIDE

It’s not magic, but close to it. The Vessyl knows and
aggregates the makeup of everything you drink. No more
guessing or journaling. It keeps track of what’s important to
you... all automatically.

¥ slawekja

RECOGNIZED

STARBUCKS

Bottled Mocha Frappuccino

Coffee Drink

myvessyl.com
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VWhen you have the power to
change the way you Teel, it

changes everything.
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www.vitalherd.com
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Smarttress Official Video

SMAL, >, RESS

The “Lover Detection System” will not only tell you if your partner is being unfaithful, but the speed,
duration, and position of the infidelity
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Startups

1. Come out with a bright idea where to

put a chip in. 4 POINT PLAN:
1. Start Up

2. Buy BLE devkit, some soldering, 2 Cashiin

integrate mobile app Y .J. 3. Sell Out
. L 4. BroD

3. Convincing website wideo (bootstrap) dedciudl

4. Crowdfunding!

5 . P I’Oflt' http://southpark.cc.com/fultepisodes/s18e0o-fund-yourself
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WM IGIE[E].CO.UK SECURITY WEARABLES BANKS TECHNOLOGY

Halifax uses heartbeat
sensor to secure online
banking

SECURITY / 13 MARCH 15 v JAMES TEMPERTON
000000 i
0 comments

ECG signals could replace online banking

passwords following a successful trial by Halifax.

A proof of concept experiment used an ECG band
to record a person's cardiac rhythm, which could
then be used to login to an online banking
service. An electrocardiogram or ECG is the
unique rhythm of a heartbeat and, unlike a text
password or fingerprint, it is incredibly difficult
to fake.
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Medical & Health

Cool & Clever

Cars
Hands-free Calling
Drive Smart, Drive Safe

Consumer Electronics

SMARTLOCKPICKING.COM ¥ slawekja

Millions of devices and counting

There are already more than 40 million Bluetooth® enabled home and professional
healthcare devices on the market from leading manufacturers like 3M, A&D, Nonin anc
Omran. With Bluetooth Smart and Bluetooth Smart Ready devices exploding on the
market, soon there will be millions more.

http://www.bluetooth.com/Pages/Medical.aspx
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danglabs:~/projccts/too\s/noble_eunpless node transmit.js
[+] Started scanning

{+] Found VAULTEK-27FA

[+] Connected to peripheral: Odeeal3875114b54921082311433d1ca
{+) Writing 0x®1 to descriptor

[+] Fetching authorization code

{+] Obtained Auth Code:

17 99 df 31

{+] Unlocking Safe

dan@labs:~/Projects/tools/noble_examples$ node transmit.js
[+] Started scanning
{+] Found VAULTEK-27FA

[+] Connected to peripheral: 8deeal3875114b549a1082311433d1ca
{+] Writing ®x@1 to descriptor

[+] Fetching authorization code

[+] Obtained Auth Code:

8d 07 1f 97

{+] Unlocking Safe
dan@lat

Projects/tools/noble_exampless$ |

https:// www.youtube.com/watch?v=1xrdwhis\M



https://www.youtube.com/watch?v=1xrdwhisW-M
https://www.youtube.com/watch?v=1xrdwhisW-M
https://www.youtube.com/watch?v=1xrdwhisW-M
https://www.youtube.com/watch?v=1xrdwhisW-M
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DO NOT buy this $100 Smart Lock...
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https:// www.youtube.com/watch?v=RxM55DNS9CE



https://www.youtube.com/watch?v=RxM55DNS9CE
https://www.youtube.com/watch?v=RxM55DNS9CE
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Fuze card: emulates magnetic stripe credit cards

THE AFFORDABLE SMART CARD THAT CONSOLIDATES YOUR ENTIRE WALLET.

YOUR WHOLE WALLET

IN ONE CARD

httbs://fuzecard cont


https://fuzecard.com/
https://fuzecard.com/
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BLE DEVKIT
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Why | want you to become embedded developer?

Have your own device, created yourself, for stable exercises.
Possibility to tamper with various options, settings

¢CKS o0Sad ¢gFeé& 02 dzyRSNAUI VR
K22Ré YR gKé a2 YlIyeé RSUA

N
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Challenge to secure the default code.
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Our hardware set

BLE400O + nRF51822
USB BLE adapters
SFLink V2

USB UART

Connector wires

SMARTLOCKPICKING.COM

¥ slawekja

USB mini-b

nRF51822
modules x2

ST-Link V2

sast USB UART

BLE400 devboard 3

B lam; ::
iilﬁ R

USB BLE - | /

2mm->2.54mm P

connector wires

2.54mm
connector wires




hardwear.io SMARTLOCKPICKING.COM

Why nRF518227

- Cheap (below $3 on Aliexpress)

- Easy to develop custom firmware usimigline mbed.org
readytemplates

- Easy to flash using $FLink or Raspberry Pi GPIO
- Works as BLE RF sniffer (Nordic)

- Works with opersource BtleJack (sniffing/hijacking)
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BLE400 nRF51822 eval kit

http://www.waveshare.com/wiki/NRF51822 Eval K

A BLE400 motherboard
A nRF51822 Core module

A Aliexpress: starting at $11



http://www.waveshare.com/wiki/NRF51822_Eval_Kit
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Components

{4
.
7

NRF51822 Core module BLE400 motherboard

- nRF51822 chip - USB UARInterface

- Integrated antenna - pinout (standard 2.5mm), various
- pinout (2mm) other connectors

- starting at $2.75 - jumpers, LEDs, buttons

- starting at $9
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Mbed.com

Free compiler online (free account required)

https://os.mbed.com/compiler/ Q Compiler

Once logged in, open the nRF board page:

https://os.mbed.com/platforms/NordienRF5182P



https://os.mbed.com/compiler/
https://os.mbed.com/platforms/Nordic-nRF51822/
https://os.mbed.com/platforms/Nordic-nRF51822/
https://os.mbed.com/platforms/Nordic-nRF51822/
https://os.mbed.com/platforms/Nordic-nRF51822/
https://os.mbed.com/platforms/Nordic-nRF51822/
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Add board

(&« - C @ @® & https://os.mbed.com/platforms/Nordic-nRF51822/ G | e ﬁ‘ v N @ @ e &€ » =
: ’ W SEMICONDUCTOR

Nordic
Semiconductor

Bluetooth Smart is quickly becoming a key communication component for lol devices and it's already supported in

modern smartphones and tablets. It is designed for enabling short-range wireless connectivity to things like coin cell- Nordic Samicondisctor ica
powered accessories. This opens the door to things like Appcessories and a whole host of applications for interacting fabless semiconductor company
and configuring devices, where you can embed a Bluetooth Smart chip and bring your own device (BYOD). specializing in ultra low-power

We have now successfully enabled this device on mbed, including the Bluetooth Smart APIs in the mbed SDK, so you wwgless 505 ana connechvity
devices for the 2.4 GHz ISM

can create a Bluetooth Smart based device in a quick and productive manner. )
band, with ultra-low power

performance and cost being the
main focus areas

© Add to your Mbed Compiler

NORDIC

SEMICONDUCTOR
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Now back in the compiler

1.10,14.0

Mo device selected & |Default| =

space Details

Boards » Nordic nRF51822
@ Platform 'Nordic nRF51822" is now added to your account!

Nordic nRF51822

Mordic nRFS1822 ¢ | Default | =

Workspace Details
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New->New Program, choose template

Create new program

Create new program for "Nordic nRF51822"
q-g o This will create a new C++ program for "Mordic nRF31822% in
E Mew Imiporrt =g your workspace. You can always change the platform of this

program once created.
=
Mew Program...

@ Please specify program namse

Platform: “4¢ Mordic nRF51822

Template: (@) Blinky LED Hello World

Program Mame: L@ Blinky LED Hello World
= — @ BLE Beacon demo
@ BLE Heart Rate Monitor example

@ BLE UART Service to loopback anything on the
TX characteristic

@ BLE example for the Health-Thermometer service
@ BLE_Button example

(@] BLE_LED example

(@] BLE_URIBeacon example

(@] Example Puck (BLE)

Empty Program
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Hello world = blinky

Create new program

Create new program for "Hordic nRF513822"

This will create a new C++ program for "Mordic nRFS1822" in

your workspace. You can always change the platform of this
program once created.

a Please specify program name

Platform:

| & Nordic nRF51822

Template:

| Blinky LED Hello World

Program Name: |mbed_blink'gr

The name of the program to be created in your
workspace

IE"]' Update this program and libraries to latest revision

Ok | | Cancel
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Blinky source

Mbed Imbed_blinky
I cu |

SMARTLOCKPICKING.COM

o) Mbed Cloud v ;‘J!, Commit @ Revision

o) mbed

E Mew v Import Save Save All |l| Compile
Program Workspace £ Program: /mbed_blinky
=[5 My Programs Y [Type to fiter the list ... || Match Case || Whole Word
=] mbed_blinky -
main.cpp Mame Size | Type Meclified
2 mbed B main.cpp 0.2kE CiC++ Source File moments ago

Likrary Build moments ago

W slawekja
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Blinky main.cpp t blink LED1 few times a second

Imbed_blinky/main.cpy

Mbed Cloud E&Cnmm'rt v @Hevisinn KD

T‘:‘| Mew B Impaort Save Save All |l| Compile
Program Workspace L4 B main.cpp X
= My Programs #include "mbed.h"”
= mbed_blinky
main.cpp DigitalOut myled(LEDL) :
o) mbed
& moe int maini) |
whileil) {

myled = 1:;
wait(0.Z2);
myled = 0;

waitiD.Z):
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Complile

/mbed_blinky

B New Impaort Save Save All ILI Compile E‘-} Commit @ Revision KT ﬁ % | [ Help
Program Workspace L4 Program: /mbed_blinky
= My Programs T4 |T'ﬂ:-e to fitter the list ... | ] Mateh faca || Atals WAlard
SR/ Y mbed_blinky = | Opening mbed_blinky_.NRF51822.hex
c| main.cpp Mame
L2 mbed [¢] main.cpp You have chosen to open:

3 mbed .
“ || mbed_blinky_NRF51822.hex

Would you JiKe to save this file?

Cancel H Save File

Resulting compiled hex

firmware, to flash module
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Note

Recently on mbed.com you may encounter problems with online
compilation of examples (known bug, should be resolved soon).

[ 2dzNDOS FAESa F2Nl aayYl NIOf 2071 LA
nrf/smartlockpicking/smartlockpicking_uvision5 nrf51822.zip

You can import this zip into mbed.com (it will compile without
error). You can also use offline mbed CLI or other IDE (e.g. Kell).
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Flashing nRF51822 module

Can be flashed using SWD:
- STM32 debugger hardwat

(e.g. STLink V2) =T Lo
h—' ggg swoxoﬂ{l‘l °
- Raspberry Pi GPIO e 0TT0 || (Zh)—She
pPoerry - 8o ] b3 5
& 2- GND I P11 RS
P09 o i »

b I.. POO

~
P
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ST-Link V2

Nonoriginal starting at $5

Works with opersource software
openocd Yvww.openocd.org



http://www.openocd.org/
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Connect ST-Link to BLE400

SWDIQ; SWIO
SWCLIK SWD
GND¢g GND
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Connect BLE400

— s

Buetooth4.0 |7 | .. il
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Openocd (already installed)

Kali Linux (already in your VM):

# aptget install openocd
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Openocd t parameters

root@kali:~# openocd -f
/usr/share/openocd/scripts/interface/stlink -v2.cfg
- f lusr/sppare/openocd/scripts/target/nrf51.cfg

Select STink V2 as Connect to nRF51 targe
Interface
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Start openocd ready script in your VM

root@kali:~# ./ openocd.sh
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Ready to use script openocd.sh in your VM

:~# ./openocd.sh
Open On-Chip Debugger 0.10.0
Licensed under GNU GPL v2
For bug reports, read

http://openocd.org/doc/doxygen/bugs.html

Info : auto-selecting first available session transport "hla swd". To override u
se 'transport select <transport>'.
Info : The selected transport took over low-level target control. The results mi
ght differ compared to plain JTAG/SWD
adapter speed: 1000 kHz
Info : Unable to match requested speed 1000 kHz, using 950 kHz
Info : Unable to match requested speed 1000 kHz, using 950 kHz
Info : clock speed 950 kHz
Info : STLINK v2 JTAG v21 API v2 SWIM v4 VID 0x0483 PID 0x3748
TOIOR-RUS g =t CHIE D s Successfully connecte
Info : Target voltage: 3.252590
Info : nrf5l.cpu: hardware has 4 breakpoints, 2 watchpoints
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Troubleshooting: bad connection

cortex_m reset_config sysresetreq

adapter speed: 1000 kHz

Info : BCM2835 GPIO JTAG/SWD bitbang driver

Info : SWD only mode enabled (specify tck, tms, tdi

and tdo gpios to add JTAG mode) / 1. Have you powered

Info : clock speed 1001 kHz the board via USB?
Info : SWD DPIDR 0x00000001
Error: Could not initialize the debug port

2. Check your wiring
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Connect to Openocd console

Openocd listens on TCP/4444. Open new terminal, connect
using telnet:

root@kali :~# telnetlocalhost 4444
Trying ::1...

Trying 127.0.0.1...

Connected to localhost.

Escape character is "V|'.

Open On Chip Debugger
>
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G =1 026 d= =61 i1 Ha EO =1 E=a $&h

Open On Chip Debugger

> halt

target halted due to debug - request, current mode: Handler HardFault
XPSR: 0xal1000003 pc: 0x0001c320 msp: 0x20003ea8

> nrf51 mass_erase

NRF51822 QFAC(build code: Al) 256kB Flash

> reset

> halt

target halted due to debug - request, current mode: Handler HardFault
XPSR: 0xc1000003 pc: Oxfffffffe msp: Oxffffffd8
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Openocd t write firmware to flash

~ Choose your ID

> flash write_image nrf/smartlockpicking/smartlockpicking01.hex
Padding image section 0 with 2112 bytes

Padding image section 1 with 2856 bytes

using fast async flash loader. This is currently supported

only with ST - Link and CMSIS - DAP. If you have issues, add
WORKAREASIZE 0" before sourcing nrf51.cfg to disable it

t halted due to breakpoint, current mode: Handler HardFault
: 0x61000003 pc: 0x2000001e msp: Oxffffffd8

wrote 126572 bytes from file nrf/smartlockpicking/smartlockpicking0l1.hex in 3.117295s
(39.652 KiB/s)

> reset

\

Reset the device, new firmware w,

start running, LED should blink
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In case of trouble...

Padding image section 0 with 2112 bytes

Padding image section 1 with 2856 bytes

using fast  async flash loader. This is currently supported
only with ST - Link and CMSIS - DAP. If you have issues, add
"set WORKAREASIZE 0" before sourcing nrf51.cfg to disable it
timeout waiting for algorithm, a target reset is recommended

Failed to write to nrf51 flash
error writing to flash at address 0x00000000 at offset 0x00000000
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...try again with reset and halt

> reset
> halt

target halted due to debug - request, current mode:
Handler HardFault

XPSR: 0xc1000003 pc: Oxfffffffe msp: Oxffffffd8



BLE ADVERTISEMENT?
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BLE broadcast-> recelve

advertisement

e ctimore

_

Public, by design available for allfn

range
(with exception of targeted advertisements, not
widely used in practice)
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Mobile apps

3O @ ia 1403

Devices STOP SCANNING 3

And rOId : SCANNER BONDED ADVERTISER IOS:
NRF Connect for No filte NRF Connect for
Mobile Mobile

https://itunes.apple.com/us/app/I
ocate-beacon/id738709014

N/A

https://play.google.com/store/ap E3:EC:B1:48:6D:C2 CONNECT
ps/details?id=no.nordicsemi.andr """

oid.mcp 0 N/A (Eddystone™)
D7:A2:EF.CO:DF:FC
NOT BONDED

Type: UNKNOWN
Flags: GeneralDiscoverable, BrEdrNotSupported L 1 htB I
Complete list of 16-bit Service UUIDs: 0xFEAA Ig u e

Eddystone URL:

Frame type: URL <0x10> https://itunes.apple.com/us/app/I
Tx power at 0m:-18 dBm .
URL: http://www.nordicsemi.com/ ightblue-bluetooth-low-

OPEN CLONE RAW  MORE enerqy/id557428110

Q.
D4:E4:60:0D:19:52

NOT BONDED A-83dBm <102ms
DE:86:B8:EC:A7:36

¥ slawekja

Carrier ¥ 11:45 AM 0

< Beacon Info

Proximity UUID
2F234454-CF6D-4A0F-ADF2-F4911BAIFFAG

Major Minor
0 0

Stop Advertising


https://play.google.com/store/apps/details?id=no.nordicsemi.android.mcp
https://play.google.com/store/apps/details?id=no.nordicsemi.android.mcp
https://play.google.com/store/apps/details?id=no.nordicsemi.android.mcp
https://itunes.apple.com/us/app/locate-beacon/id738709014
https://itunes.apple.com/us/app/locate-beacon/id738709014
https://itunes.apple.com/us/app/locate-beacon/id738709014
https://itunes.apple.com/us/app/locate-beacon/id738709014
https://itunes.apple.com/us/app/lightblue-bluetooth-low-energy/id557428110
https://itunes.apple.com/us/app/lightblue-bluetooth-low-energy/id557428110
https://itunes.apple.com/us/app/lightblue-bluetooth-low-energy/id557428110
https://itunes.apple.com/us/app/lightblue-bluetooth-low-energy/id557428110
https://itunes.apple.com/us/app/lightblue-bluetooth-low-energy/id557428110
https://itunes.apple.com/us/app/lightblue-bluetooth-low-energy/id557428110
https://itunes.apple.com/us/app/lightblue-bluetooth-low-energy/id557428110
https://itunes.apple.com/us/app/lightblue-bluetooth-low-energy/id557428110
https://itunes.apple.com/us/app/lightblue-bluetooth-low-energy/id557428110
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Your device advertisement in nRF Connect

¥ Wi O 19:06

SCANNER BONDED ADVERTISER

No filter -

W O 19:06

Devices SCAN

smartlockpicking01
D0:C9:2E:63:50:B3 OONNECT 3 OXO 8 C

NOT BONDED A-62dBm 1004 ms

shortened
Device type: LE only / I—
Flags: BrEdrNotSupported local name O

Shortened Local Name: smartlockpicking01

CLOME RAW MORE

Ox01 0Ox04

O0x08 0Ox736D6172746C6F636B7069636B696
E673037

https.fwww.bluetooth.org/en-us
{specification/assigned-numbers/generic-access-profile

OK

¥ slawekja
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Advertisement data
5S@PA0Sa oNRIROFaAG RIFEFGE FT2NXIFGGSR | O02 NR,
SEI YL S éaKSl RSNEXE @I fdzSaovy
0x08 L { K2NISOBER bl YShn
0x09 ¢/ 2YLX SGS n 20t blY

0x16 Z{ SNBAOS 51 (it Beacon values, manufacture
proprietary...

OXFF C al ydzFl O dzZNBENJ { LISOA

https://www.bluetooth.org/en-us/specification/assignedumbers/generieaccesprofile



https://www.bluetooth.org/en-us/specification/assigned-numbers/generic-access-profile
https://www.bluetooth.org/en-us/specification/assigned-numbers/generic-access-profile
https://www.bluetooth.org/en-us/specification/assigned-numbers/generic-access-profile
https://www.bluetooth.org/en-us/specification/assigned-numbers/generic-access-profile
https://www.bluetooth.org/en-us/specification/assigned-numbers/generic-access-profile
https://www.bluetooth.org/en-us/specification/assigned-numbers/generic-access-profile
https://www.bluetooth.org/en-us/specification/assigned-numbers/generic-access-profile
https://www.bluetooth.org/en-us/specification/assigned-numbers/generic-access-profile
https://www.bluetooth.org/en-us/specification/assigned-numbers/generic-access-profile
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Linux t interacting with BLE

BlueZ, commandine tools, scripting languages...
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Hardware: BLE USB dongle

CSR851Q most common, good enough, ~ 5 EUR

Other chips (often built in laptops)

A Intel, Broadcom, Marvell...
A May be a bit unstable (e.g. with MAC address chg

Power:

A Class It 2.5mW, 10m rang€ most common
A Class ¢ 100mW, 100 m range more expensive, actually not necessary
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Update: Kali 2018.3 VM problem

You may experience instability with external USB BLE adapters
with Kali Linux 2018.3 VM (the one provided for workshop).

Example symptom:

: ~FF hEiEﬂﬂl 1E5cén

Enable scan failed: Connection timed out

Pal A Vd Pal 4

MultipletoolsY | & dzy SE LIS O S Rnor& comektly y 3 ¢
(hcitool lescan, gatttool, gatttackenleah ...).
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Update: Kali 2018.3 VM problem

Suspected cause: new Linux kernel

Kali 2018.3 brings the kernel up toversion 4.17.0 and while 4.17.0 did not introduce many changes, 4.16.0 had a huge

number of additions and improvements including more Spectre and Meltdown fixes, improved power management,
https://www.kali.org/releases/kalinux-2018 3-release/

and better GPU support.

Solution:
- use Kali 2018.®&ith previouskernel4.15

- downgradekernel to4.15manually


https://www.kali.org/releases/kali-linux-2018-3-release/
https://www.kali.org/releases/kali-linux-2018-3-release/
https://www.kali.org/releases/kali-linux-2018-3-release/
https://www.kali.org/releases/kali-linux-2018-3-release/
https://www.kali.org/releases/kali-linux-2018-3-release/
https://www.kali.org/releases/kali-linux-2018-3-release/
https://www.kali.org/releases/kali-linux-2018-3-release/
https://www.kali.org/releases/kali-linux-2018-3-release/
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Downgrade kernel to 4.15 manually

1. Edit /etc/apt/sources.list and add following line:
deb [allow - insecure=yes] http://old.kali.org/kali 2018.2 main
2. Update the repositories
# apt - get update
3. Install kernel 4.15:
# apt - get install linux -image-4.15.0 -kali2 -amd64
(...)

Install  these packages without verification? [y/N] y

¥ slawekja
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Downgrade kernel to 4.15 t boot

4. Boot into the 4.15 kernel.

| K223aS8

kali GNUAL inux, with—inus
Kali GHHFCinus,

}kali GHUALinux,
Kali GMUALinu=,
#Kall GHMUAL inus

Kali GMU/Linux,

ol ROl yYOSR 2LIIA2Ya

with Linu
with Linux
with Linux

ﬂH U GRUEB

g .
d .
i

d

version 2.02+dfsgl-5

15.
15.

=
l—|

g-kaliz-amded
B-kaliZ=amded (recovery mode)
G-kalil-amdad
o-kalil-amded trecovery mode)

with Linux 4.15.8-kaliZ-amd6d
d4.15.8-kaliz- 1ﬂﬂbﬂh[FEEDWﬁfg maocde )

with Llwi
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Turn off sharing Bluetooth devices with host

Virtual Machine Settings

Hardware Options

Device Summary Connections

il Memory 2GB USB Compatibility: |USB 2.0

£k Processors 4 ¥ Automatically connect new USB devices

|] Hard Disk (SCSI) 40 GB v Show all USB input devices

(%) CD/DVD (IDE) Auto detect [l Share Bluetooth devices with the virtual machine

&l Metwork Adapter Bridged (Automatic)

B} Sound Card Auto detect
M USB Controller  Present
] Display Auto detect

Turn off
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Connect oCambri dge

root@kali:~# hciconfig

hciO:

Type: BR/IEDR Bus: USB

BD Address: 54:4A:16:5D:6F:41 ACL MTU: 310:10 SCO MTU: 64:8
UP RUNNING

RX bytes:568 acl.0 sco:0 events:29 errors:0
TX bytes:357 acl:0 sco:0 commands:30 errors:1

root@kali~#: hciconfig hciO up
root@kali :~# hciconfig hciO version

hciO:

Type: BR/IEDR Bus: USB

BD Address: 54:4A:16:5D:6F:41 ACL MTU: 310:10 SCO MTU: 64:8
HCI Version : 4.0 (0Ox6) Revision: 0x22bb

LMP Version: 4.0 (0x6) Subversion: 0x22bb

Manufacturer. Cambridge Silicon Radio (10)

¥ slawekja

| C

(
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* W4 00:20
The device advertisement = Devices STOP SCANNING
SCANNER BONDED ADVERTISER
root@kali :~# hcitool lescan No filter -
LE Scan smartlockpickin .
. il
D0:C9:2E:63:50:B3 smartlockpicking01 NOTBONDED ~ 4-56dBm <997 ms

D0:C9:2E:63:50:B3 (unknown)
D0:C9:2E:63:50:B3 smartlockpicking01
D0:C9:2E:63:50:B3 (unknown)
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Bleah

N ' ' n.
. dP dP 9h Oh, .
qXb . dX BLEAH v1.0.0 Xb . dXp t
9Xb . dXb s s dXb. dXP . Xb
. _dXXXXb dXXXXbo. »0dXXXXb dXXXXb. L dXXP
XX XXX XXX XN XA XXX XVANXXXX XX DO, ODX XXX XA X VXXX AN XXAXXXAAXXAXXP
COXXOOONXXX XXX XXXXXXX " ~ ~ XXXXXXX XXX XX XXX XXAXXXP !
TOXAXXAXXAXAXXXP" T9XX' + “Q8vEp!’ + TXXP'OTOXXXXXXXXXXXP!
9X. .db |db. . XP
Jb. .dbo.dP' v' 9b.odb. .dX({
LAXXXXAXXXAXXD dXXXXXXXAXXXD.
dXXXXAAXXAAXP " . TOXAXXXXXXXXXD
dXXXXAAXXAAXXD d|b dXAXXAAXXXAXXD
9XXb' " XXXXXb.dX | Xb.dXXXXX" “dXXP
) OXXXXXX( ) XXXXXXP '
XXXX X, wv'. X XXXX
XP~X""b d'™ X~ XX
X. 9 ° P )X
h B

https://github.com/evilsocket/blealh
https://www.evilsocket.net/2017/09/23/Thigs-not-a-post-about-BLEntroducingBLEAH
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# bleah

@ Scanning for 5s [-128 dBm of sensitivity]

ec:fe:7e:13:9f:95 (-75 dBm)

Vendor BlueRadios

Allows Connections

Flags LE General Discoverable, BR/EDR

Complete Local Name LockECFE7E139F95

Manufacturer u'c8010182b12d6185cc6af865556c143fcldcbh3e7!’

fO0:c7:7f:16:2e:8b (-74 dBm)

Vendor Texas

Allows Connections

Flags LE General Discoverable, BR/EDR

Incomplete 16b Services u'edff!
Complete Local Name Smartlock

d0:39:72:c3:a8:1e (-52 dBm)

Vendor Texas

Allows Connections

Flags LE General Discoverable, BR/EDR
Incomplete 16b Services u'foff!

Short Local Name DO3972C

Complete Local Name DO3972C3A

Tx Power u'oe’

0x12 u'2800800c'
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Your device advertisement in bleah

root@kali:~#  bleah

d0:c9:2e:63:50:b3 (-56 dBm)
Vendor 7
Allows Connections

Address Type random

Short Local Name smartlockpicking®l
Flags BR./EDR
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Introducing GAT Tackert gattack.io

Open source

£ GATTacker
o websit OUTSHART THE THINES

And a cool logo!



hardwear.io SMARTLOCKPICKING.COM ¥ slawekja

Install in current Kali (since 2018.2)

root@kali:~# apt - get install nodejs npm
root@kali:~# npm install gattacker
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Step 1t run ws-slave module

Advertisement
JSON

ws-slave.|s
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Running the ws-slave (client)

root@kali:~# cd node_modules/gattacker
root@kali ~/node_modules/gattacker # node ws- slave.|s

GATTacker ws- slave
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Step 2t scan (connecting to ws-slave)

Advertisement . |
JSON .

ws-slave.|s
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Scan for advertisements

root@kali :~/ node_modules/ gattacker # node scan.js
Ws slave address: 127.0.0.1

on open

poweredOn

Start scanning
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Troubleshooting

root@kall :~/ node modules/ gattacker # node
scan

Ws slave address: 127.0.0.1

on open Your BLE adapter is o
/ # hciconfig hciO up

poweredOff




hardwear.io SMARTLOCKPICKING.COM W slawekja

scan.|s

# node scan.|s

connects to wslave

listens to all advertisements,

saves them automatically to JSON files (devices/ subdir).
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GAT Tacker: scan for devices

:~/node_modules/gattacker# node scan
Ws-slave address: 10.9.8.126

on open

poweredon Device MAC
Start scanning.

refreshed advertisement for d0c92e6350b3 (smartlockpicking®©l)

Name: smartlockpickingOl

EIR: 0201041408736d6172746c67T636b7069636b69667303100 ( smartlockpicking0l )

already saved advertisement for 34049eb05270 (VAULTEK-5270)
advertisement saved: devices/d0c92e6350b3 smartlockpicking®1l-.20180321141532.adv.json
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The advertisement file

Node_modules/gattacker/devices/<MAC>_<name>.adv.json

"id": "d0c92e6350b3",

"eir": "0201041308736d6172746c6f636b7069636b696e673031", Raw hex data (according t
"scanResponse”: null \ BLE spec), used later
"decodedNonEditable": { —

"localName": "smartlockpicking01",
"manufacturerDataHex": null, . i
- Decoded just for display

"manufacturerDataAscii": null,
"serviceUuids": []
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Sex toys...
Ty e +44 20 3095 _
About Services Ev
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B @

= Bluetooth

oScrewdri vi ngoO

On

Paired devices

Devices just announce their name. 5 ,;cues &
- Py N A Available devices i P
s 2 dZ R 2 y. Q u y. S S R —I'—>>£ REALOV_VIBE u 2

b3 4 %) 9:35

Devices STOP SCANNING

s ~FF |'| C i'l: 0 n:ﬂ_ ]_ escCan SCANNER BONDED ADVERTISER

LI:: bFElfl _ No filter -

38:D2:869:E5:23:B1 REALOV VIBE

38:D2:69:E5:23:8B1 REALOV VIBE REALW_WBE
38:D2:69:E5:23:B1

NOT BONDED
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oScrewdr i1 vi

List of the sex toys
Bluetooth names:

https:// github.com/internetofdongs/lob

Screwdriver/blob/master/Device List.txt

Pal

2 SQftf 3ASU ol O}

Nn

0 2

SMARTLOCKPICKING.COM

¥ slawekja
Vendor Device Name Ble Name
wWe-Vibe wWe-vibe 4 Plus cougar
we-vibe wWe-vibe 4 Plus 4plus
wWe-Vibe Bloom by We-Vibe bloom
We-Vibe We-vibe Classic classic
wWe-vibe Ditto by wWe-vibe ditto
we-vibe Gala by we-vVibe gala
We-Vibe Jive by We-Vibe jive
wWe-Vibe Nova by We-Vibe nova
We-Vibe Nova by We-Vibe NOVAN2
wWe-vibe Pivot by we-vibe pivot
wWe-Vibe Rave by We-Vibe rave
wWe-Vibe We-Vibe Sync SYNC
wWe-Vibe Verge by wWe-vVibe verge
wWe-Vibe wWish by we-vibe wish
Vibratissimo Pantybuster Vibratissimo
Vibease Vibease Vibease##
PicoBong Blow hole Blow hole
PicoBong Blow hole Picobong Male Toy



https://github.com/internetofdongs/IoD-Screwdriver/blob/master/Device_List.txt
https://github.com/internetofdongs/IoD-Screwdriver/blob/master/Device_List.txt
https://github.com/internetofdongs/IoD-Screwdriver/blob/master/Device_List.txt
https://github.com/internetofdongs/IoD-Screwdriver/blob/master/Device_List.txt

BLE SERVICES
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BLE central <> peripheral

=)

central peripheral
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Services, characteristics, ...

Serviceg groups several characteristics (e g Eattery

Characteristia; contains a single value
Descriptorc additional data
Propertiesc read/write/notify...

Valuec actual value

W slawekja

SERVICEeg. 0x180F - battery

Descriptor: string

Descriptor:
subscription status

Properties: read, write, notify
(authenticated or not)

SERVICE
(..)
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Y6 UBE 28 sEha=t =0 £k P2l &K =N =20 =0

You will connect to your
adadYl NIt 201 LUsiOGnRFY
Connect mobile application.
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SerV|CeS |n N R F Con nECt SERVICEeg. 0x180F - battery

3 ¥4 2213

3 W4 )22:54

Devices SCAN @

Devices DISCONNECT

SCANNER BONDED ADVERTISER

SMARTLOCKPICKINGOT
ADVERTISER D0:C9:2E:63:50:B3 X

No filter ﬁg:ggﬁ'—DEEDD CLIENT  SERVER }
smartlockpicking01 Generic Access
ag?gﬂgigeésoB3 UuUID: 0x1800

PRIMARY SERVICE

Device type: LE only

Flags: BredrNotSupported Generic Attribute

Shortened Local Name: smartlockpicking0 E::&;&: gg‘:{VICE
CLONE RAW  MORE '
Se rVI CeS \)evice Information
UID: 0x180A

PRIMARY SERVICE

Battery Service
UUID: 0x180F
PRIMARY SERVICE

Nordic UART Service
UUID: 6e400001-b5a3-f393-e0a9-e50e24dccae
PRIMARY SERVICE

Unknown Service
UJUID: 0000a000-0000-1000-8000-00805f9b34fb
PRIMARY SERVICE SERVICE

(..
Wireless by Nordic e

Wireless by Nordic




hardwear.io SMARTLOCKPICKING.COM W slawekja

Device characteristics (in service)

% W4 D22:57 * Wa 2300
Devices DISCONNECT 3 Devices DISCONMECT &
ADVERTISER ~ SMARTLOCKPICKINGOT 3¢ BONDED  ADVERTISER SMARTLOCKPICKINGO1 ¢
CONNECTED . COMNMNECTED .
NOT BONDED CLIENT  SERVER % et CLIENT  SERVER |
Generic Access Parameters '_'
UUID: 0x1800 LID: DeZA04
Properties: READ . . .
PRIMARY SERVICE ' Properties : read, write, notify
Device Name 3 1 Generic Attribute (authenticated or not)
LJLID: Ox2A00 uuiD: ox1801

Properties: READ, WRITE
Value: smartlockpicking01

PRIMARY SERVICE

Device Infarmation

Appearance 4 _
UUID: 0x2A01 UUID: 0x180A
- PRIMARY SERVICE
Properties: READ
Peripheral Preferred Connection ¥ Battery Service
Parameters LuiD: Dx180F
LID: 0x2A04 PRIMARY SERVICE
Properties: READ
Battery Level W
. . LUD: Dx2419
Generic Attribute
LUID: 0x1801 Properties: NOTIFY, READ
PRIMARY SERVICE ngnmm: L ’
Client Characteristic Configuration +
Device Information UUID: 2902 S SERVICE
UUID: Ox180A Value: Notifications and indications disabled ( )
PRIMARY SERVICE
Mordic UART Service
Battery Service LD 6ed400001-b5a3-f393-e0a9-e50e24dccade

UUID: 0x180F PRIMARY SERVICE
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Reading, writing, notifications
4 ] it
Each characteristic has properties: read/write/notify

Can be combined (e.gead+notify, read+write, ...)

Read/write¢ transmit single value
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Notifications *

A Getting more data or receiving periodic updates from a
device

A Thecentral device subscribes for a specific characteristic,
and the peripheral device sends dasynchronously
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Read characteristic iIn nRF Connect

2 w4 0037

Devices

BONDED ADVERTISER

CONNECTED
NOT BONDED

CLIENT SER

PRIMARY SERVICE

Battery Service
UUID: Ox180F
PRIMARY SERVICE

Nordic UART Servige
JUID: 6e400001-b543-f393-e0a9-e50e24dccade
PRIMARY SERVME

Unknown Service
[JLID: 0000a000-0000-1000-8000-00805f9b34fb
PRIMARY SERVICE

Unknown Characteristic

UUID: 0000a001-0000-1000-8000-
00805f9b34fh

Froperties: READ, WRITE

Unknown Characteristic

UUID: 0000a002-0000-1000-8000-
00805f9b34fb

Properties: READ, WRITE

DISCONNECT

SMARTLOC...ICKINGO1 X

D2:27:93:20:81:30

SMARTLOCKPICKING.COM

Our LED switchin

service with 2
characteristics

Read value

status

This value in our
device: current LE \ 00805f9b34fb

W slawekja

2 W4 01031

Devices DISCONNECT :

C...ICKINGO1
:81:30 )(

BONDED ADVERTISER

CONNECTED
NOT BONDED

PRIMARY SERVICE

CLIENT SERVER

Battery Service
UUID: 0x180F
PRIMARY SERVICE

Nordic UART Service
UUID: 6e400001-b5a3-f393-e0a9-e50e24dccale
PRIMARY SERVICE

Unknown Service
UUID: 0000a000-0000-1000-8000-00805f9b34fb
PRIMARY SERVICE

Unknown Characteristic + 4
JUJID: 0000a001-0000-1000-8000-

Properties: READ, WRITE
Value: (0x) 00

Unknown Characteristic 3 4

LLID: 0000a002-0000-1000-8000-
00805f9b34fb

FProperties: READ, WRITE
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Write to characteristic iIn nNRF Connect

3 ¥4 01031 24 01032
A .

Devices DISCONNECT :

SMARTLOC..ICKINGO1 X

BONDED ADVERTISER 02:27:93:20:81-30 01: turns On the .
CONNECTED ) LED Write value

CLIENT SERVER :

NOT BOMDED

e e Ox D1|

PRIMARY SERVICE

Battery Service ADD VALUE
UUID: 0x180F

PRIMARY SERVICE

Nordic UART Service
UUID: 6e400001-b5a3-f393-eDa9-e50e24dccale
FPRIMARY SERVICE

Unknown Service
JUID: 0000a000-0000-1000-8000-00805f9b034fb
PRIMARY SERVICE

CANCEL

Unknown Characteristic I

LJUID: 0000a001-0000-1000-8000-
00805f9b34fb

Properties: READ, WRITE
Value: (0x) 00

Unknown Characteristic 3} ¢

LJUID: 0000a002-0000-1000-8000-
00805f9b34fb

Properties: READ, WRITE
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% W .4 O 00:20

Linux: device advertisement e Srorscanme
SCANNER BOMNDED ADVERTISER

root@kali :~# hcitool lescan No filter -

LE Scan ... smartlockpicking01 .

DD:C:EE:ES?ED:BSE

D0:C9:2E:63:50:B3 smartlockpicking01
D0:C9:2E:63:50:B3 (unknown)

D0:C9:2E:63:50:B3 smartlockpicking01
D0:C9:2E:63:50:B3 (unknown)

\

NOT BONDED A-56dBm <>997 ms

MAC address
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gatttool t blueZ command-line interface

The device advertises

random MAC address type

root@kali :~# gatttool -1 -b B8:27:EB:08:88:0E -trandom

SN

[B8:27:EB:08:88.0E

Your device MAC address

Interactive
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Connect to It from Kali - gatttool

root@kali :~# gatttool -1 -b B8:27:EB:08:88:0E -trandom
[B8:27:EB:08:88:0E][LE]> connect

Attempting to connect to B8:27:EB:08:88:0E

Connection successful

[B8:27:EB:08:88:.0E] [LE]>

Blue = connected
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Troubleshooting

[d0:c9:2e:63:50:b3] [LE]> connect
Attempting to connect to dO:c9:2e:63:50:b3

connect: Connection refused (111)
[dO:c9:2e:63:50:b3] [LE]=

Check If your BLE adapter is up
# hciconfig hciO
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Troubleshooting v2

[dO:c9:2e:63:50:b3][LE]> connect
Attempting to connect to d0:c9:2e:63:50:b3

connect: Connection refused (111)

a) Start Bluetooth service

# systemctl start bluetooth

b) Try with random address type

# gatttool Z Zb <MAC>-trandom
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Read characteristic value Handle for 0x2a00
(Device Name)

72:50:B3][LE]= characteristics

: Ox0002, char properties: 8x8a, char value handle: 0x0803, uuid: 60002a00-0000-1000-8000-00805T9b34Th
handle: 0x0004, char properties: 0x02, char value handle: 0x0005, uuid: P0002a01-0000-1000-8000-00805T9b34fb
handle: 0x0006, char properties: 8x02, char value handle: 8x0007, uuid: PP002a04-0000-1000-8000-00805T9b34fb
handle: 0x0009, char properties: 0x20, char value handle: 0x000a, uuid: P0002a05-0000-1000-8000-00805T9b34fb

[D0:C9:2E:63:50:B3][LE]> char - read - hnd 0x03

[DO:C9:2E:63:50 ][LE]> char-read-hnd 0x03

Characteristic UdlUFIdESCr iptor: 73 6d 61 72 74 6¢c 6T 63 6b 70 69 63 6b 69 6e 67 30 31
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Reading characteristics

Read value from characteristic, using handle

[B8:27:EB:60:2B:46][LEdharread-hnd 0x03

[BB:27:EB:60:2B |[LE]>= char-read-hnd 8x83
Characteristic Uﬂl”ﬁfiﬁ criptor: 72 61 73 70 62 65 72 72 79 70 69

[B8:27:EB:60:2B:46] [LE]> |}

ascll hex
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Decode HEX: e.g. In CyberChef

Recipe Input

From Hex 73 6d 61 72 74 6c &F 63 6b 70 69 £3 &b 69 Be 67 30 31

Delimiter  Space j

ime: s
Output length: 18 &) Save to file

smartlockpicking®l

https://gchg.qgithub.io/CyberChef/



https://gchq.github.io/CyberChef/
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Toggle the LED status

The characteristics that switch the LEDs as visible In

[D0:C9:2E:63:50:B3][LE]> characteristics

nandle: @x0824, char brﬂhertiEE: @x8a, char value handle: 0x0825, uuid: 08000aP01-0000-1000-8000-00805f9b34Tb

nandle: Ox0826, char properties: 8x8a, char value handle: 0x08027, uuid: 000PaPD2-0000-1000-8000-00805T9b34Tb

N

Handle 0x0025, 0x00Z
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Toggle the LED stat
oggle the status \ / —

| DO:C9:2E:63:50:B3][LE]> char - write -req 0x25 01
[D0:C9:2E:63:50:B3][LE]> char - write -req 0x25 00

[D0O:C9:2E:63:50:B3][LE]> char - write -req 0x27 01
[D0O:C9:2E:63:50:B3][LE]> char - write -req 0x27 00



hardwear.io SMARTLOCKPICKING.COM

Our sex toy: writing to characteristics

:~# hcitool lescan
LE Scan: ...
38:D2:69:E5:23:B1 REALOV VIBE
38:D2:69:E5:23:B1 REALOV VIBE
e :~# gatttool -I -b 38:D2:69:E5:23:B1
[38:D2:69:E5:23:B1][LE]> connect
Attempting to connect to 38:D2:69:E5:23:Bl1
Connection successful
[38:D2:69: 3:B1][LE]> char-write-cmd 0x36 c5552daa
’IDL]_LE_> char-write-cmd 0x36 c55500aa

| 38:D2:09:
3:B1][LE]> |}

m m m

N N c'\_,r]

N ONN
¥ W

) « (R «
» _,(_}.
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Writing to characteristics

[ SGQa GAONYGS 2dzNJ AaSE (G2@&H

We will explain later ho
we got these values

-
138:D2:69:E5:23:B1] [LE]> char -write -cmd 0x36 c5552daa

root@kali:-~#  gatttool -1 -b 38:D2:69:E5:23:B1

[38:D2:69:E5:23:B1][LE]> connect
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Enumerate services + characteristics Iin bleah

root@kali:~# bleah -b d0:c9:2e:63:50:b3 - e

/

Your MAC
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Scanning for 5s [-128 dBm of sensitivity]

d0:c9:2e:63:50:b3 (-41 dBm)

Vendor ?

Allows Connections

Address Type random

Short Local Name smartlockpicking@l
Flags BR/EDR

Connecting to d0:c9:2e:63:50:b3
Enumerating all the things

Handles Service > Characteristics Properties

0001 Generic Access ( 00001800-0000-1000-8000-00805f9b34fb )
0003 Device Name ( 00002a00-0000-1000-8000-00805f9b34fb ) READ WRITE u'smartlockpicking@l'
0005 Appearance ( 00002a01-0000-1000-8000-00805f9b34fb ) READ I
0007 Peripheral Preferred Connection Parameters ( 00002a04-0000-1000-8000-00805f9b34fb ) READ Int : 40 -> 400

Generic Attribute ( 00001801-0000-1000-8000-00805f9b34fb )
Service Changed ( 00002a05-0000-1000-8000-00805f9b34fb ) INDICATE

Device Information ( 0000180a-0000-1000-8000-00805f9b34fb )
Manufacturer Name String ( 00002a29-0000-1000-8000-00805f9b34fb ) u'Smart Lockpicking'
Model Number String ( 00002a24-0000-1000-8000-00805f9b34fb ) u'Insecure Model'
Serial Number String ( 00002a25-0000-1000-8000-00805f9b34fb )
Hardware Revision String ( 00002a27-0000-1000-8000-00805f9b34fb ) L
Firmware Revision String ( 00002a26-0000-1000-8000-00805f9b34fb ) u'fw-revl
Software Revision String ( 00002a28-0000-1000-8000-00805f9b34fbh ) u'soft-revl'

Battery Service ( 0000180f-0000-1000-8000-00805f9b34fb )
Battery Level ( 00002al9-0000-1000-8000-00805f9b34fb ) NOTIFY READ

6e400001-b5a3-f393-e0a9-e50e24dccade
6e400002-b5a3-1393-e0a9-e50e24dcca9e WRITE NO RESPONSE WRITE
6e400003-b5a3-1393-e0a9-e50e24dccale NOTIFY

abood ( 0POPanOO-000O-1000-8000-00805f9b34Fb )
abdl ( 0PPPabO1-0000-1000-8000-00805f9b34fh ) READ WRITE
abb2 ( 00PPanO2-0000-1000-8000-00805T9b34fh ) READ WRITE
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Bleah vs sex toy (enumerate services)

Enumerating all the things ......

Handles Service > Characteristics Properties Data
0001 -> 000b Generic Access ( 00001800-0000-1000-8000-00805f9b34fb )
0003 Device Name ( 00002a00-0000-1000-8000-00805f9b34fb ) READ u'REALOV VIBE'
0005 Appearance ( 00002a01-0000-1000-8000-00805f9b34fb ) READ
0007 Peripheral Privacy Flag ( 00002a02-0000-1000-8000-00805f9b34fb ) READ WRITE
0009 Reconnection Address ( 00002a03-0000-1000-8000-00805f9b34fb ) WRITE
000b Peripheral Preferred Connection Parameters ( 00002a04-0000-1000-8000-00805f9b34fb ) READ 80 -> 160
: 0
I 1000
000c -> 000f Generic Attribute ( 00001801-0000-1000-8000-00805f9b34fb )
000e Service Changed ( 00002a05-0000-1000-8000-00805f9b34fb ) INDICATE
0010 -> 0022 Device Information ( 0000180a-0000-1000-8000-00805f9b34fb )
0012 System ID ( 00002a23-0000-1000-8000-00805f9b34fb ) READ "\ xb1#\xe5\x00\x00i\xd28"
0014 Model Number String ( 00002a24-0000-1000-8000-00805f9b34fb ) READ u'Elr.oe'
0016 Serial Number String ( 00002a25-0000-1000-8000-00805f9b34fb ) READ u'Serial Number'
0018 Firmware Revision String ( 00002a26-0000-1000-8000-00805f9b34fb ) READ u'Jul 21 2016 10:19:58'
001la Hardware Revision String ( 00002a27-0000-1000-8000-00805f9b34fb ) READ u'vi.1
001c Software Revision String ( 00002a28-0000-1000-8000-00805f9b34fb ) READ u'Software Revision'
001le Manufacturer Name String ( 00002a29-0000-1000-8000-00805f9b34fb ) READ u'Hxx'
0020 IEEE 11073-20601 Regulatory Certification Data List ( 00002a2a-0000-1000-8000-00805f9b34fb ) READ "\xfe\x00experimental'
0022 PnP ID ( 00002a50-0000-1000-8000-008057f9b34fh ) READ 0x000d ( Bluetooth SIG assigned Company Identifier )
0x0000
0x0110
0023 -> 0033 fffo ( 0000fffO-0000-1000-8000-00805T9b34fb )
0025 fffl ( 0000fff1-0000-1000-8000-00805Tf9b34fb ) READ WRITE '\x01'
0028 fff2 ( 0000fff2-0000-1000-8000-008057f9b34fh ) READ '\x02'
002b fff3 ( 0000fff3-0000-1000-8000-00805f9b34fh ) WRITE
002e fffa ( 0000fff4-0000-1000-8000-00805f9b34fb ) NOTIFY
0032 fff5 ( 0000Ffff5-0000-1000-8000-008057f9b34fbh ) READ
0034 -> 0038 ffeo ( 0000Tffe0-00E0O-1000-8000-00805f9b34fb )
0036 ffel ( 0000ffel-0000-1000-8000-00805f9b34fbh ) NOTIFY WRITE
0039 -> ffff Battery Service ( 0000180T-0000-1000-8000-00805f9b34fbh )
003b Battery Level ( 00002al19-0000-1000-8000-00805f9b34fb ) NOTIFY READ '\x00'
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Bleah vs sex toy: vibrate

Using bleah: -b <MAC> -n <handle> -d <data>

root@kali :~# bleah -b 38:d2:69:e5:23:b1 -Nn 0x36 -d cb5552daa

@ Scanning for 5s [-128 dBm of sensitivity] ...

38:d2:69:e5:23:b1 (-63 dBm)

Vendor Texas Instruments

Allows Connections

Flags LE General Discoverable, BR/EDR
Incomplete 16b Services u'foff'

TX Power u'oo’

0x12 u'e6eeefee’

Complete Local Name REALOV VIBE

Connecting to 38:d2:69:e5:23:bl1 ...

Searching for characteristic handle(54) ...
Sending 8 bytes ...
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GAT Tacker

1) Run the wsslave

2) Run scam without parameters just scans for all
advertisements, finds all the devices nearby

3) Run scan for specific device (MAGEans device
services and characteristics to JSON file
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GAT Tacker

Advertisement
JSON, services
JSON

ws-slave.|s
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GAT Tacker: running the ws-slave (client)

$ cd node_modules/gattacker
$ ~/node_modules/gattacker $ sudo node ws - slave.|s

GATTacker ws- slave
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GAT Tacker: scan for devices

:~/node_modules/gattacker# node scan
Ws-slave address: 10.9.8.126

on open

poweredon Device MAC
Start scanning.

refreshed advertisement for d0c92e6350b3 (smartlockpicking®©l)

Name: smartlockpickingOl

EIR: 0201041408736d6172746c67T636b7069636b69667303100 ( smartlockpicking0l )

already saved advertisement for 34049eb05270 (VAULTEK-5270)
advertisement saved: devices/d0c92e6350b3 smartlockpicking®1l-.20180321141532.adv.json
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Scan specific device characteristics
/ MAC

root@kali:~/node_modules/gattacker# node scan f4b85ec06eab
Ws slave address: <your_slave_ip>

on open

poweredOn

Start exploring f4b85ec06ea5

Start to explore f4b85ec06ea5

explore state: f4b85ec06ea5 : start

explore state: f4b85ec06ea5 : finished

Services file devices/f4b85ec06eab.srv.json saved!
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Json services file
(devices/<MAC....>.srv.json)

SERVICEeg. 0x180F - battery

se I‘Vi ce Descriptor: string

{ (e.g. oBattery
"uuid™: "1800",

"name": "Generic Access", Descriptor:
"type": "org.bluetooth.service.generic_access", subscription status
"startHandle": 1,

"endHandle": 11,

"c?aracteristiCS"I [ characteristics

"uuid": "2a00",
"name": "Device Name",
"properties": [

"read"

Properties: read, write, notify
(authenticated or not)

1
"value": "5061646¢c6f636b21",

"descriptors": [],
"startHandle": 2,
"valueHandle": 3,
"asciiValue": "Padlock!
b SERVICE
(..




BLE SNIFFING
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Hacklng challenge f steal a car!

.-
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How do we hack 1t?

central peripheral
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Bluetooth 4 security (specification)

Pairing
Key Generation

Encryption

¥ slawekja

®
9 B|llet00th Developer Portal
Tools & Resources GATT Specifications

Home = Technalogy Overview = LE Security

Security, Bluetooth Smart (Low Energy)

Developer Showcase

Encryption in Bluetooth LE uses AESM cryptography. Like BR/EDR, the LE Controller
will perform the encryption function. This function generates -Ii?#8encryptedData
from a 128bit key and 12&it plaintextData using the AEIR8-bit block cypher as

defined in FIP&]971.

Signed Data

https:// developer.bluetooth.org/TechnologyOverview/Pages&é&curity.aspx



https://developer.bluetooth.org/TechnologyOverview/Pages/LE-Security.aspx
https://developer.bluetooth.org/TechnologyOverview/Pages/LE-Security.aspx
https://developer.bluetooth.org/TechnologyOverview/Pages/LE-Security.aspx
https://developer.bluetooth.org/TechnologyOverview/Pages/LE-Security.aspx
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Bluetooth 4 security (specification)

ol hegoal of the low energy security mechanism Is to protect
communication between devices different levels of the
stacke

A Man-in-the-Middle (MITM)
A PassivdEavesdropping
A Privacy/ldentity Tracking
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Bluetooth 4.0 - pairing

Pairing (once, in a secure environment)
AJustWorks (R) i most common, devices without display cannot
Implement other
A6-digit PIN 7 if the device has a display
AOut of band i not yet spotted in the wild

Establish Long Term Key, and store it to secure future
communication ("bonding")

"Just Works and Passkey Entry do not provide any passive
eavesdropping protection”

4.2 1 elliptic curves

Mike Ryan, https://www.lacklustre.net/bluetooth/



https://www.lacklustre.net/bluetooth/
https://www.lacklustre.net/bluetooth/
https://www.lacklustre.net/bluetooth/
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BLE security - practice

A8 of 10 tested devices do not implement BLE-layer encryption
AThe pairing is in OS level, mobile application does not have full control over it

Alt is troublesome to manage with requirements for:
A Multiple users/application instances per device

A Access sharing
A Cloud backup

AUsage scenario does not allow for secure bonding (e.g. public cash register,
"fleet" of beacons, car rental)

A Other hardware/software/UX problems with pairing
A"Forget" to do it, or do not consider clear-text transmission a problem
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BLE security - practice Host (05)

Security in "application"” layer
(GATT)

Various authentication schemes
A Static password/key

A Challenge-response (most common)
AAPKI 0

Requests/responses encryption

No single standard, library,
protocol

Own crypto, based usually on AES

Host Card Interface I

Link layer

Physical layer

Controller (firmware)
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Sniffing t+ BLE RF essentials

Advertisement channels
‘liiilli"‘illll"‘|I||I"||illl
N~ O 0O x~— AN ™M < O T N ™M < LD ¢© =~ 00 O

© M~ 0 O O
http://www.connectblue.com/press/articles/shapinthe-wirelessfuture-with-low-energyapplicationsand-systems/
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BLE channel hopping

Hopping
37 channels for data,
~ Hop along 37 data channels

3 for advertisements = One data packet per channel

= Next channel = channel + hop increment (mod 37)

Snifﬁng: CatCh the |n|t|a = Time between hops: hop interval
paCket and fOI_IOW 3510517 -524-53151-58-515-> ...
Channel hopplng hop increment = 7

Mike Ryan Bluetooth Smart / Bluetooth LE USENIX WOOT, August 2013

http:// lacklustre.net/bluetooth/bluetooth with low energy comes low securit
yv-mikeryanusenix woot 2013lides.pdf
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Catching initial packet to follow

Connection starts at one of 3 advertisement channels.

Device can limit the used channels, but usually use all 3 and
can start at any of them.

Catching initial packet:
- Sniff all the 3 advertising channels at once
- Sniff just one channel and have luck



hardwear.io SMARTLOCKPICKING.COM

Pro devices ($$%) t scan whole spectrum

EllisysBluetooth Explorer 400 /| 2Yt N2O6S .t! 1t cn
Alkin-hy'S . £ dzSG220Kt tN2UZ202BE  f dz280 220 K+
Analysis System Protocol Analyzer

http://www.ellisys.com/products/bex400/ http://www.fte.com/products/BPAG00.aspx
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Software Defined Radio

BLE SDR sniffer for HackRF One:

https.// github.com/JiaoXianjun/BTLE



https://github.com/JiaoXianjun/BTLE
https://github.com/JiaoXianjun/BTLE
https://github.com/JiaoXianjun/BTLE
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Passive sniffing t Ubertooth (120%)

Opensource(software, hardwarg
External antenna.

RFlevel sniffing, possible to inspect In
Wireshark.

Can be combined in 3 to cover all advertising
channels.

http.//greatscottgadgets.com/ubertoothonke



http://greatscottgadgets.com/ubertoothone/
http://greatscottgadgets.com/ubertoothone/
http://greatscottgadgets.com/ubertoothone/
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Nordic BLE sniffer

Turn NnRF device (e.g. devkit) into sniffer.

https.// www.nordicsemi.com/eng/Products/Bluetootiow-
energy/nRESniffer

Adafruit Bluefruit LE sniffer ($25)

https:// www.adafruit.com/product/2269



https://www.nordicsemi.com/eng/Products/Bluetooth-low-energy/nRF-Sniffer
https://www.nordicsemi.com/eng/Products/Bluetooth-low-energy/nRF-Sniffer
https://www.nordicsemi.com/eng/Products/Bluetooth-low-energy/nRF-Sniffer
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https://www.nordicsemi.com/eng/Products/Bluetooth-low-energy/nRF-Sniffer
https://www.nordicsemi.com/eng/Products/Bluetooth-low-energy/nRF-Sniffer
https://www.nordicsemi.com/eng/Products/Bluetooth-low-energy/nRF-Sniffer
https://www.nordicsemi.com/eng/Products/Bluetooth-low-energy/nRF-Sniffer
https://www.adafruit.com/product/2269
https://www.adafruit.com/product/2269
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Turn our BLE module into sniffer

Same nRF51822, a bit
cheaper than Adafruit.

Need to be flashed with
sniffer firmware

New version 2.0Abeta
availablehere.

http:// www.waveshare.com/nrf51822vakkit.htm



https://www.nordicsemi.com/eng/nordic/Products/nRF-Sniffer/nRF-Sniffer-v2/65225
http://www.waveshare.com/nrf51822-eval-kit.htm
http://www.waveshare.com/nrf51822-eval-kit.htm
http://www.waveshare.com/nrf51822-eval-kit.htm
http://www.waveshare.com/nrf51822-eval-kit.htm
http://www.waveshare.com/nrf51822-eval-kit.htm
http://www.waveshare.com/nrf51822-eval-kit.htm
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G = oS N rEE | sSEc 3Ep =C El BEg € &

Take out the module from BLE400 board, it will now work as
a standalone device.

Just VCC (3V, not 5!) and GND.
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Just connect VCC (3V) and GND,
you can use the BLE400

2mm-> 2.54 mm wires required
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BTW, you can connect external USB TTL
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External USB TTL

RXB>>P09
TXDB>P011

3V (NOT 5!) VCC
GND
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Now put the second module in the board to flash

Second module to
flash with sniffer

Standalone
adaYl NIt 2071 LA
just powered from board
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Flash second module with a sniffer firmware

> halt

> nrf51 mass_erase
> reset

> halt

> flash write_image
nrf/sniffer/sniffer_pcal0028 51296aa.hex

(...)
> reset
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Setting up the sniffer t connect to USB

root@kali ~# d
(...)
25958.451531]
uhci_hcd

25958.707592]
IdProduct=ea60
25958.707596]
SerialNumber=3
25958.707598]
25958.707600]
25958.707601]
25958.713131]
25958.717133]

mesg
usb 2 -2.2: new full - speed USB device number 10 using
usb 2 -2.2: New USB device found, idVendor=10c4,

usb 2 -2.2: New USB device strings: Mfr=1, Product=2,

usb 2 -2.2: Product: CP2102 USB to UART Bridge Controller
usb 2 -2.2: Manufacturer: Silicon Labs

usb 2 -2.2: SerialNumber: 0001

cp210x 2 -2.2:1.0: cp210x converter detected

usb 2 -2.2: c¢p210x converter now attached to ttyUSBO

¥ slawekja
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Wireshark installation #1 (already in your VM)

Help>About>Folders

Check the Extcap path

=

Wireshark = Authors

Name

"File" dialogs

Temp

Personal configuration

Global configuration

GeolP path
GeolP path

Extcap path

About Wireshark [}

Folders | Plugins = Keyboard Shortcuts = License

Location Typical Files

[root/ capture files

/tmp untitled capture files
froot/.config/wireshark/ dfilters, preferences, ethers, ...
fusr/share/wireshark dfilters, preferences, manuf, ...
letc ethers, ipxnets

/usr/bin program files
{root/.config/wireshark/plugins dissector plugins

[usr/lib/x86_64-linux-gnu/wireshark/plugins/2.4.5 dissector plugins

/usr/share/GeolP GeolP database search path

/usr/share/GeolP GeolP database search path

[usr/lib/x86_64-linux-gnu/wireshark/extcap Extcap Plugins search path
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Wireshark #2 install extcap (already in your VM)

Unzip the Sniffer downloaded from Nordic:
root@kali :~/nrf_sniffer 2.0.0 - beta - 1_51296aa/extcap# Is
nrf_sniffer.bat nrf_sniffer.py SnifferAPI

root@Kkali:~/nrf_sniffer 2.0.0 -beta -1 51296aa/extcap#cp -r
* [usr/lib/x86 64 - linux - gnu/wireshark/extcap/
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Wireshark install #3 t turn on interface toolbar

View> Interface — ﬂ 0 o e
Toolbars> nRF Sniffer i

N | btatt Interface Toolbars » I nRF Sniffer

Interface fdevfti v| Status Bar -:93:35 random ~

Full Screen F11

Mo, Time Protocol |

| Packet List
v| Packet Details
/| Packet Bytes
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‘Wireshark

File Edit View Go Capture Analyze 5Statistics Telephony Wireless Tools Help
-~ e R pm =| = RS
ANI@ D RE QA «» g5 aae alif

The Wireshark Metwork Analyzer -

W | Apply a display filter ... <Ctrl-/> =3 - | Expression..

|| Defaults H Log

Interface | /dev/tty ~ Device All advertising devices ~ | Passkey / OOB key | | Adv Hop 37,38,39 | Help

Welcome to Wireshark

NRF Sniffer toolbar

~ | |All interfaces shown ~

Capture

..using this filter: [ |Enter a capture filter ...

nfgueue
usbmaonl
usbmaon2
@) nRF Sniffer: /dev/ttyUSBO

® Random packet genarator andpkt — Your sniffer deV|ce_
— detected properly. Click

@ SSH remote capture: ssh
@ UDF Listener remote capture: udpdump

here to start sniffing

Learn
User's Guide - Wiki - Questions and Answers - Mailing Lists

You are running Wireshark 2.4.5 (Git v2.4.5 packaged as 2.4.5-1).
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Capturing from nRF Sniffer: /dev/ttyUSBO
File Edit View Go Capture Analyze Statistics Telephony Wirele

AmAaA® o[ X[E 0\4-*.43}/*1
/

Fiite?épecific

[I Apply a display filter ... <Ctrl-/> deV|Ce =3 '] Expressic
— /-
. - N -
Interface |;dewt|;5.r - | Device |All advertising devices - | Passkey / OOB key | Tons Of

No. Time Source Destination Protocol Length Info .
282 79.066089 dl1:7c:65:9%9a:9a:ab Broadcast LE LL 55 ADV_TIND Ei(j\/EértIESEBrT163r1tSS
283 79.267289 Blueradi_13:9f:95 Broadcast LE LL 57 ADV_IND
284 79.468741 TexasIns _c3:aB:le Broadcast LE LL 63 ADV_IND[Malformed Packet]
285 80.072562 di:7c:65:9a:9a:ab Broadcast LE LL 55 ADV_IND
286 80.273961 Blueradi_ 33:9f:95 Broadcast LE LL 57 ADV_IND[Malformed Packet]
287 80.475318 TexasIns c3:a8:le Broadcast LE LL 63 ADV_IND[Malformed Packet]
288 80.676430 f8:c7:7f7:1e:2e:8b Broadcast LE LL 39 ADV_IND[Malformed Packet]
289 80.777508 Blueradi_13:5f:95 Broadcast LE LL 63 ADV_IND[Malformed Packet]
290 80.980162 TexasIns _c3:a8:1le Broadcast LE LL 63 ADV_IND[Malformed Packet]
291 81.081553 dl:7c:65:9a:9%9a:a5 Broadcast LE LL 55 ADV_TIND

Frame 183: 55 bytes on wire (44© bits), 55 bytes captured (449 bits) on interface ©

» Nordic BLE Sniffer
+* Bluetooth Low Energy Link Layer
Access Address: 0x8e83bedé
¢ Packet Header: 0x1d4® (PDU Type: ADV_IND, ChSel: #1, TxAdd: Random)
Advertising Address: dl1:7c:65:9%9a:9a:a5 (d1:7c:65:9a:%a:ab)
+ Advertising Data

» Flags
» Device Name (shortened): smartlockpicking®il
ofc]ele) : @6 @a ©1 27 38 90 P 93 B2 OO 8.3, ..
ee1e (e 1d a5 9a 9a 65 7c di1 82 il el....
..smartl ockpicki

BE20 @ 6T 63 6b 70 69 63
DE30 3
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Filter specific device

File Edit View Go Capture Analyze Statistics

Bad® b

]

SMARTLOCKPICKING.COM

Capturing from nRF Sniffer: /dev/ttyUSBO

Telephony Wireless
X G Q « » g

—

¥ slawekja

N | Apply a display filter ... <Ctrl-/>

Interface | /dev/tty = | Device

No.

948
949
950
951
952
953
954
955
956
957

Time

279
280
280
280
281
281
281
282
282
282

.B81357
.B86971
.088156
. 089032
. 095850
.097251
LABB657
107442
.108248
.108813

"DO3972C3A81E!

All advertising devices
" -101 dBm f0:c7:7f:16:2e:8b public
"smartlockpicking01" -60 dBm d1:7c:65:9a:9a:a5

-103 dBm ec:fe:7e:13:9f.95 public

di
di
di
di
di

i
7
7C
7
:7C

65
65
65
65
.65

:9a
:9a
:9a
:9a
:9a

:9a:
:9a:
:9a:
:9a:
:9a:

a5
ab
a5
ad
a5

Broadcast
Broadcast
Broadcast
Broadcast
Broadcast

Tools Help
=| & a @ F
y / OOB key
ol Length Info
95 ADV_IND
95 ADV_IND
55 ADV_IND
95 ADV_IND
55 ADV_IND
LE LL 55 ADV_IND
LE LL 25 ADV_IND
LE LL 95 ADV_IND
LE LL 55 ADV_IND
LE LL 25 ADV_IND

Adv Hop 37,38,39
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SMARTLOCKPICKING.COM

7

N

PADLOCK

BLUETOOTH + RFID

N\ 4

The

DOORLOCK

BLUETOOTH + RFID

~

PRIVACY whenyou WANT

SECURITY tenyou NEED::.

https:// www.thequicklock.com

W slawekja


https://www.thequicklock.com/
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Capturing from nRF Sniffer: /dev/ttyUSBO

SMARTLOCKPICKING.COM

{ =6

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

|u |,'!».ppl\.f a display filter ... <Ctrl4

No.
239
240
241
242
243
244
245
246
247
248

4

22
ee
15

~Aa

Interface |/dev/tty ~ | Device

Time

13.
13.
13.
13.
13.
13.
13.
13.
14,
14,

06
d6é

ff
a2

588134
588732
589221
589757
691037
792537
894127
995557
096541
096902

32 01 98
be 89 B8e
c8 81 81 82 3d 54

00 06 Ba
80 1f 95

" -100 dBm ec:fe:7e:13:9f.95 public
“smartlockpicking01" -53 dBm d1:7c:65:9a:9a:a5 random
"DO3972C3A81E!
" -101 dBm f0:c7:7f:16:2e:8b public
"Padlock!" -71 dBm f4:b8:5e:c0:6e:a5 public

QE

S

n

=]

=d '] Expression.. 4

TexasIns_cO:
TexasIns_cO:
TexasIns_cO:
TexasIns_cO:
TexasIns_cO:
TexasIns_cO:
TexasIns_cO:
41:99:c9:b2:

ad of Rf 28 28 RI R72

Ge:
Ge:

Ge

6e

as
ab

rad
Ge:
Ge:

ab
ab

»ad
Ge:
13:

ab
89

» Frame 1: 57 bytes on wire (456 bits),
» Nordic BLE Sniffer
» Bluetooth Low Energy Link Layer

Broadcas?

LE
Broadcast LE
Broadcast LE
Broadcast LE
Broadcast LE
Broadcast LE
Broadcast LE
TexasIns_cB:6e:ab LE

01 25 64 00 00 7f 82 81
9f 13 7e fe ec B2 01 06
f8 18 d4 45 bf 07 fo i1c

BY Adv Hop 39
ol Length Info
49 ADV_IND
38 SCAN_REQ
LL 52 SCAN_RSP
LL 49 ADV_IND
LL 49 ADV_IND
LL 49 ADV_IND
LL 49 ADV_IND
LL 49 ADV_IND
LL 49 ADV_IND
LL

6@ CONNECT_REQ

57 bytes captured (456 bits) on interface @

Help

Log

¥ slawekja

oPad]

(
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The advertising channels again

Advertisement channels
|lii |I|l‘li'lll"‘|||||"|lllll
N~ < O 0O x~— AN ™M < O T N ™M < LD ¢© =~ 00 O

O M~ 0 O O

A

http://www.connectblue.com/press/articles/shapinthe-wirelessfuture-with-low-energyapplicationsand-systems/

3
0
1
2
3
6
7
8
9
1
3
1
1
1
1
1
1
1
1
1
2
2
2
2
2
2
2
2
2
2
3
3
3
3
3
3
3
3

2404 MHz
2406 MHz
2408 MHz
2410 MHz
2412 MHz
2414 MHz
2416 MHz
2418 MHz
2420 MHz
2422 MHz
2424 MHz
2426 MHz
2428 MHz
2430 MHz
2432 MHz
2434 MHz
2436 MHz
2450 MHz
2452 MHz
2454 MHz
2456 MHz
2458 MHz
2460 MHz
2462 MHz
2464 MHz
2466 MHz
2468 MHz
2470 MHz
2472 MHz
2474 MHz
2476 MHz
2478 MHz
2480 MHz

Frequency LL
2402 MHz
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Limit the channels for sniffing

In order to you maximize a chance to get a connection, you
can have 3 independent sniffers, set for specific channels.

Limit the channel on your sniffer, only to 37 or 38 or 39.

AN

"Padlock!” -70 dBm f4:b8:5e:c0:6e:ad public - | Passkey / OOB key Adv Hop 3'!,33,39 |

—

=



hardwear.io SMARTLOCKPICKING.COM

obt att O: f 2| B=er oOut t he adyv



